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Preface

Hermes Al for Beginners is the on-ramp. This book is the rest of the
map.

If you have not installed anything yet, you can still start here. The
early chapters cover install, first hour, config, and tools with the same
official URLSs the beginner book should have used. What this book
will not do is reprint that manuscript. When the two overlap, this one
is shorter on pep talks and longer on the primitives that turn a single
chat into a team: profiles, Bot Mode, group rooms, kanban, cron, the
gateway that is still running after you sleep.

The product is Hermes Agent by Nous Research, freeze-dated
2026-08-30 against the live documentation at hermes-
agent.nousresearch.com/docs/ [1]. Claims in these pages are not
folklore, not a remembered gist, and not a GitHub raw installer from a
year ago. If a command in this book disagrees with the docs after
freeze, the docs win. If a feature is not in the docs, it is not in this
book. Product surfaces move. The freeze is how we stop pretending a
screenshot from April is still the CLI.

The spine has a name only so the parts stay in order: ASCEND —
Arrive, Shape, Craft, Extend, Network, Direct. Arrive is install and the
first hour. Shape is config, tools, sessions. Craft is memory, skills,
personality. Extend is MCP, plugins, hands on the world. Network is
the gateway. Direct is the half the beginner book cannot substitute.
You will meet Bots that are profiles with a face, rooms of two to six
members with three serial rounds, and a kanban board whose rows
outlive the process that created them.

You do not need the spine name to operate. You need it so chapter 14

does not arrive before chapter 13 has made a directory. Bot Mode is a
tab. Profiles are homes. Kanban is a queue. Cron is a tick.

delegate task is a phone call. If those five sentences are not distinct
in your head, later chapters will sound like synonyms. They are not.



Who this is for: someone who will run Hermes on a machine they own
or rent, who will put a token in . env and not in a chat, who is willing
to read hermes doctor output. Secondary path: an engineer who
already lives in Claude Code or Codex and wants the self-hosted loop
— skills that accumulate, memory that is tiny on purpose, a gateway
that is still up after logout. If you wanted a managed chatbot with no
home directory, this is the wrong book. If you wanted a dump of every
flag, the docs site is the right book, and it will be newer than this
freeze.

Who this is not for: a shopping list of twenty platforms. A payment
funnel. A promise that a better model removes the need for
MEMORY.md. Composite examples are labeled composite because
they are stitched from ordinary failures, not because a named company
volunteered a case study. [llustrations are process diagrams, not
screenshots of a private lab. No API keys appear. No bot tokens
appear. If a listing looks like a secret, it is a name, not a value.

How to read. Run the Monday action at the end of a chapter before
you skip ahead to avatars. The avatars are easy. The home directory is
the work. When a chapter cites [n], that n is in the sources list for this
manuscript, pointing at an official page. Do not treat a composite as a
benchmark. Do not treat a freeze-dated default as a forever constant.
Re-verify at press.

Liam publishes to WisdomForge under Autonomous Al after Aiona’s
gold-gate. Cover art, if a later pass replaces the typeset board, comes
from Airia. None of that changes a command. The operator path does
not wait on a cover.

Read it as an operator. One official installer. One boring DM before a
group. One profile per job. Facts in memory, procedures in skills,
durable work on the board, repeating work on the scheduler. That is
the map the beginner book could not finish.



Chapter 1. The agent that stays

Tuesday, 7:40 a.m., a laptop on a kitchen counter that still has
yesterday’s coffee ring. Mara has twelve minutes before the stand-up.
She opens the same chat window she used last night, types “continue
the deploy notes,” and watches the model ask which repo, which
branch, which environment, as if the previous two hours never
happened. She pastes a summary from memory. The model invents a
filename. She pastes the real path. The model asks for the deploy
command. She already ran it last night; the transcript is in another tab,
under a different product, with a different login. The stand-up starts.
She mutes, types a status that is half true, and tells herself she will “set
the agent up properly” after lunch. After lunch she is in a different
window, a different model, a different empty context. The work did
not compound. The bill did.

This book is for people who have lived that Tuesday more than once.
You already know chatbots exist. You may already pay for a coding
assistant that lives inside an editor and dies when you close the tab.
Hermes Agent, as of the freeze date on this manuscript (2026-08-30),
is a different kind of object: a self-improving agent built by Nous
Research, meant to stay on a machine you control, keep skills from
experience, keep memory, and search its own past sessions instead of
making you re-explain the job every morning.[1] Mastery here is not a
larger vocabulary. It is an operating practice. If you treat Hermes like a
clever chat box, you will get clever chat-box results: expensive,
forgetful, and stuck to whatever window you happened to open.

The problem is not that language models are weak. The problem is
that most people run them as disposable conversations. A disposable
conversation cannot become a teammate. It cannot remember that
your staging cluster is named smf - stage-3 and not staging. It cannot
keep the procedure you taught it last Thursday for opening a pull
request the way your team actually opens them. It cannot search last
month’s incident notes unless those notes still sit in the current context
window, which they will not. You pay for tokens that reconstruct



context you already paid to produce. You pay again in calendar time:
the twenty minutes of “here’s the repo, here’s the constraint, here’s
what we already tried.” You pay in risk, because a model that does not
remember the last correction will happily reintroduce the bug you
already banned. That is the cost of an agent that does not stay.

Hermes is built against that cost. The official docs describe a closed
learning loop: the agent can create skills from experience, improve
those skills while using them, keep a deepening picture of who you are
across sessions, and recall prior work with FTS5 search over session
history rather than hoping the current prompt still contains the relevant
paragraph.[1] Those are not decorations. They are the difference
between a rental car and a desk you actually sit at. A skill is a reusable
procedure, written down, loadable later. Memory is the durable
residue of corrections and preferences. Session search is the cheap
way to find “what did we decide about the billing webhook” without
starting a new research project. If you never let those three things run,
you are using a fraction of the product and blaming the product for
being a fraction.

It is also not an IDE-tethered copilot.[1] Copilots are good at sitting
next to a file you already opened. They are weak at living on a VPS
you never SSH into, answering from Telegram while a job runs, or
keeping the same skills when you switch from a terminal to a desktop
window. Hermes is closer to a general contractor than to a single-trade
electrician: it will call tools, spawn work, and come back with a result
that exists on disk, not only as a suggestion in a sidebar. The analogy
lies if you start thinking it is a company of humans. It is still a model
plus tools plus your files. It will still need approval on dangerous
commands. It will still invent a path if you have not given it a way to
look. The contractor metaphor is about scope and persistence, not
about replacing judgment.

Nous Research is the lab behind the agent.[30] The source lives in the
open at the hermes-agent repository.[16] That matters for a practical
reason, not a brand reason. You can read the docs, you can read the
code, and you can refuse folklore. This book treats the official



documentation as the source of truth and freezes product claims at
2026-08-30. If a blog post, a Discord screenshot, or a remembered
install one-liner disagrees with the docs, the docs win. If this
manuscript disagrees with the docs after that date, the docs still win.
Mastery starts with refusing to install the wrong object.

The object has more than one face, and that is where operators get
lost. People ask “should I use the CLI or the desktop app” as if they
were choosing a different agent. They are not. Hermes ships several
surfaces that share one core: the classic CLI, the Ink TUI, a native
Desktop app on macOS, Windows, and Linux, a web dashboard, ACP
for IDEs, and a messaging gateway that talks to the platforms you
already live in.[1][13][27][28] Same config. Same API credentials.
Same sessions. Same skills. Same memory. You can start a session in a
terminal and resume it in the desktop window. You can talk to the
agent from a phone while the work happens on a machine in a rack.
The surface is a steering wheel. The engine is the agent on disk.

Figure 1. Surfaces share one core.

Read that figure as a warning, not as a feature list. If you install a chat
UI that does not share ~/.hermes/, you did not install Hermes. If you
configure a model in one window and wonder why another window
still has no key, you are looking at two cores, or at two profiles, or at a
PATH that launched the wrong binary. Chapter 2 is brutal about install
paths for this reason. The first mastery move is conceptual: pick the
surface you will actually live in, then treat every other surface as
another door into the same house.



The CLI is the house key most operators should still own even if they
prefer a mouse.[27] A bare hermes starts an interactive session.
hermes chat -qruns one query and exits, which is how you script a
check without babysitting a prompt. The classic CLI is a full terminal
interface: multiline editing, slash-command autocomplete, streaming
tool output, a status bar that shows model, context fill, and cost. The
TUI is the modern terminal front end for the same runtime: modal
overlays, mouse selection, non-blocking input, same slash commands,
same sessions.[28] Docs, as of freeze, call the TUI the recommended
way to run Hermes interactively, while the classic CLI remains the
shipped default unless you set display.interface: tui or pass - -
tui. You do not have to pick a religion. You have to know which
process you launched, because “I typed hermes and it looked
different” is usually a config default, not a second product.

Desktop is the same agent with a window chrome people can hand to a
colleague who does not live in tmux.[13] Download the installer from
hermes-agent.nousresearch.com on macOS or Windows if that is your
path, or run hermes desktop after a CLI install. It is not a lightweight
clone. Streaming chat, session list, drag-and-drop files, a status bar
with a per-session YOLO toggle, a context-usage meter: those are
controls on the same core. If you already set up the CLI, Desktop
inherits that setup. If you set up Desktop first, the CLI inherits it.
Fighting that sharing is how people end up with two half-configured
homes.

The web dashboard is the admin surface: configure messaging
channels, inspect the running system, and, if you want, chat through
an embedded TUI.[13] ACP is how IDEs talk to the same agent
instead of inventing a fourth personality inside VS Code or Zed or
JetBrains.[1] The messaging gateway is how the agent shows up in
Telegram, Discord, Slack, and the rest of the twenty-plus platforms the
docs list, with tool access, not a dumbed-down chatbot.[1] None of
those surfaces are the mastery. The mastery is keeping one core
healthy so that every surface is telling the truth.



Here is a composite lab, labeled composite, assembled from failure
modes the docs warn about and from the way operators actually spend
a week. Call the operator Priya. She is a staff engineer at a twenty-
person shop. Monday she installs nothing. She opens a browser
chatbot, pastes a stack trace, gets a plausible fix, applies it, breaks
staging, and spends the afternoon reconstructing what she pasted
because the chat scrolled away. Tuesday she installs an editor copilot.
The copilot is fine at renaming a function in the file she has open. It
cannot run the integration test on the CI box. It cannot remember that
the team forbids force-push to main. Wednesday she hears about
Hermes, clones a random GitHub snippet from a year-old gist, and
spends Thursday fighting command not found. Friday she reads the
official docs, installs the current path, runs a real chat, and for the first
time the agent writes a note she can find on Monday. The difference
was not intelligence. The difference was an agent that stays on her
machine, with a home directory, with sessions she can resume.[1][2]

Priya’s Monday after that looks ordinary, which is the point. She
opens the TUI on her laptop, asks the agent to continue the billing-
webhook investigation, and the session search can find last Friday’s
conclusion without her pasting it. She walks to a meeting and sends a
Telegram message to the same agent, which is still the same core
behind the gateway. She does not have a “Telegram bot” that is a
different creature from “the thing in the terminal.” She has one agent
and two doors. When she is back at the desk she runs hermes - -
continue and the work is still there.[19] That is the compounding the
kitchen-counter scene did not have.

The composite is worth one more pass because operators skip the
boring checks. Priya’s first working Friday was not “the model
sounded smart.” She ran a prompt she could grade: summarize the
repo in five bullets and name the main entrypoint.[19] She watched a
file tool actually open a file. She quit. She launched hermes - -
continue from the same account, same machine, same ~/.hermes/.
The recap panel showed Friday’s conversation instead of a blank
banner. Only then did she send a Telegram message through the



gateway. If the resume had failed, she would have stopped and run
hermes doctor instead of adding a second platform on top of a core
that was not saving sessions. That order is the whole beginner learning
path compressed into one operator’s afternoon.[3] People who invert it
collect screenshots of “Hermes forgot” that are really screenshots of
two homes, two users, or a process that never wrote state.db.

Why this costs real money even when the model is cheap: context
reconstruction is a tax on every turn. If you re-explain a repo every
session, you pay input tokens for the explanation, you pay output
tokens for the agent to recap it, and you pay your own time to check
whether the recap is right. Skills cut that tax by loading a procedure
only when the task matches, instead of stuffing every rule into every
prompt.[3] Memory cuts it by keeping stable facts out of the live
transcript. Session search cuts it by retrieving the old conversation
instead of regenerating it. None of that works if you wipe the home
directory, if you run as a different user, if you bounce between two
installs, or if you never let a session save. The learning loop is not a
personality. It is a set of files and a SQL.ite store. Treat them like
production data, because they are.

The official learning path is blunt about order, and this book follows it
before it goes into fleet work the beginner material does not carry.[3]
Beginners spend about an hour on install, a first conversation, CLI
usage, and configuration. Intermediate work is sessions, messaging,
tools, skills, memory, cron. Advanced work is architecture, custom
tools, contributing. You do not need to read everything. You do need to
refuse the skip that feels productive: wiring Telegram before a local
chat works, adding five MCP servers before the model answers,
turning on YOLO because approvals annoy you, installing from a blog
because the official one-liner “looked too simple.” Those skips are
how people conclude Hermes is flaky. It is usually the operator who is
flaky, in the sense that the install, the PATH, and the provider never
became a known state.

Mastery, then, is operational. Can you point at the binary you
launched? Can you point at ~/ . hermes/ and say that is the data? Can



you name the surface you will live in for the next month, knowing the
others are still available? Can you tell a colleague the difference
between Hermes the agent and Hermes the model family without
waving your hands? The last one is the misconception that wastes the
most explanation time. Nous ships models with Hermes in the name.
Nous also ships this agent. The Portal docs, as of freeze, even warn
that Hermes 4 chat models are not the recommended brain inside
Hermes Agent’s tool loop; you pick an agentic model from the catalog
for agent work.[23] If you conflate the names, you will configure the
wrong thing and then write a Slack message about how “Hermes can’t
use tools.” Name the product. Hermes Agent is the agent. The model
is whatever provider and slug you configured. Keep those two nouns
apart for the rest of the book.

Another misconception: more surfaces mean more agents. They do
not, unless you create profiles, which is a later chapter and a deliberate
split. Out of the box, Desktop, CLI, TUI, dashboard chat, ACP, and
gateway are fronts for one core.[13] If you want isolation, you will
learn to ask for it. If you get isolation by accident, because you
installed twice, because you used sudo and now data lives under /
root/.hermes/, because you ran the repo file with system Python,
you will debug ghosts. Chapter 2 exists so those ghosts have names.

A third misconception: “staying” means the agent is always right, or
always on, or always allowed to run rm. Staying means state persists.
Safety is a separate layer. Dangerous-command approval is on by
default in smart mode. Cron jobs and one-shot -q sessions default to
deny when they hit a dangerous command, because there is no human
sitting at a prompt.[9] YOLO bypasses approval prompts and does not
disable secret redaction. A hardline blocklist still refuses catastrophe
even under YOLO. You will get the details when you have a working
binary. For now, keep the idea: persistence is not permission.

What you should do Monday, before you touch an installer, is smaller
than a setup wizard. Sit down with a pen or a note file and write three
lines. First, the surface you will actually live in for thirty days: classic
CLI, TUI, Desktop, or (only if you already know you need it) a



gateway platform. Second, the machine the core will live on: this
laptop, a Linux box, a VPS. Third, the job you will use to test whether
the agent stayed: one repo, one recurring question, one file you can
check on disk. Do not write a platform strategy. Do not write a multi-
agent org chart. The learning path’s beginner block is about an hour
for a reason.[3] You are choosing a desk. You are not staffing a
company.

If you already have a favorite editor agent, keep it for the file-in-front-
of-you work. Hermes does not need to win a purity contest. It needs a
job that benefits from persistence: a deploy runbook that should
become a skill, an investigation that will span days, a bot that should
answer from your phone while a test suite runs on a host you are not
looking at. If your only job is “complete this function in the buffer I
have open,” a copilot is the smaller tool and you should use the
smaller tool. This book assumes you have at least one job that survives
the window closing.

The contractor analogy again, used carefully. A copilot is the
electrician you called for a single circuit. Hermes is the contractor
who keeps the drawings on site. The drawings are skills, memory, and
session history. The site is ~/.hermes/ on a machine you can find.
The crew is still you. If the drawings are wrong, the building is wrong.
If you throw the drawings away every night, you are not managing a
site. You are paying for a series of site visits that never share a plan.

Nous’s own positioning is useful here because it is specific. The agent
is not tied to your laptop.[1] Terminal backends include local, Docker,
SSH, and hosted options the later chapters will treat with the caution
they deserve. You can talk to it from a messenger while it works on a
cloud VM. That is the “stays” that is not merely “has a chat history.”
The process can outlive your attention. That is also why security is not
optional color. An agent that can run while you are in a meeting is an
agent that can run a command you did not watch. Approvals,
allowlists, and the hardline blocklist exist because persistence without
a floor is a hole in the floor.[9]



You will notice this chapter has not asked you to paste a curl one-liner.
That is deliberate. The wrong one-liner is the most common way to
fail the next chapter before it starts. Official install, as of freeze, is the
Desktop installer from hermes-agent.nousresearch.com for macOS
and Windows, or the documented install.sh/ install.psl from
that same host for CLI-only setups, not a random GitHub raw script a
search engine ranked first.[2] If someone in a forum says “just pipe
this,” you now have a reason to refuse. The agent that stays has to be
the agent the docs describe, in the layout the docs describe, or it will
not stay in a way you can repair.

A word on what this book will not do. It will not reprint a beginner
tour that already exists. It will not invent features. It will not put API
keys in examples; placeholders look like YOUR KEY HERE. It will not
sell you a plan. When it mentions Nous Portal, it mentions it as the
documented fastest provider path: one OAuth for a model plus Tool
Gateway tools (web search, image generation, TTS, browser).[2][23]
You can use other providers. Chapter 4 is where that choice becomes a
file on disk. Here, the only claim that matters is that provider setup is
part of making the agent real, not a shopping exercise.

If you want a picture of failure that is smaller than Mara’s kitchen and
still true, consider the operator who does get a chat working and then
never resumes it. Every morning hermes starts a fresh session. The
agent is polite. The operator re-pastes the same architecture paragraph.
Skills never get written because nothing was hard enough, or because
the operator ended the session before the agent could save a
procedure. Memory stays empty because nobody asked it to keep a
preference. Session search has nothing useful to find. The loop is
closed in the product and open in the practice. Mastery is closing it on
purpose: do a real task, let the session save, come back with - -
continue, and notice whether Friday’s sentence is still there on
Monday.[19]

Do a real task, not a parlor trick. “What is the capital of France”
proves a model endpoint. It does not prove file tools, terminal, or
persistence. The quickstart’s own examples are boring in a useful way:



summarize this repo, name the main entrypoint, check the current
directory for the main project file.[19] Boring is measurable. You can
look at the repo and say whether the summary is wrong. You can look
at disk and say whether a file appeared. Measurement is how you
know the agent stayed, as opposed to how you feel about the prose.

The rest of Part I is unglamorous because unglamorous is where the
kitchen-counter loop breaks. Chapter 2 is installation that matches the
product: the current official paths, the per-user layout versus root FHS,
the dotenv trap, hermes doctor. Chapter 3 is a first hour that actually
works: one clean conversation, slash commands, what YOLO does
and does not turn off, resume. Chapter 4 is which file holds settings
and which file holds secrets. After that the book can talk about tools,
sessions, memory, skills, and the fleet half without lying to you about
the floor.

If you only remember one sentence from this chapter, remember this:
Hermes Agent is the thing that stays on a machine, behind several
doors, with a learning loop you have to allow to run.[1] It is not the
chat window. It is not the model name. It is not the Discord bot you
saw in a screenshot. Point at the core. Then install that, and only that.



Chapter 2. Installation that matches the
product

The paste hit the terminal at 11:07 p.m. Jordan had a blog post in one
window, a GitHub search in another, and a deadline in the morning.
The one-liner looked like every other installer on the internet: curl a
raw script, pipe it to bash, wait for magic. The script ran. Python
complained. Jordan installed packages with pip into the system
interpreter “just to get past it.” hermes was not on PATH. Jordan
aliased a file inside a clone to the name hermes. The next command
exploded with ModuleNotFoundError: No module named 'dotenv’.
It was now 12:40. Jordan declared the product broken, which was the
wrong diagnosis. The product had not been installed. A photocopied
key had been jammed into a lock that still belonged to someone else’s
door.

Wrong install is the most expensive hour in this book because it
poisons every later hour. You cannot debug sessions if you cannot
point at the binary. You cannot trust hermes update if the updater is
looking at a different layout than the one you launched. You cannot
file a useful issue if your PATH is a museum of experiments. The cost
is not only the night you lost. It is the week you spend believing
Hermes is flaky when you are invoking a repo source file with system
Python instead of the venv launcher the installer wrote.[2] That
specific failure is documented. It keeps happening because search
engines still rank old gists above the docs.

Official install, freeze date 2026-08-30, is short on purpose. For
macOS and Windows, the recommended path is the Hermes Desktop
installer from hermes-agent.nousresearch.com. Run it. It puts the
command-line and desktop applications on the machine together.[2]
For a command-line only install without Desktop, Linux, macOS,
WSL2, and Android Termux use:

curl -fsSL https://hermes-agent.nousresearch.com/
install.sh | bash



Windows native, in PowerShell:

iex (irm https://hermes-agent.nousresearch.com/
install.psl)

Those two hosts matter. This book will not tell you to pipe a GitHub
raw install.sh. That is not the current official path.[2] If a friend
pastes a githubusercontent URL, you now have a reason to say no. The
script you want is the one the docs point at, on the docs’ host, so that
what it writes matches what hermes update and hermes doctor
expect.

If you already did a CLI-only install and you want Desktop afterward,
you do not start over. You run hermes desktop.[2] That uses the
current config, keys, sessions, and skills. The desktop app is the same
agent with a native window, not a second product you install beside
the first and then have to keep in sync by hand.[13]

What the installer does is more than a git clone, and operators who try
to “just pip install it” miss the point. The documented installer handles
dependencies (Python, Node.js, ripgrep, ffmpeg), the repo clone, the
virtual environment, the global hermes command, and a path to LLM
provider configuration.[2] You should not pre-install Python, Node,
ripgrep, or ffmpeg to be helpful. The installer detects what is missing.
The actual prerequisites are smaller: Git everywhere that is not
Windows; on Linux, curl and xz-utils because Node arrives as a
.tar.xz; for the desktop app on Debian/Ubuntu, build-essential so
native modules compile.[2] If you skip Git, you do not get a
mysterious Al error. You get an installer that cannot clone the tree.

Layout is the next thing people get wrong, and it is why two people
can both “have Hermes” and not share a home. Per-user git installer:
code at ~/.hermes/hermes-agent/, binary at ~/.local/bin/hermes
(a symlink), data at ~/ .hermes/. Root-mode (sudo curl .. | sudo
bash): code at /usr/local/lib/hermes-agent/, binary at /usr/
local/bin/hermes, data at /root/.hermes/ or $HERMES HOME.[2]
The root layout is FHS on purpose, for shared-machine deployments
where one system install should serve users. Per-user config still lives



under each user’s ~/.hermes/ or an explicit HERMES HOME. If you
sudo because the non-sudo install “felt unofficial,” you may spend the
next day editing files in your home while the running process reads /
root/.hermes/. That is not a mysterious permission bug. That is two
homes.

After installation, reload the shell and start chatting. source

~/ .bashrc or source ~/.zshrc, then hermes.[2] Then run hermes
doctor. Doctor is not a nicety. It is how you find out whether the
thing on PATH is the thing you think it is. If hermes: command not
found, you did not fail at Al. You failed at PATH. Reload the shell or
put ~/.local/bin on PATH. If you get API key not set, you
installed the product and skipped the provider; run hermes model or
the portal path below.[2] If config looks ancient after an update,
hermes config check then hermes config migrate. For anything
else, doctor first.

The dotenv pitfall deserves its own paragraph because it feels like a
Python packaging curse and it is usually a launcher mistake. You
invoke the repo source file ~/.hermes/hermes-agent/hermes with
system Python instead of the venv launcher ~/ . hermes/hermes -
agent/venv/bin/hermes (the thing ~/.local/bin/hermes should
point at). System Python does not have the venv’s packages. You see
ModuleNotFoundError: No module named 'dotenv'.[2] The fix is
not pip install python-dotenv onto the OS. The fix is to run the
launcher the installer wrote. On a service account, that often means
adding ~/ . local/bin to a minimal PATH, or a symlink an admin
places at /usr/local/bin/hermes. Confirm with hermes doctor
after you change PATH, not after you spray packages into /usr.

Nix users need a quieter warning than the internet will give them. Nix
is no longer an explicitly supported install path. Best-effort only.[2]
There is still a dedicated Nix & NixOS guide if you already live there,
with a flake and a NixOS module. Do not pick Nix because it feels
more principled unless you are ready to own a best-effort path.
hermes update auto-detects git installer, Docker, or NixOS from
layout and prints the matching update command. Doctor surfaces the



detected method. There is no env var to set to pretend you installed
some other way.[2] If you mixed methods, detection will tell on you.

The fastest provider path after a clean install is hermes setup --
portal. One OAuth covers a model plus the Tool Gateway tools: web
search, image generation, TTS, browser.[2][23] This book will not sell
you a subscription. It will tell you what the docs tell you: that
command logs you in, sets Nous as the provider, and turns on the Tool
Gateway. You can skip Portal and walk hermes model with your own
keys. You cannot skip having a provider. An installed binary with no
model is a launcher that shrugs.

Non-sudo and system-service installs are supported, and they are
where PATH discipline pays rent. The only step that genuinely wants
root is Playwright’s - -with-deps, which installs shared libraries
Chromium needs. The installer detects missing sudo and degrades: it
will install Chromium into the service user’s Playwright cache and
print the admin command for the libraries.[2] Recommended split on
Debian/Ubuntu: once, as an admin, sudo npx playwright install-
deps chromium. Then, as the unprivileged user, the regular
install.sh. If you do not want browser automation, pass - - skip-
browser. Computer-use pre-install can be skipped with - -skip-
computer-use. Then make hermes visible to that user’s shells.
Service accounts often omit ~/.local/bin. Either export PATH in
that user’s profile or symlink the venv launcher into /usr/local/bin.
If this account will run the messaging gateway, enable lingering

(sudo loginctl enable-linger <service-user>) or the user-level
service dies at logout and will not start at boot.[2] That is not an Al
limitation. That is systemd.

Here is a composite lab, labeled composite. Two operators, same
afternoon, same company laptop image. Alex downloads the Desktop
installer from hermes-agent.nousresearch.com on Windows, runs it,
opens the app, and later types hermes in a terminal. Same core. Sam,
on Linux, pastes a GitHub raw installer from a chat archive dated last
year, hits a Python mismatch, pip installs into the system
interpreter, then creates a shell alias to the clone’s hermes file. Sam’s



first hermes doctor never runs because Sam never gets a working
command. Alex runs doctor, sees a clean environment summary, and
can move to a first chat. Sam’s afternoon is a packaging novel. The
difference was the host on the one-liner and the launcher on PATH, not
talent.

A second composite beat, still labeled composite, because root versus
user is the other classic. Kim installs with sudo on a shared Ubuntu
box “so everyone can use it.” Kim then logs in as Kim and edits

~/ . kim/.hermes that does not exist, then ~/.hermes/, which exists
but is empty of the auth Kim created as root. The running gateway,
started from a root unit, reads /root/.hermes/. Kim adds an API key
in the user home. The gateway still has none. The documented layout
would have predicted this in one table: root-mode data lives under /
root/.hermes/ unless HERMES HOME says otherwise.[2] The Monday
action is not “be more careful.” It is “name the home directory before
you type sudo.”

Walk the per-user install like a checklist you can narrate to a
colleague, because “it ran” is not a state. You confirm Git (git --
version). On Linux you confirm curl and xz-utils. You run the
official install.sh from hermes-agent.nousresearch.com, not a gist.
You watch it clone into ~/ . hermes/hermes-agent/, create a venv,
write a launcher, and put a symlink in ~/.local/bin/hermes. You
open a new terminal or source the rc file so PATH includes ~/ . local/
bin. You run which hermes and refuse to continue if it prints a path
inside a random clone you made last year. You run hermes doctor
and read the environment summary, including the detected install
method.[2] Only then do you care about models. Operators who skip
which spend the evening configuring a binary that is not the one
doctor is describing.

Windows needs the same narration with different nouns. Native
Windows: PowerShell, install.ps1 from the same official host.[2]
Do not mix that with a WSL install on the same human’s muscle
memory and then wonder why Desktop and a Ubuntu terminal
disagree. WSL2 is a Linux install inside a VM. It will have its own



~/ .hermes/ inside the distro. Native Windows will have its own
home. Both can be valid. Both at once, without a decision, is two
cores. If your job is “I want the desktop app on Windows,” the
documented recommended path is the Desktop installer from the
website.[2][13] If your job is “I live in WSL and SSH,” use
install.sh inside WSL and stay there for Chapter 3. Crossing the
boundary is a later skill, not a first-hour flex.

PATH failures have a small taxonomy and you should learn it before
you invent a fourth installer. command not found after a per-user
install almost always means the shell you are in did not reload rc, or
the account has a minimal PATH (cron, systemd, CI, service users).[2]
A hash-bang you copied from a blog that points at /usr/bin/python3
will ignore the venv. An alias in . zshrc that points at a git checkout
will override the symlink. type hermes (or Get-Command hermes on
Windows) tells you whether you are looking at an alias, a function, or
a file. Doctor will not save you from an alias you insist on keeping.
Delete the alias. Use the launcher.

The service-user path is where teams either get a quiet win or a
gateway that dies every time someone logs out. Picture a dedicated
hermes account on a VPS. An admin installs Chromium libraries once.
The hermes user runs install.sh, maybe with - -skip-browser if
this box will never click a page. PATH is fixed. Doctor is green. Then
someone runs hermes gateway install as a user service and SSHes
out. The service stops. Linger was never enabled.[2] The Monday
morning Slack message is “the bot is dead again.” The fix is

loginctl enable-linger, not a new model. This book will get to the
gateway in a later chapter. The install chapter mentions linger because
the installer docs mention it in the same breath as unprivileged
installs, and because you should not discover it after you have
promised a team a bot.

hermes update is part of install hygiene even on day one, because
you need to know which update story you bought. Hermes detects git
installer versus Docker versus NixOS from layout. Doctor shows the
method. There is no env var to override the story.[2] If you copied



files by hand until the tree looked like a git install, detection may lie,
and then update will lie with it. Stay on one method. If you must move
methods, uninstall, then install the method you mean, then import data
with the documented backup path rather than rsync folklore.

What the installer will not do for you is equally useful. It will not
choose a good mental model of YOLO. It will not write your team’s
deny rules. It will not prevent you from pasting secrets into a chat. It
will not make Nix first-class. It will not turn a GitHub raw script into
the official path just because the filename is install.sh. Those are
operator jobs. The installer job is a known layout, a venv, a launcher,
and a doctor that can see them.[2]

If you are migrating rather than starting, pause before you run any
installer on the new machine. Ask whether you already have a backup.
The install page points at hermes import and at profile import, and it
warns that profile export strips credentials.[2] Copying auth.json in
a chat log is how credentials leak. Copying only config.yaml is how
the new machine has settings and no keys. Read the backup-versus-
export distinction when you are ready to move; until then, do not
invent a move. A second clean install plus Portal OAuth may be faster
than a clever copy, and it will not drag a broken PATH along with you.

What you should actually type after a successful per-user install is
boring, and boring is the point. Reload the shell. Confirm which
hermes points at ~/.local/bin/hermes (or /usr/local/bin/hermes
if you meant root). Run hermes doctor. If doctor is angry, fix doctor
before you chat. If doctor is calm, run hermes setup --portal if you
want the documented fastest provider path, or hermes model if you
already know the provider.[2][23] Then, and only then, hermes.
Chapter 3 is the first hour. This chapter ends when the binary on PATH
is the installer you intended and doctor agrees.

Misconceptions cluster. One: pip install hermes or a random PyPI
name is how adults install this. No. Use the documented installer so
you get the venv, the launcher, and the layout doctor knows.[2] Two:
cloning the GitHub repo and running Python on a file named hermes



is “more transparent.” You can clone for development; the docs point
contributors at the development setup. For use, you want the launcher.
Three: Nix is first-class because Hermes is modern. It is best-effort.[2]
Four: Windows users must use WSL. Native Windows has
install.psl; WSL2 can use install.sh. Pick one and stay on it
long enough to finish Chapter 3. Five: more sudo is more installed.
More sudo is often a different $HOME.

The photocopied-key analogy lies if you treat official scripts as sacred
and never read them. You should know what you are piping. You
should still pipe the current official URL rather than a gist that drifted.
Transparency is reading the script from hermes-
agent.nousresearch.com, not substituting a stranger’s mirror. The
GitHub repository is real and citable.[16] The install host in the docs
is still the one this chapter uses.[2]

Already running Hermes on another machine? Do not rebuild from
folklore. The install docs point at hermes import for a full backup
restore, and hermes profile import for a single agent. A profile
export excludes credentials by design. An export alone is not a full
backup.[2] That distinction belongs in a later chapter when you are
moving a fleet. It belongs here as a warning not to “just copy

~/ .hermes/ in a zip and hope,” and not to re-run a random installer on
the new box because copying felt unclean. Prefer the documented
import path once you have one.

Manual and developer installation exists for contributors, specific
branches, and people who need full control of the virtualenv. That path
lives in the contributing guide, not in this chapter’s default.[2] If you
are reading this book to operate an agent, you are not in that paragraph
yet. If you are reading this book to patch Hermes itself, go to the
developer docs after doctor is green on a normal install. Mixing “I
want to try the agent” with “I will editable-install from a dirty
worktree” is how PATH becomes a maze.

Android Termux is a documented CLI path via the same install.sh
family, with a dedicated Termux guide for limitations.[2][19] Do not



improvise a Termux install from a desktop blog. Phones have their
own constraints. If Termux is your only machine, read that guide after
this chapter, then come back to Chapter 3’s first-hour checks. The
first-hour checks do not change: a binary, a provider, a chat you can
resume.

When the installer finishes, you are not done, and the docs do not
pretend you are. You still have to source the shell rc, run the binary,
and survive doctor.[2] Teams that skip those three steps send each
other screenshots of empty terminals. Teams that do them can talk
about models. The order is the craft.

Doctor output is worth reading as a document, not as a vibe. When it
is clean, you get an environment summary and a detected install
method.[2] When it is not, it will name missing pieces. command not
found is PATH. API key not set is provider, which is allowed at the
end of this chapter and required at the start of the next. Missing config
after an update is hermes config check then hermes config
migrate.[2] ModuleNotFoundError: dotenv is still the launcher. If
doctor mentions Node, remember TUI and some bridges want it; the
installer was supposed to handle Node v22.[2][28] Do not apt-install a
random Node and assume you improved things. Re-run the official
installer or follow what doctor prints.

Uninstall exists (hermes uninstall) and so does update (hermes
update).[2] This chapter is not an uninstall guide. It is a warning not
to “clean up” by deleting ~/ . hermes/hermes-agent/ while leaving a
symlink, or deleting the symlink while leaving a systemd unit pointed
at the venv. If you must start over, uninstall, confirm which hermes
fails, confirm you know whether data in ~/ . hermes/ should survive,
then install once from the official URL. Half-deleted trees are how
two versions share a name.

Playwright and computer-use flags are easy to miss in a hurry. - -
skip-browser is for headless boxes that will never drive Chromium.
--skip-computer-use skips pre-installing cua-driver and lets it
install on demand later.[2] If you skip browser on a machine that will



later need browser * tools, you will get a feature-unavailable story,
not a mysterious model failure. Write down what you skipped. Future
you will not remember the flags.

Termux and other constrained installs have extra docs for a reason.
The same install.sh family is the official CLI path, and the Termux
guide covers what is tested and what is limited.[2][19] If you are on a
phone, read that guide instead of borrowing a desktop blog’s Node
instructions. If you are on a restricted corporate laptop without admin,
the non-sudo path is the one you wanted anyway: user-local venv,
user-local launcher, admin only for Chromium libraries if you need
them.[2]

A third composite beat, labeled composite, for the “helpful” engineer.
Pat clones NousResearch/hermes-agent because GitHub is where
software lives, runs python3 hermes from the checkout, hits dotenv,
pip-installs dotenv and twenty other packages into user site-packages,
then writes a wiki page titled “Hermes install (works).” Three
teammates follow the wiki. None of them have hermes doctor. Two
of them cannot update. One of them has a working chat and a PATH
that will never match the next official installer. Pat’s wiki was a
photocopied key. The official one-liner plus doctor would have been
shorter than the wiki. Cite the repo for code.[16] Install from the docs
host.[2]

Monday action, one sitting, no extra platforms. Install from the official
path that matches your OS. Reload the shell. Run which hermes and
hermes doctor. Write down, in a note you keep, the three paths that
matter: code (~/.hermes/hermes-agent/ or /usr/local/lib/
hermes-agent/), binary (~/.local/bin/hermes or /usr/local/
bin/hermes), data (~/.hermes/ or /root/.hermes/).[2] If those
three disagree with what you intended, uninstall or fix PATH before
you add a provider. If they agree, you have an install that matches the
product. The agent that stays, from Chapter 1, now has a disk address.

If doctor flags Node, ripgrep, or ffmpeg, let the installer finish its job
or re-run it rather than hunting distro packages by guesswork. If



doctor flags a provider, that is Chapter 4 leaking into Chapter 2, and
the correct response is still hermes model or hermes setup --
portal, not hand-editing YAML you have not met.[2][12] If doctor is
clean and hermes prints a banner, stop. Do not “just add Telegram.”
The next chapter is the first hour that actually works, and it assumes
the binary you have is the binary you meant.



Chapter 3. First hour that actually
works

The banner came up. Tools listed themselves like a storefront. Ellis
typed /help, then /tools, then /model, then opened a second
terminal to run hermes gateway setup because a tutorial thumbnail
said bots were the point. Twenty minutes later the original chat still
had no user message that did any work. The model picker had been
opened twice. A Telegram token sat in a notes app. Ellis asked the
empty session “are you there,” got a friendly paragraph, and called the
hour a success. It was not. Nothing had been verified. No file had been
read. Resume had not been tested. The next morning hermes - -
continue found a session about nothing, and Ellis started over, which
is how a first hour becomes a first week.

The problem is feature tourism. Hermes can do a lot, and the docs are
honest about that: CLI assistant, messaging, automation, even RL
training for people who are not in this chapter.[3] The quickstart’s rule
of thumb is the one this book will enforce: if Hermes cannot complete
a normal chat, do not add more features yet.[19] Gateway, cron, skills,
voice, routing, MCP: all of them are later. The cost of skipping the
rule is not dramatic. It is a fog. You cannot tell whether a failure is the
provider, the PATH from Chapter 2, a toolset that never loaded, or a
bot token. You spend tokens on setup chatter. You teach the agent
nothing. You earn a screenshot, not a working loop.

Why it costs: every extra surface multiplies failure modes. A broken
local chat plus a half-configured gateway is two broken things that
blame each other. Cron on top of that will deny dangerous commands
by default and look “stuck” to someone who never read the security
page.[9] Fallback providers, if you turn them on before the primary
works, will send a dead local model a job and sit there.[19] The first
hour is a fence. Inside the fence: one process, one provider, one
conversation you can grade, one resume. Outside the fence: the rest of
the book.



On a fresh install, hermes setup is not one hallway. The quickstart
describes three modes.[19] Quick Setup (Nous Portal) is the
recommended fast path: OAuth, no API keys in your notes app, a
model plus Tool Gateway tools. Full Setup walks every provider, tool,
and option with keys you bring. Blank Slate starts with almost
everything off except the minimum that can run an agent: provider and
model, File Operations, Terminal. No web, browser, code execution,
vision, memory, delegation, cron, skills, plugins, or MCP, and
compression, checkpoints, smart routing, and memory capture
disabled until you opt in. Blank Slate writes an explicit

platform toolsets.cli list plus agent.disabled toolsets soa
later hermes update does not quietly restore a supermarket of tools.
[19] For this chapter, Quick Setup is the default. Blank Slate is the
right choice if you need a locked-down first chat. Full Setup is how
people lose the hour in menus. You can enable tools later with

hermes tools. You cannot unspend the hour.

How it works is almost embarrassingly linear. You already installed.
You sourced the rc file. Doctor was willing to speak. Now you choose
a provider if you have not: hermes setup --portal for the
documented fastest path, or hermes model if you already know the
vendor.[2][19][23] Then you launch a chat. hermes starts the classic
CLL hermes --tui starts the Ink TUI, same agent, same sessions,
recommended for interactive use as of freeze.[19][28] hermes chat -
g "your question" runs one query and exits.[27] Use -q to prove
the endpoint without arguing with a TUI. Use interactive for the hour
itself, because you need slash commands and a second turn.

Pick a prompt you can grade without vibes. The quickstart’s examples
are the right kind of boring: summarize this repo in five bullets and
name the main entrypoint; check the current directory and name the
main project file; help set up a clean GitHub PR workflow for this
codebase.[19] Run the first of those from a real project directory, not
from ~. Success is specific. The banner shows the model and provider
you chose. Hermes replies without an auth error. It can use a tool if the
prompt requires one (file read, terminal, web). The conversation



continues for more than one turn.[19] If the reply is empty or garbage,
you do not add Telegram. You run hermes model again and confirm
provider, model, and auth.[19]

Sessions are the proof that the agent stays. Before you go hunting
features, quit and come back: hermes --continue or hermes -c
resumes the most recent session.[19][27] If that fails, you are in the
wrong profile, or the session never saved, or you launched a different
binary than the one that wrote state.db. hermes sessions list is
the recovery step, not a new install. Resume is the cheapest test in the
product. Skip it and you will not notice persistence is broken until you
need it.

Slash commands are how you steer without spending a turn on “what
can you do.” Type / and read. /help is the authority for the live
binary; this book will not pretend a printed atlas outranks it.[19][27] /
model switches models. /tools shows tools. /usage shows tokens.
You do not need a personality for the first hour. You do need to know
that / is a control plane, and that a message without a slash is work for
the model. Mixing those up is how people send “/help me deploy” as a
chat line and wonder why help did not open.

YOLO is the setting people flip because approvals feel like friction, so
learn it before you flip it. hermes --yolo, /yolo inside a session, or
HERMES YOLO MODE=1 bypasses dangerous-command approval for the
current session.[9] It does not disable secret redaction. Redaction is a
different switch. The hardline blocklist still blocks catastrophe even
under YOLO: rm -rf / and obvious variants, fork bombs, mkfs on a
mounted root device, dd to disks, piping untrusted URLSs to sh at the
rootfs top level. There is no override flag. If a legitimate wipe-and-
reinstall pipeline needs those commands, run them outside the agent.
[9] YOLO is auto-approve for the approval layer, not god mode, not
“paste keys into logs,” not “format the disk because I said please.”

Approvals without YOLO still have three modes: smart (default),
manual, and off. Smart uses an auxiliary model to assess risk: low-risk
auto-approved for that command, genuinely dangerous auto-denied,



uncertain cases escalate to you. Manual always prompts on dangerous
commands. Off is equivalent to YOLO for approvals.[9] Cron and -q
default to deny when they hit a dangerous command, because there is
no human waiting at a prompt.[9] If your first hour includes hermes
chat -q "delete the build artifacts" and the agent “refuses,”
that may be policy, not a broken model. Do not set approvals.mode:
off to make a demo prettier. Use a safer prompt.

The CLI and TUI are different skins on the same hour. Classic CLI:
prompt_toolkit, status bar with model, context fill, cost, YOLO badge
when active.[27] TUI: faster first frame, non-blocking input, modal
pickers, mouse selection, same slash commands, same state.db.[28]
If TUI fails (no Node, no TTY), Hermes should print a diagnostic and
fall back rather than leave you stuck.[28] For the first hour, pick one
and stay. Switching skins mid-hour is not learning. It is rearranging
furniture.

Read the status bar like an instrument, not like decoration. Classic CLI
shows model, tokens used over max, a fill bar, estimated cost or n/a,
elapsed time, and a YOLO warning fragment when approval bypass is
on.[27] Context color shifts as the window fills; at high fill you should
/compress or start a new session rather than stuffing more repo
dumps into the same hour. TUI’s status line tracks agent state live and
can show a live-session count if you open more than one.[28] First
hour, one session. If the bar says YOLO and you did not mean it, /
yolo toggle until it goes away. If the bar says a model you did not
pick, you are not in the config you think you are; leave and run
hermes model.

Setup leftover: hermes setup sections exist (model, terminal,
gateway, tools, agent) for later reconfiguration.[2] Do not run
gateway setup in this hour. Terminal backend can stay local. Docker
and SSH isolation are real and they are how you avoid giving a new
agent your whole laptop; they are also how you spend the hour
debugging cgroups. Local backend plus smart approvals is enough to
see a command and say yes or no.[9] If you already know you will
never want a host shell, you may set terminal.backend to docker



after the first graded chat, not before it. The quickstart’s order is chat
first, sandbox later.[19]

Keybindings you actually need: Enter sends. Alt+Enter, Ctrl+], or
Shift+Enter (when the terminal distinguishes it) make a newline. On
Windows Terminal, Alt+Enter is often captured for fullscreen; use
Ctrl+Enter or Ctrl+]J.[27] Ctrl+C interrupts; double-press within two
seconds to force exit. You can also type a new message while the
agent is working and press Enter to redirect.[19] 'git status in the
classic CLI runs a shell command without spending a model turn;
approvals still apply; it is not a security bypass.[27] You do not need
the rest of the keybinding table to finish the hour.

Interrupt is part of working, not a failure. If the agent is wandering
through a web search you did not want, stop it. First hour is a good
time to feel that you still have a wheel. An agent you are afraid to
interrupt will burn the rest of the afternoon on a polite wrong tree.

Doctor remains in the room. If the banner looks wrong, if the model is
blank, if tools are missing in a way you did not choose, exit and run
hermes doctor before you invent config. The quickstart recovery
order is doctor, then hermes model, then hermes setup, then

hermes sessions list, then --continue, then gateway status if you
already stood up a gateway you should not have stood up yet.[19] Stay
on the first two unless you have evidence.

Common failure modes from the same page, translated into first-hour
English: Hermes opens but replies are empty or broken, auth or model
selection is wrong, run hermes model again. A custom endpoint
“works” and returns garbage, the base URL or model name is wrong
or not actually OpenAl-compatible, verify the endpoint in a separate
client first. - -continue cannot find the session, you switched profiles
or it never saved, check hermes sessions list. Model unavailable
or odd fallback, routing or fallback is too aggressive, keep routing off
until the base provider is stable. Doctor flags config, fix config, retest
a plain chat before adding features.[19] Notice what is not on that list:
“install more tools.”



Here is a composite lab, labeled composite, timed like an actual hour
because the chapter title made a promise. 0:00, Ness is in the repo she
actually ships, not in her home directory. Doctor is already green from
Chapter 2. She runs hermes setup --portal because she wants one
OAuth and the Tool Gateway tools, not a drawer of keys.[23] 0:12,
browser dance finished, she launches hermes --tui. Banner shows a
model she recognizes. 0:14, she types: summarize this repo in five
bullets and tell me the main entrypoint. She watches a file tool run.
She disagrees with bullet three, which is success, because
disagreement means there was a claim. 0:22, second turn: “open
README.md and quote the first heading.” The quote matches the file
on disk. 0:28, she types /help, skims, does not reconfigure the
universe. 0:30, she asks for disk usage of the top directories. A
terminal command runs. Smart approvals either let it through or ask;
she reads the command instead of mashing yes. 0:40, she quits. 0:41,
hermes --continue. The recap is this session, not a stranger’s. 0:45,
she types /yolo once to see the warning badge, types /yolo again to
turn it off, and leaves it off.[9] 0:50, she runs

hermes chat -q "Name the language of the main entrypoint
in one word." from the same directory. It prints an answer and exits.
0:55, she writes a three-line note: binary path, model name, resume
worked. She does not open gateway setup. That is a first hour that
actually works.

If Ness had started with “build me a platform,” the hour would have
been a press release. Graded prompts are small because small is
checkable. A five-bullet summary is wrong or right against the tree. A
quoted heading is wrong or right against README.md. Disk usage is
wrong or right against du. “Are you there” is never wrong, which is
why it is useless. The quickstart’s success criteria are banner, reply
without error, a tool if needed, more than one turn.[19] Add resume
and a -q exit and you have an agent, not a greeting.

Ness also did not confuse /help me write a parser with /help.
Slash commands are a control plane. Prose that starts with a slash may
still be prose if it is not a registered command. When in doubt, type /



help alone, read the list the binary generated, and come back.[19][27]
The live list wins over any printed table in this book. Commands land
fairly often; freeze date or not, /help is current.

YOLO’s visual reminders exist because people forget they turned it
on. Docs describe a red banner line at session start when YOLO is
already active, and a YOLO fragment in the status bar that updates
when you toggle.[9] First hour, look for those. If you inherited
HERMES _YOLO MODE=1 from a shell profile you copied, the badge is
how you find out. Remove it from the profile. Do not “just be
careful.” Careful is not a process.

-q deserves a slower look because it is how automation will call you
later. hermes chat -q "Hello" is a single turn and exit.[27] There is
no human to click approve. single query mode defaults to deny on
dangerous commands.[9] That is why a first-hour -q should be a read
or a question, not a cleanup script. hermes chat --query-file
prompt.txt exists so you can feed a prompt without shell-quoting
nightmares; the text is not interpreted by the shell.[27] Use that when
the prompt has quotes or dollar signs. Do not start cron in this hour.
When you do, remember cron_mode is also deny by default. Headless
is fail-closed unless you change it on purpose.

Redirect and busy input are how you keep the wheel without killing
the process. If the agent is working, you can queue or steer depending
on busy mode; the first-hour version is: type the new instruction and
Enter, or Ctrl+C once to interrupt.[19][27] Double Ctrl+C is exit.
Practice interrupt once on a harmless long prompt so you know the
muscle. An operator who never interrupts will not interrupt when it
matters.

Layers the quickstart lists after a working chat, which you will not add
today: hermes gateway setup for messengers; hermes tools and
hermes skills for breadth; Docker or SSH terminal backends for
isolation; voice extras; MCP servers; hermes acp for IDEs.[19] Each
of those is a later chapter or a later sitting. Write them on a list if it
helps you not do them. The recovery toolkit if you already did them



and regret it: doctor, model, setup, sessions list, continue, gateway
status, in that order.[19] Status on a gateway you should not have
started is still useful: it tells you to stop the service until Chapter 12.

Desktop first hour, same fence, different chrome. Launch hermes
desktop or the app the installer put in your dock.[13] Graded prompt
in the composer. Watch the tool activity. Check the context meter if
you dumped a large file. Confirm the session is in the list after a
restart of the app. Do not spend the hour on repo scan settings,
worktrees, or HUD. If the composer model picker is sticky per device
and does not write your profile default, that is documented Desktop
behavior: the picker is Ul state, Settings — Model is the default.[13]
First hour, leave the default alone if chat already works. If chat does
not work, you do not need a picker tour. You need hermes model or
Portal.

Ness’s hour is composite, but every step is a documented command. If
your hour stalls at 0:14 with an auth error, you are still in provider
setup, which is allowed, and you do not “make progress” by installing
MCP. If your hour stalls at 0:41 because continue is empty, you fix
sessions before you celebrate the pretty TUI. If -q hits a dangerous
command and denies, you change the prompt, not

single query mode.[9]

A second composite beat, still labeled composite, for the person who
already failed this hour last month. Omar enabled a fallback to a local
model that was not running, because a blog said fallback was
reliability. Interactive chat looked fine on the primary. A -q job from
cron-shaped muscle memory hit the fallback and hung. Omar thought
Hermes was slow. The quickstart lists this: keep routing off until the
base provider is stable.[19] First hour uses one provider. Reliability
theater is Chapter 4°s trap, not today’s homework.

What “works” does not mean: a long answer, a funny personality, a
green badge in a third-party dashboard, a tweet. It means a graded
prompt, a tool call you can point at, a second turn, a resume, a -q that



exits. If you only got the long answer, you tested a chat model. If you
got the rest, you tested an agent.

Desktop users are not exempt from the hour. hermes desktop is the
same core.[13] Do the same graded prompt in the chat pane. Quit.
Reopen. Confirm the session is there. Do not spend the hour on theme,
HUD, or worktrees. Those are real features and they are not the fence.
If Desktop cannot chat, the CLI will not save you by being more
technical; doctor and hermes model still apply. If CLI can chat and
Desktop cannot, you launched Desktop against a different profile or
you are looking at a different machine. Same-core is a claim you
verify, not a slogan you trust.

ACP and gateway wait outside the fence. hermes acp exists. hermes
gateway setup exists.[19] They are how IDEs and messengers attach.
They will amplify whatever first-hour state you have. A working chat
plus ACP is an editor that talks to a known agent. A broken chat plus
ACP is an editor that talks to a shrug. Same for Telegram. The
learning path puts messaging in the intermediate block for a reason.[3]

Voice, skills hub shopping, and MCP YAML also wait. Skills will
matter; this book has a later chapter that treats them as procedural
memory, not as a plugin storefront. MCP will matter; it is an
extension, not a substitute for file tools that already ship. Voice is
delightful and it is not how you verify resume. The first hour is
allowed to be quiet.

Monday action: one hour, one repo, a timer if you need it. Doctor.
Provider if needed. hermes or hermes --tui. One graded prompt
from the quickstart list. One follow-up that forces a file read. /help
once. Quit. hermes --continue. hermes chat -q with a one-word-
check question. Write the note with binary, model, and “resume: yes”
or “resume: no.” If resume is no, do not proceed to Chapter 4’s extras.
Fix the home directory. If resume is yes, you have a working loop.
YOLO stays off unless you are in a disposable environment you can
actually throw away.[9]



The misconception that ruins the hour is that YOLO “turns off safety”
in general. It bypasses dangerous-command approval. Secret redaction
stays. The hardline blocklist stays. Cron and - q still have their own
deny defaults unless you change those knobs on purpose.[9] A cousin
misconception: /help is optional because you will learn by chatting.
You will learn by chatting, and you will also send slash commands as
prose and waste turns. A third: -q is a lesser CLI. -q is how you script
and how you notice that deny-on-dangerous is real. A fourth: more
tools in the banner means a better hour. It means a louder banner.

The analogy for this chapter is a first flight around the pattern, not a
transatlantic with the in-flight map. You prove the plane leaves the
ground, that the radio works, that you can land and take off again (- -
continue). Decorating the cockpit is later. The analogy lies if you
think small flights do not crash. They do, which is why doctor and
graded prompts exist. A first hour that only produces vibes is not
small. It is unmeasured.

You now have an agent that answers, uses a tool, and comes back
when you call. That is the floor Chapter 1 asked for, on the install
Chapter 2 demanded. It is still a default brain in a default file. The
next chapter is which file holds the brain’s address, which file holds
the keys, and why a fallback you have not met can steal the session.
Config is not paperwork. It is how the first hour stays true on Tuesday.



Chapter 4. Config, providers,
credentials

The commit message said “tweak model.” The diff said otherwise. A
config.yaml in a dotfiles repo had grown an OPENROUTER_API_KEY
line, then a second key “for backup,” then a bot token someone pasted
because YAML was open. The repo was private until it was not.
Rotation took the afternoon. The agent kept working on the laptop that
still had the old . env, and failed on the CI box that only had the
YAML, and nobody could say which file was the source of truth. The
first hour from Chapter 3 still worked on one machine. The
configuration did not travel. That is a different kind of broken: not
“Hermes cannot chat,” but “Hermes cannot be handed to tomorrow
without leaking.”

The problem is one file in the operator’s head and two files on disk.
Hermes stores settings in ~/.hermes/config.yaml and secrets in
~/ .hermes/.env. OAuth refresh material lives in auth. json.
hermes config set routes keys to .env and everything else to
config.yaml.[12] If you ignore the split, you will put tokens in
YAML, commit them, paste them into screenshots, or wonder why a
value in .env lost to a stale YAML key. Precedence is not a trivia
question. It is the mechanism that decides which brain you actually
called.

Why it costs: leaked keys are obvious. Silent wrong-file is worse
because it looks like a model outage. You set a key in the shell and the
process still reads YAML. You edit YAML and the running session
still has the old env. You enable a fallback provider “for reliability”
and a dead local endpoint eats the job while the primary would have
been fine.[19] You paste sk - material into a chat to “show the agent,”
and redaction may save you, and it may not save the scrollback you
already copied. Teams lose days to this without a single interesting
tool bug.



How it works, freeze 2026-08-30. All of this sits under ~/ . hermes/
unless HERMES HOME says otherwise.[12] config.yaml holds model,
terminal backend, TTS, compression, display, approvals, and the rest
of the non-secret surface. .env holds API keys, tokens, passwords.
auth. json holds OAuth provider credentials such as Nous Portal.
SOUL.md is identity, not config. memories/, skills/, cron/,
sessions/, logs/ are data. Logs redact secrets as a default posture.
[12] You do not need to memorize every key in the giant configuration
page. You need to know which kind of thing goes in which kind of
file, and who wins when they disagree.

Walk that directory once with 1s so it becomes a place, not a myth.
config.yaml and .env should be there after setup. auth. json
appears after OAuth. state.db is the session store the first hour
already used, even if you never opened it. If HERMES HOME is set, every
path in this chapter moves with it; hermes config path is how you
ask the binary, not your memory.[12] Profiles, later, nest under
~/.hermes/profiles/<name>/ with the same layout. If you see both
a default home and a profile home, you may be editing the quiet one.
Always path, then edit.

File permissions are operator work the product cannot fully do for
you. .env and auth. json should not be world-readable. Do not copy
them into Slack. Do not commit them. Logs claim secret redaction;
still do not paste logs into public issues without reading them.[12]
hermes config set writing a key into .env is necessary and not
sufficient. The disk still has a file. Backups still copy it. Dotfiles repos
still betray you if you force-add.

A worked precedence example, composite in the numbers, real in the
rule. Suppose defaults say one model. .env has a leftover MODEL
equivalent you are not even sure Hermes reads. YAML says model:
provider/slug-a. You launch hermes chat --model provider/
slug-b -q "ping". The invocation uses slug-b because CLI wins.
[12] You launch bare hermes and get slug-a because YAML beats
.env and defaults. You unset the YAML key and suddenly you are on
a default or an env fallback you forgot. hermes config get model



after each change is cheaper than a theory. If get disagrees with the
banner, you launched a different profile or a different home.

Figure 3. Which file does what.

Precedence, highest first: CLI arguments, then config.yaml, then
.env, then built-in defaults.[12] hermes chat --model some/slug
wins for that invocation. A model set in YAML wins over a leftover
env var for non-secret settings. Secrets belong in .env even though
YAML can win for non-secrets; do not “fix” a key by putting it in
YAML so it wins. Rule of thumb from the docs: secrets in . env,
everything else in config.yaml.[12] Org deployments can pin values
a user cannot override; that is managed scope, later, not an excuse to
put tokens in a shared YAML now.

The CLI is how you avoid hand-editing the wrong file. hermes

config shows the current configuration. hermes config edit opens
YAML in $EDITOR. hermes config get KEY prints a resolved value.
hermes config set KEY VAL writes the right file. hermes config
unset KEY removes a user-set value. hermes config path prints the
YAML path. hermes config env-path prints the .env path. hermes
config check and hermes config migrate exist for updates that
add options.[12] If you set OPENROUTER API KEY via hermes config
set, it should land in .env, not in YAML.[12] Confirm by opening the
path env-path prints, not by assuming.

Placeholders in this book look like YOUR _KEY HERE. Do not paste live
keys into manuscripts, tickets, or chat examples. If you need to show a
command, show hermes config set OPENROUTER API KEY

YOUR KEY_ HERE and stop. If a screenshot would include a secret, crop.
Redaction is on by default for tool output; YOLO does not turn it off.



[9][12] Do not disable redaction to debug unless you are in a
throwaway environment and you know you are about to see raw
credentials.

Providers are how the first hour’s model keeps existing after a reboot.
The documented fastest path remains hermes setup --portal:one
OAuth, a model, Tool Gateway tools (web search, image generation,
TTS, browser).[2][23] Portal stores a refresh token in auth. json and
mints short-lived JWTs, which is why a Portal-first setup can mean
fewer long-lived keys in . env.[23] This book will not include a
payment call to action. You can use OpenRouter, Anthropic, OpenAl
Codex OAuth, Google, xAl, DeepSeek, custom OpenAl-compatible
endpoints, and the rest of the catalog the providers page lists.[19]
hermes model is the interactive picker. /model switches inside a
session. Switching mid-chat can reset provider prompt cache; a long
chat that bounces models can get expensive for a dull reason.[13]

Minimum context is a real constraint: Hermes Agent wants a model
with at least 64,000 tokens of context. Smaller windows get rejected at
startup because the tool loop cannot keep enough working memory.
[19] Local-model operators who skip this will think install failed. It
did not. The model is too small for this product. Set context size on
the local server (the docs mention - -ctx-size 65536 for llama.cpp-
style servers and -c 65536 for Ollama) before you blame YAML.

Auxiliary models are the quiet extra brain. Smart approvals, vision,
compression, and similar tasks may call an aux provider. If those fail
silently, auto could not find a backend. The skill and docs tell you to
set a key the auto path can see, or to configure each aux task
explicitly.[19] First-week operators meet this when smart mode never
decides, or vision always shrugs. It looks like “Hermes is bad at
images.” It is often “no aux key.” Do not turn approvals off to avoid
the aux call. Fix the aux path or live with manual mode.

Mixing Tool Gateway tools with your own backends is supported and
it is still config. hermes tools can send web search through Nous
while browser stays on a key you already had, or the reverse.[23] Do



that after the first hour, when you can name why. Do not mix because
it feels complete. Each backend is another credential and another
failure mode. Portal’s pitch is fewer credentials in dotfiles. Mixing is
how you put them back. If you mix, write down the map: which tool,
which backend, which file the credential lives in.

hermes auth is the credential manager for OAuth and pooled keys:
add, list, remove, reset exhaustion.[12] Use it instead of a spreadsheet
of keys in YAML comments. If a key is exhausted, reset or remove; do
not add a third copy “just in case” without listing first. Pools rotate
and skip exhausted entries. That is the grown-up version of Jin’s two
keys in two files.

Timeouts exist (providers.<id>.request timeout seconds and
friends) and they beat ancient env vars when set.[12] You do not need
to tune them on day one. You need to know that a hang might be a
timeout or a dead fallback, not a model thinking poetically. Measure
with -q and a clock before you raise timeouts to thirty minutes to hide
a wrong port.

Fallback providers are the trap this chapter exists to name. Reliability
by stacking endpoints feels mature. In practice, a misconfigured
fallback to a local server that is not running produces hangs, garbage,
or “Hermes is down” while the primary would have worked. The
quickstart says keep routing and fallback off until the base chat is
stable.[19] Mastery is not a mesh on day two. Mastery is one provider
you can name, in the file you can point at, with a -q that returns. Add
fallback when you can measure it, not when a blog used the word
redundancy.

Credential pools, when you get there, live under hermes auth: add,
list, remove, reset exhaustion.[12] Multiple keys for one provider can
rotate. Exhausted keys get skipped. This is how you stop babysitting a
single key without putting a second key in YAML. OAuth providers
(Portal, Codex, and others the model picker knows) go through
hermes auth rather than a pasted line in .env. If you mix a YAML
key, an env key, and an OAuth token for the “same” vendor,



precedence and provider IDs will humble you. Prefer one mechanism
per provider until you have a reason.

Environment substitution exists: ${VAR _NAME} in YAML, and $
{env:VAR_NAME} for snippets copied from other tools. Unset variables
stay verbatim and log a warning. Bare $VAR is not expanded.[12] That
is useful for pointing YAML at a secret that lives in the environment.
It is not a reason to put the secret itself in YAML. External secret
backends (Bitwarden and friends) inject at startup via a secrets:
block; they are not inline magic for every ${vault:...} string. If you
do not have that block, do not pretend you do.

Running config from the wrong home is Chapter 2 leaking forward.
hermes config path should print a path under the home you intend.
If it prints /root/.hermes/config.yaml and you are not root, you are
in the sudo trap. If it prints a profile directory you did not name, you
exported HERMES PROFILE in a shell rc and forgot. Profiles are a later
chapter. For now, if path and env-path are not the pair you expect, stop
editing files. You will polish the wrong house.

Edits do not always take effect in the process you already launched.
Tools and skills often need /reset or a new session because prompt
cache depends on a stable tool set. Config in a gateway may need /
restart. CLI may need exit and relaunch.[12]

security.redact secrets is snapshotted at import on purpose so a
model cannot flip it mid-task. Change it from a real terminal, then
start a new session. First-hour operators who “set the key in YAML
while the TUI was open” are not being ignored by a bug. They are
talking to a process that started earlier.

Here is a composite lab, labeled composite. Rafi has a working
Chapter 3 hour on a laptop. He wants the same agent on a workstation.
He copies config.yaml with a USB stick and leaves .env behind
because “that’s secrets, I'll redo them.” On the workstation he runs
hermes and gets API key not set. He pastes a key into
config.yaml because that file is what he copied. It works until he
runs hermes config set model some/other-slug and later



hermes config set OPENROUTER API KEY YOUR KEY HERE, which
writes the key to .env the way the command is supposed to.[12] He
now has a key in YAML and a key in .env. He rotates the .env one
after a scare. YAML still holds the old one. Depending on how the
provider reads the value, he may still be on the leaked key. The fix is
not more copying. The fix is: secrets only in .env (or auth. json for
OAuth), hermes config path and hermes config env-path on
each machine, Portal OAuth if he wants to avoid a drawer of long-
lived keys, and never again a key in YAML.

A second composite beat, still labeled composite. Jin enables an
Ollama fallback because the cafe Wi-Fi is bad. Primary is Portal. Cafe
Wi-Fi dies. Fallback points at http://127.0.0.1:11434 on a laptop
where Ollama is not running, or is running a 8K-context model that
Hermes will reject.[19] The session stalls. Jin toggles YOLO in case
approvals were the hang. YOLO does nothing for a dead TCP port. Jin
then pastes the OpenAl-compatible base URL into a chat to ask
Hermes to fix itself. The correct sequence was: disable fallback, get
primary healthy, only then add a local endpoint that meets the 64K
context floor, and verify with hermes chat -q against --provider
for that endpoint before making it a fallback. Reliability is measured,
not stacked.

hermes config set is the move that prevents the opening scene.
Settings examples look like hermes config set model

YOUR MODEL SLUG and hermes config set terminal.backend
docker. Secret examples look like hermes config set
OPENROUTER API KEY YOUR KEY HERE. The last one must land in
.env.[12] If you watch it land in YAML, stop and use env-path.
Never put a real key in a book, a ticket, or a Slack thread. If you
already did, rotate. hermes config get reads the resolved value after
precedence. Use it after every change that matters. Guessing which
file won is how Jin’s fallback lasted a week.

Portal-specific files deserve a quieter paragraph than marketing copy.
hermes setup --portal logs in, stores a refresh token at
~/ .hermes/auth. json, lets you pick a Nous model, sets Nous as



inference provider in YAML when you pick a model, and turns on
Tool Gateway routing.[23] Day to day, hermes portal is the
onboarding alias; hermes portal info (status is an alias) shows
login, whether you are using Nous as inference, and which gateway
tools are routed where.[23] If bills or usage seem to hit the wrong
account, info often shows you drifted to another provider in local
config. Run hermes model, pick Nous Portal again, and the next
request follows. This is configuration, not a checkout page. Protect
auth. json like .env. Backups that include it are credential backups.
Profile exports that exclude credentials are not complete clones.[2]

Custom endpoints are where YAML earns its keep. A vLLM, SGLang,
or Ollama server is model.base url plus model.api key if the
server wants one, plus a model name the server actually serves, plus
context length at or above 64K.[19][12] Verify the endpoint with a
tiny client or curl before you point Hermes at it. Hermes will not
make a wrong base URL “mostly work.” Garbage in, garbage out,
with a nice banner. Azure, Bedrock, and other cloud hosts have their
own env vars and guides; use hermes model rather than inventing key
names. If the picker lists a provider, that name is the one to use. If it
does not, you are on a custom endpoint or you are on a freeze-date
mismatch. This manuscript will not invent SKUs.

Display and interface keys are config, not a different product.
display.interface: tui makes a bare hermes launch the TUI,
hermes --cli can still drop back for one invocation.[28] Skins,
language, cost visibility, reasoning visibility: all YAML, all non-
secret. Changing them does not require a new API key. Changing them
also does not fix auth. Operators who edit display keys when the
model is empty are soothing themselves.

Approvals live in YAML under approvals.mode (smart, manual,
off), with cron_mode and single query mode defaulting to deny.[9]
That is config, which is why it is in this chapter as well as Chapter 3.
If you set of f globally because a demo stalled, you changed the
product for every later session on that home. Prefer a one-shot
hermes --yolo in a disposable clone if you must demo, then throw



the clone away. Put deny globs in approvals.deny when you want
yolo-with-exceptions, quoted so YAML does not eat a leading *.[9]
Do not learn that syntax by pasting unquoted stars into a file you have
not backed up.

hermes config check after an update is how you notice new keys
without reading the whole reference. hermes config migrate
interactively adds missing options.[12] Run check when doctor is
already green and chat still feels off after an update. Do not migrate by
copying a friend’s entire YAML. You will copy their terminal
backend, their approvals, and their leftover base URL.

Headless and SSH OAuth is still configuration: the callback runs
where Hermes runs. Portal login wants a browser; on a remote host
you follow the OAuth-over-SSH patterns the docs keep with other
OAuth providers, typically port forwarding so the loopback callback
reaches you.[23] Do not paste redirect URLSs into a group chat. Do not
run Portal setup on a shared tmux session without looking at who is
attached. The refresh token that lands in auth. json is the session.

A third composite beat, labeled composite, for the team wiki. A lead
pastes a “working config.yaml” into Confluence, including an
api_key line someone replaced with a real key before paste, plus a
fallback block pointed at a desktop Ollama that does not exist on the
VPS. Three engineers copy it. One machine chats. Two hang. The wiki
now has a live key in page history. The repair is rotation, hermes
config set on each machine, delete the wiki page, and a rule:
internal docs get commands and placeholders, never files.
YOUR KEY HERE is the only key shape this book will show.

Monday action, twenty minutes after a working first hour. Run
hermes config path and hermes config env-path. Open both
files. Confirm YAML has no API keys, bot tokens, or passwords.
Confirm .env is not in a git repo, or is gitignored for real, not only in
spirit. If a key is in YAML, move it with hermes config set and
delete the YAML line. Run hermes config get model and read the
resolved value. If you use Portal, run hermes portal info (or the



equivalent status the binary offers) and confirm the inference provider
is the one you think it is.[23] Do not add a fallback today. Write one
line in your note from Chapter 3: “secrets in .env, settings in yaml,
CLI wins.” That sentence is the chapter.

Misconceptions. One: editing YAML is the grown-up way, CLI is for
beginners. The CLI is how keys land in .env. Grown-ups use config
set. Two: .env always wins because it is the environment. It does not.
YAML beats .env for non-secrets; CLI beats both.[12] Three: OAuth
means there is no credential on disk. There is auth. json. Protect it
like a key. Four: more providers is more uptime. A dead fallback is
downtime with extra steps.[19] Five: putting a key in both files is
safer. It is how rotations fail. Six: YOLO or approvals.mode: off
will make provider errors go away. They will not.

The wallet-versus-address-book analogy: YAML is the address book
(model names, backends, display). .env and auth.json are the wallet.
CLI flags are saying “use this address just for this errand.” The
analogy lies if you think the wallet cannot be stolen from disk, or that
the address book cannot contain a secret if you scribble one in the
margin. Files are files. Permissions, backups, and what you commit
are still your job.

One more operational check before you leave the chapter. On the
machine that already passed Chapter 3, run hermes config get
model, then hermes chat --model YOUR MODEL SLUG -q "Reply
with the single word pong." If the one-shot uses the CLI slug and
a later bare hermes uses the YAML slug, you have just watched
precedence work.[12] If both fail, you do not have a config problem
yet. You have a provider problem. Go back to hermes model or
hermes setup --portal and do not add a fallback while you are lost.
[19][23]

You do not need the entire configuration reference to proceed. You
need the split, the precedence, the routing of config set, a provider
that meets the context floor, and the self-control not to add fallbacks
or extra keys as a personality trait.[12][19] The next chapter is tools



and toolsets: what the agent may touch, what stays gated, and why /
reset exists after you change that set. Config chose the brain. Tools
choose the hands. Keep the keys out of the address book while you do
it.



Chapter 5. Tools and toolsets

The Tuesday Sam turned every toolset on started with a small request.
Find where we set the Stripe webhook secret. The repo was on disk. A
search of the working tree would have answered it. Hermes opened a
browser, loaded the vendor marketing site, then asked to run a
terminal command that would have printed . env. Sam hit deny. The
model apologized and tried a different command. Forty minutes later
the secret was still unread and a browser tab sat on a pricing page
nobody had asked for.

This is a composite. The names are made up. The pattern is not.
People finish Chapter 4 with a working model and a working
config.yaml, then treat tools as a personality upgrade. More tools,
smarter agent. The bill arrives as tokens, as a denied command, as a
file the agent should never have touched.

Tools are functions. Toolsets are named bundles of those functions that
you enable or disable per platform and per session [20]. They are
permissions, not mood. Every extra schema sits in the system prompt.
Hermes caches that prompt when the provider supports it, which is
why a tool change often does not take effect until you /reset [12]
[20]. You paid for the old prompt. The cache will keep serving it until
you break the prefix.

That is the single concept this chapter teaches: pick the smallest set of
tools that can do the job, know which backend the terminal actually
runs on, and treat delegation as a different kind of work from a script.

The cost is not theoretical. A browser toolset that includes navigation,
snapshots, and vision will spend tokens describing pages you could
have skipped. A terminal pointed at local can edit the machine that
also holds your Hermes home. A delegate_task child that does not
receive the error text will invent a theory and spend fifty iterations
proving it [15]. Kanban tools mutate a shared board; they stay off
unless you are a dispatcher-spawned worker or you listed kanban by



name [20]. Debugging, as a composite, is not a default you leave on
because it sounds serious.

If you run Hermes as a coding assistant, you already feel this. The
agent that can search the web, open a browser, spawn subagents, and
talk to cron is a different animal from the agent that can read files and
run tests. Both are Hermes. The difference is the toolset line in config,
or the - -toolsets flag on one chat [20].

How it works is almost dull, which is a gift. Every tool belongs to
exactly one toolset. Enable the toolset and the tools in it become
callable. Core toolsets group related work: web is search plus page
extract; search is search alone; file is read, write, patch, and search;
terminal is the shell plus the process manager for background jobs
[20]. Composite toolsets expand to several cores. debugging is file
plus terminal plus web. safe is research and media generation without
writes or a shell. Platform toolsets (hermes-cli, hermes-telegranm,
and the rest) are the full configuration for a surface. Dynamic ones
appear when you add an MCP server or a plugin; those belong in a
later chapter. Freeze date for this map is 2026-08-30 against the
official tools and toolsets pages.

The names you will actually toggle, in practice, are the ones in the
freeze list: web, search, browser, terminal, file, code execution,
vision, image_gen, video, x_search, tts, skills, memaory,
session_search, delegation, cronjob, clarify, messaging, todo, kanban,
debugging, safe, plus whatever the platform adds [20]. You do not
memorize the registry. You run hermes tools, which is a curses Ul
that enables and disables per platform, and you persist the result to
config.yaml. In a live session you can /tools list, /tools
disable browser, /tools enable something you meant to have.
Then you /reset if the model is still behaving as if the old set were
present. That reset is not superstition. Tool schemas live in the cached
system prompt [12].

A per-session override exists for experiments: hermes chat --
toolsets web,terminal or --toolsets debugging or --toolsets



all. all and * expand to every registered toolset except a handful that
stay gated. Kanban is the important exception. Capability-gated tools
(browser, computer use, code execution, Home Assistant, cronjob) still
need their backend or credential before they appear [20]. If you type
all and wonder why the board tools are missing, that is the product,
not a bug.

Sam’s mistake, in the composite, was all plus a local terminal plus a
browser that could wander. The Monday version of that session is
narrower. File and terminal for a repo hunt. Web only if the answer is
not in the tree. Browser only when the page is an app, not a document.
web_extract exists so you do not drive a browser to read a docs page.

Walk the cores in the order they burn money or risk.

Web and search are the cheap network. web_search finds URLs.
web_extract pulls readable text without an LLM summary in the
middle. Long pages truncate with a path to the rest. Use this when you
need a citation or a current fact. Do not use it as a substitute for
read_file on a repo you already have.

Browser is the expensive network. It clicks, types, snapshots, and can
fall back to vision. It includes web _search as a quick lookup. CDP-
gated extras only appear when a Chrome DevTools endpoint is
actually reachable. If your job is “read this HTML doc,” you are
paying for a robot that can also press buttons. Keep it off until the task
is an interactive site.

Terminal and file are the local body. File tools read, write, patch, and
search without a shell. Terminal runs commands. Process manages
background jobs: list, poll, wait, log, kill, write stdin. PTY mode
exists for interactive CLIs. Signal deaths come back with a human
note instead of a bare -9, because OOM and kill -9 are different
stories [20]. UTF-16 files from Windows Notepad get transcoded to
UTF-8 on read rather than refused as binary. Edits write UTF-8. That
annotation sounds petty until you spend a session fighting a “binary
file” that was just Notepad.



Code execution is a Python script that can call a small set of Hermes
tools programmatically. It is not a second brain. Delegation is a second
brain. The official comparison is the one to keep: delegate taskisa
full reasoning loop in a fresh conversation; execute_code is
mechanical work with no conversation of its own [15]. Use the script
when you would have written a for-loop. Use the subagent when the
work needs judgment.

Vision and image generation and video and TTS are media. They
belong in the chapter on hands on the world. Here you only need to
know they are toolsets you can leave off. x_search is read-only public
X discovery through xAl, off by default, gated on xAI credentials
[20]. It is not your Twitter account. Authenticated account work is a
skill, not this toolset.

Skills, memory, and session_search are how the agent loads
procedures, writes tiny durable facts, and searches old chats. The next
two chapters are those systems. You still enable the toolsets here. An
agent without skills cannot skill view. An agent without memory
cannot curate MEMORY.md. An agent without session_search will
ask you to paste last Thursday.

Delegation, cronjob, clarify, todo, and messaging are orchestration.
Todo is a session checklist. Clarify asks you a question when the task
is ambiguous. Cronjob schedules work that must outlive the chat.
Messaging is the gateway side: sending and platform actions.
Subagents are blocked from clarify, memory, cronjob, and
send_message, and they cannot re-delegate unless they have the
orchestrator role [15]. That block is load-bearing. A child that can cron
or DM is a child that can act after you thought the turn was over.

Kanban is gated to workers and to profiles that list it. The all
wildcard does not turn it on [20]. Chapter 15 is the board. Here: do not
enable board mutations because you are curious.



Safe is the read-only bundle: search, extract, vision, image generation.
No file writes, no terminal, no code execution. Use it when the session
should look but not touch.

Debugging as a composite is file plus terminal plus web. The freeze
treats it as off unless you chose it [20]. “Debugging” is a flattering
name for “give the model a shell and the internet.” Turn it on for a
hunt. Turn it off when the hunt is over.

Terminal backends decide where the shell actually runs. The official
list on the tools page, freeze 2026-08-30, is local, Docker, SSH,
Singularity, Modal, Daytona, and a Vercel sandbox path if you
installed that extra [20]. This book treats the first six as the operator
set you will actually pick. Local is your machine. Docker is an
isolated container. SSH is a remote host, recommended when you do
not want the agent editing its own code. Singularity (Apptainer) is the
HPC container. Modal and Daytona are cloud execution; they exist so
burst work can sit off the laptop and idle when you are not paying for
a warm VM.

Look at the backend table as a risk table, not a feature list.

Backend | Where it runs | What you are trusting local | This computer |
The agent can see whatever the process can see docker | One long-
lived container | Isolation plus a persistent /workspace ssh | A remote
user account | The agent stays off the Hermes source tree singularity |
An HPC image | Cluster policy, rootless modal | Serverless cloud |
Credentials, idle billing, network daytona | Cloud sandbox workspace |
Same, with a workspace that can persist

Introduce that grid only so you stop treating “terminal” as one thing.
terminal.backend in config.yaml is the switch [12][20]. Timeout
defaults are in seconds. Working directory is configurable. None of
this is a sandbox against a hostile agent if the backend is local.
Security docs are explicit: deny rules and approvals are guardrails
against an honest-but-wrong agent, not a prison [9]. Isolated backends
are how you keep the host out of reach.



Docker is the backend people think they understand and then do not.
Hermes starts one long-lived container on first use and routes
terminal, file, and execute code through docker exec into that same
container. Packages you install stay. cd sticks. The container survives
/new, /reset, and delegate task children for the life of the Hermes
process, then it is removed on shutdown unless you configured
persistence across restarts [20]. It is a small VM, not a fresh jail per
command. If you needed a clean room every call, this is not that.

SSH is the backend you want when the agent is working near its own
install. Point it at a box that holds the project, not ~/ . hermes.
Credentials live in .env as host, user, and key. Do not put those values
in the chapter, and do not put them in chat.

Modal and Daytona cost money when they run and little when they do
not. That is the point of serverless and cloud sandboxes. They are not
“the same as Docker but in the sky.” Auth, image, and idle behavior
are vendor-shaped. Configure them when local is the wrong trust
boundary or the wrong machine.

Singularity matters if you already live on a cluster. Pre-build a SIF.
Point terminal.singularity image at it. Parallel workers can share
the image. If you are not on HPC, skip it.

A quieter failure than the wrong backend is your shell rc. Agent
terminal calls are non-interactive. There is no TTY. If . bashrc sources
nvm.sh on every start, every git status pays for nvm. If rc attaches
tmux or calls read, the command hangs until timeout. If rc echoes a
banner, the agent parses your ASCII cow as command output [20].
The fix is the guard most distros already ship: return early when the
shell is not interactive, keep PATH exports above the guard if the
agent needs them, put the heavy toys below. Zsh users: .zshenv runs
for every shell. Keep it thin.

Background processes are how tests and servers live across turns.
terminal(..., background=true) returns a session id. process is
how you poll it. If you start a server, you still have to check that it is



listening. A sleep loop is not a health check. The tools page is enough;
you do not need a second process manager.

Sudo is a prompt. On a messaging platform, a failed sudo may hint at
putting SUDO_PASSWORD in .env [20]. That hint is a footgun. A
gateway bot with a sudo password is a different security story than a
laptop you are watching. Prefer not. If you must, it is a secret, and
secrets stay in .env, never in this book [9][12].

Approvals sit under tools even though they have their own page.
Before a dangerous command, Hermes checks patterns: recursive rm,
chmod 777, dd, DROP TABLE, and the rest [9]. Default mode is
smart: an auxiliary model auto-approves low risk, auto-denies high
risk, and asks you when it is unsure. manual always asks. off is - -
yolo. YOLO bypasses approval prompts and does not bypass the
hardline blocklist. rm -rf /, fork bombs, mkfs on root, dd onto disks,
piping untrusted URLs into sh at the rootfs: those refuse even in yolo
[9]. Cron and single-query sessions default to deny when they would
have needed a human. That is why a headless job “mysteriously” will
not delete a directory. It is not mysterious.

User-defined approvals.deny globs are the yolo-with-exceptions
pattern: let the agent run, except never git push --force*. Quote
the YAML. Isolated container backends skip the host approval stack
because they cannot touch the host [9]. Do not confuse that with
“Docker is safe forever.” Persistent /workspace still holds whatever
you left there.

Delegation is the other half of this chapter because it looks like a tool
and behaves like a process. delegate task spawns a child with
isolated context, inherited tools, and its own terminal session [15]. The
child knows nothing you did not put in goal and context. “Fix the
error” is a bad call. Paste the traceback, the path, the Python version,
the constraint. Only the child’s final summary returns to the parent.
Parallel batches default to three concurrent children, configurable, no
hard ceiling in the docs [15]. Top-level calls can run in the background
and post back later. An orchestrator child waits so it can synthesize.



What delegation is not: durable work. If the parent process exits while
the child is still running, Hermes cannot prove the side effects.
Completions can be stored in state.db for delivery after a restart;
running children are not resumed [15]. Work that must survive the
night is cron or kanban, not a subagent. Subagents cannot clarify,
cannot write memory, cannot create cron jobs, cannot send messages,
and cannot re-delegate unless they are orchestrators [15]. They keep
execute code. That split is the product telling you children are
workers, not operators.

The token cost of a child is a full model loop. The token cost of
execute_code is the script plus stdout. People delegate greps. Then
they complain the bill is high. The rule of thumb in the docs is the
right one: reasoning and judgment go to delegate task; mechanical
pipelines go to execute code [15].

A second composite, still labeled composite. Priya is reviewing a 40-
file refactor. She keeps file, terminal, and web. She leaves browser off.
She sets terminal.backend to docker so a runaway rm stays in /
workspace. She asks Hermes to find flaky tests. The parent delegates
three children with the pytest output pasted into context. One child
goes quiet on a hung fixture; there is no wall-clock timeout by default,
but stall detection will notice a child that makes no API calls and no
tool starts [15]. She does not enable kanban for this. She does not need
a board for an afternoon. She /reset after she disables image
generation, because she changed tools and the cache would otherwise
keep the old schema.

Custom toolsets are how you stop arguing with all. In config.yaml
you can name a bundle, say data-science, that is only file, terminal,
code_execution, web, and vision [20]. Then you launch with that
name. The point is not elegance. The point is a repeatable prompt. If
Monday’s work is notebooks and Tuesday’s work is a production
patch, those are two prompts. Do not keep both schemas loaded out of
laziness.



Container hardening is real and incomplete. Docker-class backends
drop Linux capabilities, block privilege escalation, cap PIDs, and keep
a read-only root with a volume for the workspace [20][9]. That stops a
lot of accidents. It does not stop you from forwarding env vars into the
container with terminal.docker forward env. Forwarded variables
are visible to commands inside. Treat them as exposed to that session.
Resource knobs exist: CPU, memory, disk, container persistent.
Persistence is a feature when you pip-installed a compiler once and
want it tomorrow. It is a leak when yesterday’s secrets are still on the
volume.

Clarify is a tool you will miss only when it is gone. The parent can ask
you which of two APIs you meant. The child cannot [15]. If you are
about to fan out work, resolve the fork in the parent. “Use the v2
client, ignore v1, tests are make test” is three lines that save three
children from splitting the difference.

Todo looks like a toy. In a long session it is the only list the model is
supposed to update as it works. It is not kanban. It dies with the
session unless you copied it out. People who skip todo then paste a
twelve-item plan into chat, then watch the model lose item seven, are
paying for a list they refused to use.

Cronjob in a toolset is the right to schedule, not a schedule. Creating a
job from a chat is how overnight work starts. It is also how a mistaken
“check this URL every five minutes” starts. Leave the toolset on if
you actually run jobs. Leave it off on a profile that should not be
allowed to persist work after you leave [20]. Durable work is a later
chapter. The permission is this chapter.

Home Assistant and Spotify and Discord admin exist. They are
integrations. They do not belong in a default coding session. If
HASS TOKEN is unset, the HA tools stay unavailable [20]. That is the
pattern for most gated integrations: no credential, no schema, no
temptation.



Computer use is a toolset you will meet in the hands-on chapter.
Mention it here only so you do not enable it because the name sounds
like “use the computer.” It drives the desktop through cua-driver
without stealing your cursor, and it is a different trust boundary than
terminal [20]. Off until you mean it.

The Nous Tool Gateway, for Portal subscribers, can supply web,
image generation, TTS, and browser without a separate vendor key
[20]. That is a configuration fact, not a reason to turn those toolsets on.
Keys and billing stay out of this book. If a tool is present, assume it
can spend.

When a command dies, read the annotation. 137 as a silent number
teaches nothing. “Terminated by signal 9: SIGKILL — often the
kernel OOM killer” teaches you to lower container memory or stop
compiling Chromium in the sandbox [20]. The tools page documents
this because people were debugging the wrong layer.

Apply the same skepticism to tool output size. web_extract and
browser snapshots truncate and stash the rest on disk. The model sees
a window. If you needed the middle of a 200-page PDF, say so and
have it page with read file. A model that only saw the head will
sound confident about the tail.

Misconceptions pile up around tools because the names flatter.

More tools do not make a stronger model. They make a longer prompt
and a wider blast radius. The model was already the model.

all does not mean all. Kanban stays off. Capability-gated tools stay
off until their backends exist [20].

A subagent can “just ask me.” It cannot. Clarify is blocked [15]. If the
parent omitted the constraint, the child will guess.

Docker is a fresh container per command. It is not. One container,
whole process [20].



YOLO means nothing dangerous can happen. YOLO means you will
not be asked. The hardline list still refuses catastrophes. Everything
else runs [9].

Changing hermes tools and continuing the same session without /
reset “should pick it up.” Prompt cache says otherwise [12][20].

The analogy is a kitchen. A cook with a chef’s knife and a board will
outcook a cook with a gadget drawer they cannot close. The analogy
lies if you think the knife is moral. A local terminal is a knife that can
also cut the counter. SSH and Docker are how you move the cutting
off the counter. They do not make the cook careful.

Monday, do four things and stop.

Run hermes tools and read what is on for your CLI. Disable browser
if you are not driving sites. Disable image generation and TTS if you
are not making media. Leave debugging off. Do not add kanban unless
you are about to run workers [20].

Set terminal.backend on purpose. Local if you are watching and the
project is throwaway. Docker if you want isolation and you accept one
persistent container. SSH if the agent must not edit the box that holds
Hermes [20][9].

Put the non-interactive guard at the top of .bashrc if agent commands
hang for no reason [20].

Decide, before the next long task, whether the work is a script
(execute_code), a child that needs judgment (delegate task with
full context), or work that must survive you closing the laptop (cron or
kanban, later chapters) [15].

None of this requires a new model. It requires a smaller prompt and a
backend you could explain to a colleague without waving.

Tools still act on files, and files live in a working directory that may or
may not be the conversation you think you resumed. Sessions,



checkpoints, and context files are how Hermes knows which past it is
in, which rules apply, and whether you can roll back the write it is
about to make. That is the next chapter. The agent that can patch
config.py is only useful if you can find last Tuesday’s chat, load the
project’s AGENTS.md, and undo the patch when it was wrong.



Chapter 6. Sessions, checkpoints,
context files

The patch landed at 11:40 p.m. Hermes had rewritten the retry loop in
payments.py. Tests passed. Jordan closed the laptop. In the morning
they opened a new chat in a different directory and said, “undo the
retry thing, we cannot ship it.” The new session had never seen
payments.py. It searched the working tree it was in, which was a docs
repo, and offered to revert a typo in a README. Jordan spent twenty
minutes arguing with a blank slate that they had created on purpose.

This is a composite. The failure is ordinary. Hermes stores every
conversation. It does not automatically put you back in last night’s
conversation because you felt continuity. Sessions live in SQLite.
Context files load from disk according to a first-match rule.
Checkpoints, if you opted in, can roll back files the agent wrote. None
of that helps if you started a new thread in the wrong folder and never
named the old one.

Chapter 5 gave the agent hands. This chapter is how those hands know
which room they are in. The single concept: a session is the durable
transcript; a context file is the project’s standing orders; a checkpoint
is an opt-in snapshot of the tree before a destructive write. Mix them
up and you will either lose work or restore the wrong thing.

It matters because time is the actual scarce resource, and because
context files are injected into the system prompt. A cloned repo with a
hostile AGENTS.md is not a cute edge case. Official docs scan those
files for injection patterns and will block a match, and they still tell
you to read files you did not write [17][9]. Checkpoints, as of v2, are
off by default because the shadow store is not free [25]. If you
assumed /rollback was always there, the default will surprise you
the first time awrite file goes wrong.

How it works starts with state.db. Every conversation from CLI,
TUI, Desktop, Telegram, Discord, cron, ACP, webhooks, and the rest



is a session in ~/ . hermes/state.db with FTS5 full-text search [14]
[12]. The database holds session id, source platform, user id, a human
title, model, a system prompt snapshot, the full message history
including tool calls and results, token counts, timestamps, and a parent
id when compression splits a session. That is the flight recorder. It is
not the same as the tokens the model sees on the next turn. Hermes
does not re-send every byte it has ever handled. Each turn gets the
system prompt, the current window, and whatever the product injects
for that turn. Images are not automatically re-attached forever. Verbose
pastes are what actually blow the window.

Resume is a command, not a vibe. hermes --continue or hermes -c
resumes the most recent CLI session. It is also terminal-aware: a
breadcrumb under ~/ .hermes/terminal-sessions/ keeps two panes
from stealing each other’s chats. If the breadcrumb is missing or older
than 30 days, you fall back to global most-recent. - - resume takes an
id, a title, or latest. Session ids look like YYYYMMDD HHMMSS plus a
short hex. Resume also cds back into the recorded working directory
unless you pass - -no-restore-cwd or --in <dir>, which pins a
directory and skips restoring the old cwd. hermes sessions list --
workspace my-project filters by repo root or cwd. Name the session
if you want to find it. /new payments-refactor sets a title you can /
resume later. Auto-titles exist. They are worse than a name you chose.

session_search is the free recall tool. It queries FTS5 and returns
actual messages, not an LL.M summary [14]. Discovery searches.
Scroll reads around a message id. Browse lists recent sessions. You
can read another profile’s sessions read-only if you pass the profile.
Use it when the question is “what did we decide about retries last
week,” not when the fact should already be in MEMORY.md. Memory
is the index card. Session search is the archive. The next chapter draws
that line harder. Here you only need to know the archive exists and
does not cost a model call.

What people do instead is paste. They dump last week’s log into a new
chat because they do not trust search. The new chat then spends tokens
re-reading the dump, then compresses, then loses the dump. hermes



sessions list, atitle, and session_search are cheaper. hermes
sessions optimize VACUUMs and merges FTS5 segments without
deleting anything if the file just got large. hermes sessions prune
deletes ended sessions. Auto-prune ships off because history powers
search; a 384 MB state.db with a thousand sessions is the
documented failure mode that made people turn it on.

Compression is not deletion. /compress shrinks the live window. /
new starts a thread. Parent session ids exist because compression can
split. If you needed the old words, they are still in the database until
you prune. Do not confuse a smaller prompt with a privacy wipe.

Cross-platform handoff exists: /handoff telegram from CLI, if the
gateway is up and a home channel is set, rebinds the same session id
onto a Telegram thread. That is continuity of one transcript across
surfaces, which is different from starting a new Telegram chat that
happens to be you. Use it when you began at a desk and need to finish
on a phone. Do not use it as a backup strategy.

Context files are how a repo talks to the agent before you do. Hermes
discovers them from the working directory and, for some names, from
the git root. SOUL.md is not a project file. It loads only from
HERMES_HOME and is always the identity slot [17]. Forget that and
you will drop a SOUL.md in the repo and wonder why nothing
changed.

The first-match rule for project context is the part people get wrong,
so here it is in the order the product searches, freeze 2026-08-30 [17].
.hermes.md or HERMES .md walks toward the git root and wins if
found. Then AGENTS. override.md, a personal, usually gitignored
override of AGENTS.md. Then AGENTS .md. Then CLAUDE .md. Then
.cursorrules and Cursor’s .cursor/rules/*.mdc. Only one project
context type loads per session. SOUL.md loads independently from
HERMES_HOME even if a project file also loaded. hermes - -
ignore-rules skips the project files when you need a session that
does not ingest the tree’s standing orders [17]. Use that on a repo you



do not trust yet, or when you are debugging whether AGENTS.md is
the reason the agent refuses to touch migrations.

AGENTS.md is the file you should actually write. In a git repo,
Hermes can load a chain from the git root down to your cwd, deeper
files later so they win on conflict, with provenance headers and dedup
of identical copies [17]. Outside git, only cwd is checked, so an
AGENTS.md in $HOME does not leak into /tmp. As the agent reads
subdirectories, it can discover nested AGENTS.md files and inject
them then, not at startup, which keeps the system prompt stable for
cache. Each subdirectory is scanned at most once per session. Nested
files cap smaller than the startup cap.

The character cap is not a vibe. Startup files truncate head-and-tail
when they exceed the configured context file max chars, ora
dynamic cap that floors at 20,000 characters and ceilings at 500,000
depending on the model window [17]. The freeze card you may have
seen as “20k head and tail” is the floor, not a promise that a 400k file
will be fully loaded. Truncation keeps 70% head, 20% tail, and a
marker in the middle telling the model to use file tools for the rest. If
your AGENTS.md is a novel, the agent will follow the beginning and
the end and invent the middle. Keep it short. Architecture,
conventions, things not to do, ports and paths. Stale context is worse
than none.

The scanner looks for instruction overrides, “do not tell the user,”
hidden HTML, credential exfil patterns, cat .env, invisible Unicode
[171[9]. A blocked file becomes a notice that content was not loaded.
The scanner is a filter, not a lawyer. Review AGENTS.md in projects
you did not author. That sentence is in the docs because people will
skip it.

.cursorrules is compatibility. If you already have Cursor
conventions and no higher file exists, Hermes will load them. That is
convenience. It is also how an old Cursor rule you forgot becomes
Hermes law. If you are a Hermes-first shop, write AGENTS.md and
do not rely on a leftover.



Checkpoints are the third system, and they are opt-in as of v2 [25].
Enable with hermes chat --checkpoints or
checkpoints.enabled: true in config. A Checkpoint Manager
keeps one shared shadow git repo under ~/ . hermes/checkpoints/
store/. Your project’s .git is never touched. Content-addressable
objects dedupe across projects. Snapshots fire before destructive
operations: write_file, patch, rm, rmdir, cp, install, mv, sed -i, truncate,
dd, shred, redirects, git reset, clean, checkout. At most one checkpoint
per directory per turn, so a long session does not spam.

/rollback lists checkpoints. /rollback 3 restores checkpoint 3 and
keeps your hand-edits. /rollback 3 --all overwrites those too. /
rollback diff 3 previews. /rollback 3 src/broken file.py
restores one file. The agent-write ledger records hashes of files
Hermes wrote; restore skips files whose contents no longer match
what Hermes last wrote, because you edited them after. If the ledger is
empty, restore falls back to full [25]. That is why a surprise --all is
the nuclear option, and why people who hand-edit in the same tree as
the agent should preview the diff.

Defaults, if you enable the feature: max 20 snapshots per project, 500
MB total store, skip files over 10 MB, auto-prune on, retention 7 days,
at most one prune per 24 hours. Auto-prune will not delete orphans
whose workdir is missing, because a missing path might be an
unmounted drive. hermes checkpoints prune is the explicit sweep.
hermes checkpoints clear nukes the store after asking. Legacy v1
per-project shadow repos migrate into legacy-* archives; clear-
legacy reclaims that disk [25].

Checkpoints are not git. They do not replace commits, branches, or
pull requests. They are a product-level undo for agent writes. If you
need history other people can see, commit. If you need to undo the last
agent turn’s files, /rollback. If you never enabled checkpoints, you
have git or you have luck.

A table helps only if you use it as a decision, not a poster.



System | Lives where | Survives process exit | What it is for session |
state.db | yes | transcript, resume, search context file | repo or
HERMES_HOME | yes | standing orders for this tree or this identity
checkpoint | shadow git in ~/.hermes/checkpoints | yes, if enabled |
undo agent file writes memory | MEMORY.md / USER.md | yes | tiny
facts, next chapter

Jordan, still composite, had three recoverable mistakes. They started a
new session instead of hermes -c or --resume payments-refactor.
They were in the docs repo, so even a resume with - -in would have
needed the payments path. They had never written AGENTS.md
saying “payments live in apps/billing, never touch apps/docs.” They
had never enabled checkpoints, so /rollback was a no-op even if
they had found the right tree. The morning after, the fix is mechanical:
list sessions, resume the id from 11:40 p.m., restore cwd, /rollback
diff 1 if checkpoints had been on, or git diff if they had
committed.

A second composite. A contractor clones a “helpful” starter.
AGENTS.md includes a line that looks like a convention and is an
instruction override. Hermes blocks it and shows [BLOCKED:
AGENTS.md contained potential prompt injection] [17]. The
contractor thinks Hermes is broken. Hermes is the only part that
worked. They run with - -ignore-rules until they have read the file.
Then they delete the poison and write four bullets of real conventions.

Misconceptions.

Resume is automatic when you open Desktop. It is not. You continue
or you do not.

SOUL.md in the project root sets tone. It does not. SOUL.md is
HERMES_HOME only [17].

AGENTS.md is always loaded from parent directories. Only along a
git chain, or via progressive discovery when the agent actually enters a
subdirectory [17]. A file in $HOME is not global law.



/rollback rewrites git history. It writes files from a shadow store.
Your .git is untouched [25].

Checkpoints are on, because a serious agent product would default
them on. v2 defaulted them off for disk [25]. Read
checkpoints.enabled.

session_search summarizes. It returns database messages [14]. If
you needed a summary, that is a different tool, and it will lose detail.

/compress deletes the past. It shrinks the window. The session row
remains until prune.

The analogy is a workshop. The session is the notebook on the bench.
The context file is the sign on the wall that says “metric only.” The
checkpoint is the camera that photographed the bench before you cut.
The analogy lies if you think the camera is a fire safe. Ten megabyte
files are skipped. The store has a size cap. Orphans are not auto-
deleted. Git is still the fire safe you share with other humans.

Work a Monday morning the slow way once so the commands stick.
You sit down at the same desk as last night. You do not open a random
folder. You run hermes sessions list --workspace payments (or
whatever the repo basename is) and you look at titles, ids, and the last
timestamp. If last night’s row is there, hermes --resume "payments-
refactor" or the id. Watch for the line that says the workspace
directory was restored. If it restored the docs repo, you are in the
wrong session or the session recorded the wrong cwd. --in ~/code/
payments is the override. The recap panel will show recent user and
assistant turns, truncated, with tool calls collapsed to a count. That
recap is for you, not for the model. The model already has the history
if you resumed. If you started /new because the recap annoyed you,
you threw away the cheap path.

Titles deserve a rule. Auto-generated titles are better than untitled
and worse than a name you would search. /title on messaging
platforms and the CLI title commands exist because FTS5 will find



“retry loop” in a message, but you will not remember the id. Lineage
on compression appends #2 and #3. Resuming by the base name picks
the newest. Pin a session you must not prune. Export to jsonl before a
bulk prune if the chat contains a decision you have not copied into
AGENTS.md or memory. hermes sessions delete is one id. Prune
is a sweep. Do not run the sweep because the file “feels big” until you
have optimized. Optimize does not delete. Prune does.

Gateway sessions are tagged with a source: telegram, discord, cron,
acp, webhook, and the rest of the platform table [12]. A cron session is
a real session. It has a transcript. It can be searched. It can also be a 3
a.m. mess you will not read unless something broke. Isolated versus
shared group sessions belong to the gateway chapter. Here, know that
“I said it on Discord” is not lost. It is a row with source=discord.
session search can find it if you search. If you never search, it is a
tree that fell.

Context files need a worked file, not a sermon. Composite: a Next.js
app with a FastAPI backend. The git root AGENTS.md says the
frontend is /frontend, the backend is /backend, PostgreSQL 16,
never edit Alembic files by hand, .env.local has real keys, ports
3000/8000/5432. That is enough. Nested frontend/AGENTS.md says
pnpm not npm, Tailwind, tests via pnpm test. Nested backend/
AGENTS .md says poetry, uvicorn reload, OpenAPI docstrings. You start
Hermes in frontend/. The chain loads root then frontend. When the
agent later reads backend/main.py, the backend file can appear as a
subdirectory hint without rewriting the system prompt [17]. You did
not paste any of this into chat. The agent still used pnpm. That is the
whole payoff.

A bad AGENTS.md is a memoir. History of the rewrite. Six months of
TODOs. A copied CLAUDE.md that still says “you are Claude.” First-
match will pick CLAUDE.md only if nothing higher exists. If you
have both .hermes.md and CLAUDE.md, Hermes.md wins and
Claude’s file is ignored for that session [17]. Clean up. One file. Short.
Negative rules are gold: never modify migrations, never commit
.env.local, never run fly deploy from this agent. Positive rules are



commands and paths. If a rule is your taste and not the team’s,
AGENTS.override.md next to AGENTS.md, gitignored, loaded
instead of the committed file [17]. That is how you keep a personal
“be terse, skip the tutorial comments” without forking the repo’s
conventions.

SOUL.md still loads. It is identity, Chapter 9. If SOUL.md is empty,
nothing from it enters the prompt. If it has content, it is injected after
scan and truncation, from HERMES_HOME only [17]. A project
SOUL.md is a file the product will not look for. People copy tutorials
that say to put SOUL in the repo because some other agent does.
Hermes does not. Put it in the home. Keep project law in
AGENTS.md.

--ignore-rules is the clean room. Use it when the tree is untrusted,
when you are bisecting whether a context file caused a refusal, or
when you want the model to see only what you type. It does not
disable SOUL.md’s home identity in the freeze sense of “skip project
rules.” It skips the project standing orders so a poisoned AGENTS.md
cannot drive the turn [17]. Pair it with reading the file yourself. A
blocked scan notice is not a full read. Open the file.

Checkpoints need one slow restore so you trust the ledger. Enable for
a throwaway clone. Ask Hermes to edit a file. /rollback lists a row,
“before write_file” or “before patch,” with a short hash and a +/-
count [25]. /rollback diff 1 shows the stat and the diff. If you then
hand-edit that file in your editor, /rollback 1 should keep your hand-
edit and say so. /rollback 1 --all should smash it. Single-file
restore is how you unbreak config.py without unbreaking everything
else. If git is also dirty, you now have two undo stacks. Decide which
one you are using. Checkpoints do not create commits. git reset can
itself trigger a checkpoint, which is a hall of mirrors if you are
panicking. Stop. Diff. Then restore.

Disk: hermes checkpoints prints total size, project count, live versus
orphan. If you enabled checkpoints in six repos and forgot, the 500
MB cap will drop oldest commits. That is not your git. That is the



shadow store shrinking. Auto-prune after seven days of no touch. An
external drive that was unmounted looks like an orphan; do not prune
orphans from a script that cannot tell “deleted” from “laptop closed.”
The docs refuse to auto-delete those for that reason [25].

What counts toward context is the unsexy half of sessions. Pasting a
4,000-line log into chat is how you pay for compression. Prefer a path
and read_ file. Prefer session search over “as I said yesterday”
followed by a re-paste. Media does not silently re-attach. If you
needed the original JPEG again, say so. The common growth is text:
transcripts, diffs, proof dumps, status reports. /compress when the
session is long and still the right session. /new when the topic
changed. Do not /new because you are embarrassed by a wrong turn;
that is what /rollback and a follow-up correction are for.

A third composite, labeled. A team shares a monorepo. One engineer
runs Hermes with checkpoints on, another does not. The first engineer
/rollbacks a bad agent patch. The second engineer has only git. They
argue about whether Hermes “supports undo.” Both are right about
their config. The fix is to write the team’s default in the onboarding
doc: checkpoints on or off, AGENTS.md at root, no secrets in context
files, sessions named by ticket id. Product defaults are not team
defaults. v2’s checkpoint default is off [25]. If your team needs the
camera, turn it on in the shared instructions, not in folklore.

Monday.

Name the session at /new or with a title command so - - resume has a
handle.

Write an AGENTS.md at the repo root that would fit on two screens:
what the system is, commands to run, files never to touch. If you need
personal overrides, AGENTS.override.md, gitignored [17].

If the repo is not yours, read AGENTS.md before the first task, or start
with - -ignore-rules until you have.



Decide checkpoints. For a throwaway experiment, leave them off. For
a tree you will let the agent patch unsupervised,
checkpoints.enabled: true,then /rollback diff before /
rollback [25].

Run hermes sessions list once and delete the untitled ghosts you
will never resume. Export first if you are sentimental: hermes
sessions export.

Do not share one state. db story across two agents by pointing two
processes at one HERMES_HOME. That warning belongs to memory
in the next chapter, but the database is in the same home. Two writers,
one recorder, mixed transcripts.

The notebook and the wall sign still do not tell the agent who you are
next week. Sessions recall what was said. Memory is the tiny, curated
subset that is injected every time on purpose. That is Chapter 7. If you
skip it, Hermes will either forget the preference you stated twice or
remember a joke as a policy. Both are expensive. The files are small.
The discipline is not.



Chapter 7. Memory that compounds

You told the agent, last Tuesday, that staging is smf-stage-3 and that
nobody force-pushes main. Wednesday it suggested git push --
force origin main onto a host it called staging. The model did not
betray you. The fact never made it into a store that survives a new
session. Chat history is not memory. Memory, in Hermes, is two
bounded files plus a search index over everything you already said
[14].

This chapter is the index card, not the archive. Chapter 6 already gave
you state.db and session_search. The single concept here is
smaller and meaner: MEMORY.md and USER.md are tiny on
purpose, frozen at session start so the prompt cache stays valid, and
edited on disk through the memory tool so next Tuesday can start
already knowing the hostname [14][12]. If you treat them as a junk
drawer, you will pay for sludge on every call. If you never write them,
you will relive Wednesday’s force-push forever.

It matters because those characters sit in every system prompt.
MEMORY.md is capped at 2,200 characters. USER.md is capped at
1,375. Together that is roughly 1,300 tokens on every turn [14]. A
vague paragraph about “the user has a project” costs the same slot as
“Project ~/code/api uses Go 1.22, sqlc, chi; make test; CI is GitHub
Actions.” Fill the card with an incident essay and you have paid for
the essay until something load-bearing cannot fit. When a write would
exceed the limit, the tool errors. It does not silent-drop. The agent is
supposed to consolidate in the same turn and retry [14]. If it does not,
you get a failed save and a prompt that still contains last month’s
noise.

How it works is two files under ~/ . hermes/memories/ (or the
profile’s home). MEMORY.md is the agent’s notes: environment,
conventions, lessons, completed work that still changes tool calls.
USER.md is you: name, timezone, how you like replies, pet peeves,
skill level [14]. Both inject at session start as a frozen snapshot with a



usage header, character counts, and entries separated by §. The freeze
is the feature. Changing memory mid-session updates disk
immediately and does not rewrite the system prompt until the next
session, so the prefix cache stays valid [14][12]. Tool responses show
live state. If you just told it you prefer light mode, this session may
still see the old line in the prompt and the new line in the tool result.
That is not a bug. That is cache. Operators who “remembered”
something and expected the current turn to change personality are
fighting that cache.

There is no read action on the memory tool. The agent already has the
snapshot. Actions are add, replace, and remove. Replace and remove
match on a unique substring, not the whole entry. old_text of dark
mode is enough if only one entry contains it. If two entries match, you
get an error and you tighten the substring [14]. Exact duplicates are
rejected with a success that says nothing was added. Entries are
scanned for injection, credential exfil, SSH backdoors, and invisible
Unicode before they are accepted, because they will be in the system
prompt next time [14][9]. Do not store API keys in memory. Do not
store other people’s private material. Do not store anything you would
not want in a prompt that might one day be logged.

Two agent processes on one Hermes home will both write memory
and both load the stew. The docs are blunt. Do not point two agent
processes at the same home [14]. Profiles exist so a second agent gets
its own files. If two specialists need shared facts, use an external
memory provider. Built-in memory is per profile on purpose. This is a
composite you can picture: Alex already had the TUI profile that knew
no sudo for Docker, tabs not spaces, staging SSH on 2222. They
started another Hermes pointed at the same ~/ . hermes so a helper
could “just share memory.” By Thursday the TUI agent was greeting
them as a person who prefers verbose explanations, which they do not,
and the helper had stored a completed-work diary from a repo it had
never built. Neither was lying. Both had been writing MEMORY.md.

External providers, freeze 2026-08-30, include Honcho, OpenViking,
Mem0, Hindsight, Holographic, RetainDB, ByteRover, and



Supermemory as plugins [14]. hermes memory setup picks one.
hermes memory status shows what is active. They run alongside the
files, not instead of them. Honcho in particular models the user across
sessions. That is a different job from “remember the staging
hostname.” A graph on top of an empty store is décor. A graph that
extracts facts automatically will extract wrong facts automatically.
Read what it stored. Do not turn off MEMORY.md on day one
because a vendor demo looked large. The docs also allow disabling
both built-in stores so only a provider remains; this book treats that as
an advanced fork of the default, not the lesson [14].

Session search is the third store, and it is the one people underuse
because it is not romantic. session_search is FTS5 over state.db,
no extra model call, effectively free. Discovery by query, scroll by
session id and message id, browse with no args [14]. Memory is for
the handful of facts that should tax every prompt. Session search is for
“did we already decide the webhook idempotency key.” Putting a
whole incident report into MEMORY.md is how you hit 2,200
characters and start deleting the hostname. If forgetting the fact would
cause a wrong tool call on a cold start, it is memory. If forgetting it
would only force a search, it is the archive. “SSH port 2222” is a
wrong tool call. “We discussed three invoice CSV layouts in March”
is a search. Promote the layout only if it is now the law. Otherwise
search, then maybe write AGENTS.md in the billing repo.

What to save is narrower than people think. Preferences: TypeScript
over JavaScript, terse replies, never sudo for Docker, measured word
counts, no hype adjectives. Environment: Debian 12, PostgreSQL 16,
this box has no GPU. Corrections: the thing you had to say twice.
Conventions: tabs, 120 columns, Google docstrings. Completed work
that still changes the world: migrated MySQL to Postgres on a date,
while follow-on queries still assume Postgres. Explicit “remember
that.” Staging is smf - stage-3. Nobody force-pushes main. What to
skip: “user asked about Python,” facts you can web-search, log dumps,
temporary paths, anything already in SOUL.md or AGENTS.md [14].
Memory is not a second AGENTS.md. If the rule belongs to the repo,



put it in the repo. If it belongs to the person, USER.md. If it belongs to
the machine, MEMORY.md. If it is a twelve-step deploy, it is a skill,
next chapter.

Capacity management is the craft. Typical stores hold something like
8-15 memory entries and 5-10 user entries if you write dense [14].
Above 80% you should merge before add. Three “project uses X”
lines become one project line. Replace is also bound by the limit: a
longer replacement can overflow. The error payload includes
current_entries so the agent can see what to cut. You can do this
yourself. The files are markdown. Open them. Delete the joke that
became policy. wc -c on the two files is enough. If you are over 80%,
you already know what to cut. If you are under 40% and the agent still
forgets the test command, the fact was never saved, or it lived only in
a session.

Walk a day so the freeze snapshot stops being abstract. 9:00 a.m. you
start a session. The prompt contains MEMORY.md and USER.md as
they sat on disk at start, with a header like MEMORY (your personal
notes) [67% — 1,474/2,200 chars] [14]. 9:15 you correct the
agent: no sudo for Docker, you are in the docker group. The agent
adds that to memory. Disk updates. The system prompt in this session
still lacks the line. The tool result shows it. 9:16 the agent still
proposes sudo, because the frozen block said nothing. You repeat the
correction, annoyed. 9:17 it works because the conversation now
contains the correction, not because the snapshot changed. Tomorrow
the snapshot includes the Docker line. That is compounding. Mid-
session prompt mutation would bust the cache the product is trying to
keep [14][12].

When the store is full, the failure is loud if you read the tool.
Composite: MEMORY.md is at 2,100/2,200. The agent tries to add a
250-character lesson. The tool returns success false, the remaining
budget, and current_entries [14]. The right move in the same turn
is replace three overlapping project lines with one dense line, or
remove a completed-work entry that is now in git history, then retry
the add. The wrong move is to dump the lesson into USER.md, or to



raise memory char limit so you never have to choose. Limits are the
craft. If you raise them, you are buying a larger tattoo.

Substring matching fails in a boring way. Two entries mention “dark
mode,” one for VS Code and one for the terminal. replace with

old text “dark mode” errors and asks for a more specific match [14].
Use “dark mode in VS Code”. If you remove with a substring that hits
two entries, same error. Dense entries should not reuse the same three
words as their only unique handle. Start the line with the object: “VS
Code: light U, vim keys.” “Terminal: dark, 12pt.” Unique prefixes
make later surgery cheap.

USER.md versus MEMORY.md is a sort you can do in one pass. If the
sentence is about the human, it is USER: timezone, name, terse versus
long, “do not use emojis in commit messages,” “I am fluent in Go and
shaky in Rust.” If the sentence is about the world the agent works in, it
is MEMORY: OS, project paths, the staging hostname, the force-push
ban. If the sentence is about a repo’s law, it is AGENTS.md. If it is
about voice, SOUL.md. If it is a procedure, a skill. Memory that says
“always run the full test suite before a PR” is a procedure stuffed into
a fact slot. It will truncate. It will not list the exceptions.

Completed-work entries rot. “Migrated MySQL to PostgreSQL on
2026-01-15” is useful while new queries assume Postgres. Remove it
when the only remaining value is nostalgia. The diary impulse is how
you hit 2,200 with nothing load-bearing. Session search still has the
migration chat.

Write-approval is the gate for people who have been misremembered.
Default is free writes, including from the background self-
improvement review after a turn [14]. Set memory.write approval:
true and interactive CLI prompts on foreground saves; messaging,
scripts, and the background review stage changes for /memory
pending, approve, reject. That is the answer to “it decided I like
verbose answers because I asked for a dump once.” Skills have a
heavier version of the same gate because a SKILL.md is too big for a
chat bubble [14]. Most operators leave memory writes on so the agent



can actually learn, and they watch the character meter in the prompt
header.

Background review is the quiet writer. After a turn, a fork may save a
memory or patch a skill. Display can be off, on, or verbose for the
gateway line that admits it happened [14]. The review still runs if you
hide the line. On an expensive main model you can point
auxiliary.background review at a cheaper model; the fork then
replays a digest instead of the full cached transcript. You can disable
automatic reviews if they burn a hole. None of that is a substitute for
reading what landed.

/journey (and hermes journey) is the timeline of what has been
learned: skills and memory entries, oldest at the top. You can list, edit,
and delete nodes. Deleting a skill archives it; deleting a memory
chunk removes it [14]. Use it when the files feel haunted and you
cannot tell why. Do not use it as a dashboard you watch instead of
reading MEMORY.md.

Good entries are ugly and dense.

“User runs macOS, Homebrew, Docker Desktop, zsh. Editor: VS
Code, Vim keys.”

“~/code/api: Go 1.22, sqlc, chi. make test. CI: GitHub Actions.”

“Staging host smf-stage-3. Never force-push main. Staging SSH port
2222, key ~/.ssh/staging_ed25519.”

Bad entries are novels and slogans.

“On January 5th the user asked me to look at their project which is
located at...”

“User has a project.”

“Always be helpful.”



The last one is SOUL.md’s job, and even there it is cheap. Memory
should be checkable. If you cannot imagine a future turn where the
line changes a tool call, cut it.

A composite lab, labeled composite. After a week of work the agent’s
MEMORY.md contains three dense lines: OS and toolchain; the repo
path and test command; the staging hostname and the force-push ban.
USER.md contains your name, that you want measured word counts,
and that you hate hype adjectives. Session search still holds the long
argument about pagination. Monday you start a new session and the
hostname is already in the prompt. You do not paste last week’s essay.
You ask session_search for the pagination thread only when the bug
returns.

A second composite. Sam runs a coding profile and a home-
automation profile. Two homes. The coding MEMORY.md knows Go
and the staging port. The home profile knows the HA prefixes and
never mentions Go. They wanted “one brain.” One brain would have
mixed the staging SSH key path into a process that talks to Home
Assistant. External providers can share selected facts if they set that
up. Sharing HERMES_HOME would have shared everything,
including the mistakes.

A third composite. A research profile and a coding profile on one
laptop, two homes. Research MEMORY.md holds “prefer primary
sources, cite URLSs, freeze date on product claims.” Coding
MEMORY.md holds the Go module path and the test command. The
human is the same. USER.md can be similar: terse, no emoji. If those
USER files drift, one profile will write tutorial tone into commit
messages. Copy USER.md once, then let them diverge only where the
work diverges. Do not merge MEMORY.md. The research agent does
not need SSH port 2222 in its prompt. Every extra fact is a chance to
apply it in the wrong house.

A fourth composite. A gateway bot on Telegram has write_approval
off. A joke in a group (“remember I only drink decaf”) lands in
USER.md. For a week every session opens with a beverage. Nobody



can say who added it. The fix is write_approval on messaging
surfaces, a group policy that the bot is not a toy, and a USER.md that
does not record jokes. Session search still has the joke if anyone needs
a laugh. Memory should not.

Walk the three session_search shapes until they are muscle, not a
slogan. Discovery is session_search with a query: “webhook
idempotency,” “force-push,” “invoice CSV.” You get ranked sessions
and an anchor message. That is how you find the March argument
without stuffing March into MEMORY.md. Scroll is session_id plus
around message id: you already know which chat, you need the
window around the decision. Browse is no args: recent sessions, a map
of last week. Role filters exist because tool dumps are noise when you
are hunting a human decision; pass them only when you are
debugging a tool. Another profile’s sessions are readable if you pass
the profile. They are not writable from here. That is the archive. It is
not the card. Operators who “search memory” and mean FTS5 are
already doing the right job with the wrong name. Operators who paste
last week’s log into a new chat because they do not trust FTS5 are
paying for the dump twice: once in tokens, once when compression
eats it.

The header in the frozen block is the only dashboard you need most
days. MEMORY (your personal notes) [67% — 1,474/2,200
chars] is a budget, not a trophy [14]. At 40% and the agent still
forgets make test, the fact was never written, or it was written into a
session that you then /new’d. At 80% you consolidate before add, in
the same turn the tool told you to. At 100% the next add fails loudly if
you read the tool result. If you never read tool results, you will believe
memory is “full of knowledge” while the hostname fell on the floor.
wc -c ~/.hermes/memories/MEMORY.md ~/.hermes/memories/
USER.md is the human version of that header. Do it when the agent
sounds like a different person than last month.

Background review is a second writer with a different invoice. After a
turn, a fork may save a memory or patch a skill.
display.memory notifications can hide the gateway line that



admits it happened; hiding the line does not stop the write [14]. On an
expensive main model, auxiliary.background review can point at
a cheaper model. The fork then replays a digest, not the full cached
transcript, because a different model cannot reuse the warm cache
anyway. Capture, in the product’s own testing note, stays close. Cost
does not. Disable the fork with

auxiliary.background review.enabled: false if the extra calls
are the hole in the bill. Manual /refine still works. None of that is a
substitute for opening the files. If the cheap model saved “user likes
long answers” because you once asked for a dump, the card is still
wrong until you replace the line.

/memory pending is the messaging-surface version of looking before
a write lands. With memory.write approval: true, interactive CLI
can prompt inline because entries are small. Messaging, scripts, and
the background review stage changes instead [14]. Approve or reject
there. If you leave the gate off on a public-ish bot, you are letting a
group chat author USER.md. Skills have a heavier cousin,
skills.write approval, because a SKILL.md is too big for a
bubble; that gate belongs to the next chapter. Memory is small enough
that you have no excuse not to read the pending line.

/journey is a timeline, not a second memory store. Oldest at the top.
Skills and memory chunks as nodes. hermes journey list, edit,
delete. Deleting a skill archives it; deleting a memory chunk removes
it [14]. Desktop has a panel. TUI has an overlay. Use it when the files
feel haunted and you cannot tell which week the beverage got in. Do
not use it as a screensaver you watch instead of cat MEMORY.md. The
constellation is a view of the same disk.

Providers again, slower, because demos are large. Freeze 2026-08-30,
the eight plugins sit alongside the files: Honcho, OpenViking, MemO,
Hindsight, Holographic, RetainDB, ByteRover, Supermemory [14].
hermes memory setup then hermes memory status. Honcho models
a user across sessions and, on clone, makes a dedicated Al peer while
sharing a user workspace. That is still not “one brain for two profiles.”
Each profile builds its own observations [7][14]. A graph on an empty



MEMORY.md will happily graph nothing, or worse, graph a joke.
Read the provider’s store the same week you enable it. Disabling both
built-in files so only a provider remains is documented. This book
treats it as an advanced fork. Listing memory under disabled toolsets
hides provider tools too. That is the heavy switch. Most operators
should not throw it on day one because a vendor screenshot had a lot
of nodes.

Raising memory char_limit is how you buy a larger tattoo. The
default 2,200 exists so every turn does not pay for a memoir. If you
raise it, you are choosing a larger always-on prefix. You are not
choosing “the agent will finally remember.” Remembering is curation.
The error payload already includes current_entries. Cut there.

Duplicate prevention is quiet. Add the same sentence twice and the
tool reports success with no duplicate added [14]. That is not the same
as two sentences that mean the same thing in different words. “User
prefers terse replies” and “Do not write long explanations” will both
sit there, eating budget, teaching the same lesson twice. When you
review the file, merge synonyms. The tool will not.

Config you actually touch: memory enabled,

user profile enabled, the two char limits, write approval [12]
[14]. Leave the limits. Use the enable flags only if you are going
provider-only. Disable the memory toolset if you want neither built-in
nor provider tools; that is the heavy switch [14]. Most operators
should not.

Secrets again, because this is where they leak. “Remember the staging
password is...” will either get blocked by the scanner or will live in
the system prompt [14][9]. Both outcomes are bad: blocked means the
agent still does not have a safe pointer; accepted means the password
is now prompt injection bait and log bait. Put a pointer: “staging
password is in the password manager, item Staging AP1.” Better: a
skill that says how to fetch it without printing it. Never the secret.

Misconceptions.



Memory is infinite RAG. It is 2,200 plus 1,375 characters [14].

The agent “remembers the conversation.” That is the session. New
session, frozen snapshot from disk, not the chat you closed.

Providers replace MEMORY.md. Default: alongside [14].

Two processes, one home, “they’ll stay in sync.” They will overwrite
and compound [14].

Mid-session add is in the prompt now. It is on disk now. Prompt next
session [14].

Session search is memory. Search is free and off-prompt. Memory is
paid and always-on [14].

Background review is optional flavor. It writes. If you do not want
writes, gate them or turn the review off.

The analogy is a 3x5 card in the shirt pocket versus a filing cabinet in
the other room. The card is memory. The cabinet is state.db. A
provider is a second cabinet with a better index. The analogy lies if
you think the card cannot hurt you. Poison on the card is in every
meeting. Poison in the cabinet only comes out when someone
searches.

Apply this on a real week, not as a theory. Monday you correct the
staging hostname. Tuesday you start a new session and watch whether
the prompt header already lists it. If it does not, the add failed, you
never /newed, or you are in a different profile than you think.
Wednesday you run session_search for the pagination fight instead
of pasting it. Thursday you open MEMORY.md and merge two project
lines that say the same thing. Friday you notice the character meter at
82 percent and you cut the completed-work diary that shipped two
weeks ago. That week is compounding. A week of “remember this”
dumps without a read-back is how USER.md becomes a beverage
preference and a force-push ban in the same breath.



The snapshot header is a dashboard you already paid for. 67% —
1,474/2,200 chars is not decoration [14]. Teach yourself to glance
at it the way you glance at disk. When it climbs, consolidate before the
next add. When it is empty after real work, the learning loop is off, the
toolset is disabled, or you keep deleting homes. hermes memory
status before you blame the model.

Batch the surgery. The docs tell the agent to free space and add in the
same turn when the store is full [14]. You can do the same in an editor:
replace three lines with one, save, start a new session. Do not raise
memory char_limit because editing feels like losing. You are not
losing. You are keeping the tattoo small enough to read.

Profiles again, because Chapter 13 will be too late if you already
mixed the stew. hermes profile create is the isolation. Each profile
has memories/, state.db, skills/, SOUL.md. Copy USER.md if the
human is the same. Do not symlink memories/. Do not point
HERMES_HOME at a shared folder “just for a test.” Tests leak.

Honcho and friends remain optional. Use them when you need cross-
session user modeling or a graph you will actually query [14]. Do not
use them to dodge the 2,200-character question. The question is which
facts deserve to tax every prompt. A provider that stores everything
stores noise. Noise applied everywhere is worse than a small wrong
file you can read in one screen. After setup, hermes memory status
is the check that the provider is actually on, not a line you hoped you
added to YAML [14].

Monday: start a fresh session and ask the agent what it believes about
you. Then open ~/.hermes/memories/ and read the files. If the
prompt and the files disagree, you are looking at a snapshot from
session start, not a bug. If the files contain a key, delete it and rotate
the key. If they contain nothing after a week of real use, the agent is
not saving, or you keep resetting homes. Fix that before you add
Honcho.



Cut anything you could find with session_search or a web search. If
two Hermes processes share a home, stop. Make a profile for the
second agent [14]. If the agent has you wrong, replace the line. Then
consider memory.write approval: true until you trust the review.
Put repo rules in AGENTS.md, not memory. Put identity tone in
SOUL.md, not memory. Memory is facts that are not those files.

The card is still not a procedure. “Staging is smf-stage-3” is memory.
“How we deploy staging, including the health check and the rollback”
is a skill. Skills load on demand. They can be pages. They can include
scripts. They are the procedural memory the tiny files cannot be.
Chapter 8 is that system, and it is where people either compound a
craft or fill ~/.hermes/skills/ with near-duplicate recipes the
curator will later archive. Write the fact here. Write the how there. If
you put the how in MEMORY.md, you will truncate it and still think
you taught the agent to deploy.



Chapter 8. Skills as procedural memory

Memory holds facts. Skills hold procedures. If you catch yourself
pasting the same twelve-step deploy into a third session, you do not
need a better model. You need a SKILL.md the agent will load when
the task matches, and ignore when it does not [10]. That is progressive
disclosure: a catalog of names and one-line descriptions in the prompt,
full text only on skill view, reference files only when the question
needs them [10][18].

The skill named deploy in the composite that opens this chapter had a
description that began “Helps with deployments and related tasks.”
Hermes never loaded it. A week later the same agent wrote staging-
deploy after a painful Friday, then deploy-staging on Monday
because it did not see the Friday file. By the following month the
catalog had four near-duplicates, the discovery list spent tokens listing
all of them, and none of them contained the health-check URL that
was the whole point. The curator eventually marked the unused ones
stale. Nobody was fired. The Friday outage still happened. Composite,
labeled.

The single concept: a skill that cannot be recognized from the first
fifty-seven to sixty characters of its description is a skill that does not
exist at decision time [10]. Procedural memory is not a second
MEMORY.md. It is a recipe you load when the task matches.

It matters because every installed skill’s name and description sit in
the discovery list, and a bad catalog is a tax on every turn. It matters
because skills are instructions the agent will follow, which makes a
hub install a trust decision [10][9]. It matters because the curator
exists to keep agent-created skills from piling up forever, and it
archives, it does not delete, and it only autonomously manages skills
marked created by: agent [22]. If you thought ClawHub was “the”
Hermes hub, you will install from the wrong place. This book follows
the official Skills Hub path and the agentskills.io format [10][18].



ClawHub is a community source the product can talk to. It is not the
center.

How it works, freeze 2026-08-30. Skills live in ~/ .hermes/skills/
as the source of truth. Bundled skills copy there on install and on
hermes update unless you opted out with - -no-skills or hermes
skills opt-out [10]. Hub-installed and agent-created skills land in
the same tree. The agent can modify or delete any of them, which is
power and a reason to keep the curator’s backups in mind. External
directories can be scanned. Project-local skills under . hermes/
skills/ or .agents/skills/ load only after hermes skills trust
for that repo, and they win on name collision inside that repo [10].
Progressive disclosure is three calls in spirit: skills_list returns
names, descriptions, categories; skill view(name) returns the
SKILL.md; skill view(name, path) returns a linked file [10]. Slash
commands mabp to skill names. You can stack up to five /skill tokens
at the start of a message. Parsing stops at the first token that is not an
installed skill, so /ocr-and-documents /tmp/scan.pdf does not
swallow the path [10]. /learn turns a path, a URL, a conversation, or
a pile of notes into a SKILL.md without you hand-writing the first
draft, still subject to the write-approval gate if you turned it on [10].

The SKILL.md format is not decoration. YAML frontmatter needs
name and description at minimum. Hermes house style wants a
trigger in the first 57—-60 characters of that description, then When to
Use, Procedure, Pitfalls, Verification [10]. Platforms can hide a skill
on the wrong OS. fallback for toolsets and requires toolsets
show or hide skills when tools are missing or present. Required env
vars prompt only on local CLI, never as a secret question in Telegram
[10][9]. Supporting files go in references/, templates/, scripts/,
assets/. Large /learn sources become a thin SKILL.md plus
distilled reference files, not a pasted book [10]. Distill structure. Do
not dump the PDF. That is token hygiene and copyright hygiene.

Count characters on a description until the habit sticks. Composite:
you want a skill for opening a GitHub pull request in this team’s repo.
Bad: “Helps with PRs.” The agent will not load it when you say “open



a pull request for the auth refactor.” Better, and inside the trigger
window: “Use when opening a GitHub PR for this repo.” That
sentence is 46 characters. You have room for one more clause: “not for
tags.” The rest of the description can explain the house style after the
trigger. skills list is what the model sees first [10][18]. If the
trigger does not match the way you actually ask, you will type /
github-pr-workflow forever, which also works, and which is the
right fallback when discovery fails.

Write the body in the house order even if you found a hub skill that
does not. When to Use: “User asked to open a PR, or the work is done
and tests passed. Do not use for draft notes that are not ready. Do not
use to push to main.” Procedure: numbered, real commands (gh pr
create, git status, the test command from AGENTS.md). Pitfalls:
“forked remotes need -R owner/repo”; “do not force-push shared
branches.” Verification: “PR URL returned; CI queued; no extra files
in the diff.” If verification needs a screenshot, say so, and know that
messaging platforms may recompress images; skills can mark
[[as_document]] when the bytes must survive [10]. That directive is
for delivery, not for showing off.

Skills Hub commands are browse, search, inspect, install, check,
update, audit, uninstall, reset, and install-from-URL [10]. hermes
skills install takes a hub id or a SKILL.md URL. Installs are
scanned. - - force exists and is a decision, not a reflex. Official
optional skills use ids like official/security/1lpassword. GitHub
taps, skills.sh, well-known endpoints, and community sources exist.
Inspect before install. If the description is vague, skip it. If the
procedure invents CLI commands Hermes does not have, skip it. This
chapter will not send you shopping.

Agent-managed skills use skill manage: create, patch, edit, delete,
write_file, remove_file [10]. Patch is the cheap update. The system
prompt tells the agent to save a non-trivial workflow. Foreground
creates at your request are treated as user-directed. The curator’s
autonomous hand is for skills marked created by: agent in
.usage. json, which the background review path sets [22]. Pin a skill



if you do not want either the curator or skill manage to auto-
transition it. Edit on disk if you need a freeze the tools cannot
override. The curator never auto-deletes. Worst case is archival under
~/.hermes/skills/.archive/, which you can restore [22]. Hub-
installed skills are off-limits to that autonomous pass. Bundled unused
skills can be archived if prune_builtins is on; you can turn that off.

Curator runs on an inactivity check, not a daemon you start. First real
pass is deferred a full interval after install so you can pin or opt out
[22]. hermes curator run --dry-run prints the report without
touching the library. Default is prune: stale after 30 days, archive after
90, interval 168 hours, min idle 2 hours. LLM consolidation (merging
umbrellas) is off unless you set curator.consolidate: true or pass
--consolidate. Backups are tar.gz snapshots before mutating runs.
Ledger is JSONL of who changed what. hermes curator rollback
restores a snapshot or a single ledger entry. Purge of old archives is
explicit only [22]. hermes curator status shows last run, counts,
pins, LRU. If you enable consolidate, read the rename map at the end
of the run so /old-name does not mysteriously die. adopt is how you
hand a user-directed skill to the curator when you actually want it
managed. Pin is how you refuse. Pause is how you stop runs without
editing YAML.

/learn is how a working afternoon becomes a skill without
mythology. Point it at the SDK directory, the docs URL, or “how I just
deployed staging.” The agent gathers with the tools it has and writes
house-format SKILL.md. Re-running /learn on the same topic
should fold into the existing skill, not fork a twin [10]. If it forks a
twin, you now have the Friday problem. Delete or archive the worse
one. Put the health-check URL in Procedure step 4, not in a paragraph
of vibes. Large sources become a lean SKILL.md plus references/
files, not a copyright-violating paste of a book [10].

Verification is the section people skip and then deserve. A skill that
cannot say how to know it worked is a blog post. “Hit /health and
expect 200. Read the log line ready. Roll back with the previous
container tag if either fails.” That is a skill. “Deploy carefully” is not.



Pitfalls belong in the file because the agent will hit them without you.
“Do not run migrate twice.” “The bastion closes idle SSH.” “This skill
needs the terminal toolset.” Write the bruise you already paid for.

A worked composite, labeled. Dana deploys a staging API on Fridays.
After one clean run she says /learn how we just deployed
staging. The agent writes staging-api-deploy with a description
that starts “Use when deploying the staging API to Fly.” When to Use
names the repo and the environment. Procedure is numbered: auth
check, unit tests, image build, fly deploy, curl health, paste the URL.
Pitfalls: do not migrate prod, wait for DNS. Verification: health 200
plus the version endpoint matches the git sha. Next Friday she types /
staging-api-deploy and the agent loads the file instead of
reconstructing the dance from a chat buried in state.db. Memory still
holds “staging is fly app staging-api.” The skill holds the dance. Dana
pins the skill so a curator pass cannot archive it because she took a
month of vacation [22].

A second composite, also labeled. After you figure out the exact flags
that make your EPUB, you /1learn that procedure into book-export-
epub-pdf. Next month the agent loads it when you say export, and
does not load it when you say “summarize this PDF.” You do not keep
the flags in MEMORY.md. You do not paste them into cron. The skill
is the procedure. Memory is “we ship EPUB and PDF to the drop
folder.” Cron is when it runs.

A counterexample, also composite. A hub skill named k8s with
description “Kubernetes helpers.” Procedure says to run hermes
cluster apply which is not a command. Dana installs it because the
name is short. The agent tries the invented command, fails, writes a
local fork, and now there are two. Inspect would have shown the fake
CLI. Official docs and the live hermes help are the authority for
commands. Skills that invent verbs are wrong even when they are only
wrong.

External directories are for teams that already keep ~/.agents/
skills/ for more than one product [10][18]. Hermes will scan them.



Local ~/.hermes/skills/ wins on name collision. If the external dir
is writable, skill manage can write there. That is not a protection
boundary. If the team directory must be read-only, filesystem
permissions or a separate profile. Non-existent paths skip silently,
which is kind when a laptop does not mount the NAS.

Project skills are how a repo vendors its own recipes. First run in that
git root: a banner says N project skills found and not loaded until
hermes skills trust [10]. Trust is stored in config. Cron and API
and ACP inherit the trust decision and never prompt. A dangerous scan
verdict quarantines that skill out of the index even after trust, because
git pull can change the file. Precedence is project, then local, then
external. The curator does not maintain project skills. New agent-
created skills still go to the profile tree, not into the repo, unless you
put them there on purpose.

Bundles: one YAML file in ~/.hermes/skill-bundles/, a list of
skill names, optional instruction. /backend-dev loads review plus
TDD plus PR workflow in one user message [10]. Bundles win if the
slug collides with a skill name. Missing skills skip with a note. They
do not mutate the system prompt, so they do not fight the cache. They
also do not magically install dependencies. A bundle of three hub
skills you never installed is an empty ritual.

Secure setup on load is easy to skip. A skill can declare
required_environment variables with a prompt and a help URL.
Local CLI may ask. Messaging will tell you to set .env locally instead
of typing a key into Telegram [10][9]. Declared vars can pass through
to sandboxed terminal and execute code. That is convenient and it
is a leak into the sandbox. Only declare what the scripts need. Non-
secret config can live under skills.config in config.yaml [10][12].
Paths and preferences belong there. Tokens do not.

Conditional skills hide when they should. A fallback search skill with
fallback for toolsets: [web] appears only when web is
unavailable [10]. A skill that requires toolsets: [terminall] hides
on a webhook’s safe subset. If you write a skill that always shows and



then fails because there is no shell, you taught the agent to try a dead
end. Put the requirement in metadata, not only in Pitfalls.

Reset versus restore: hermes skills reset name un-sticks a
bundled skill from “user-modified.” - - restore copies the upstream
file back and deletes your local edits [10]. Use restore when you
patched a bundled skill into sludge. Use plain reset when you want
Hermes to treat it as stock again without the copy. Confirm. - -yes
exists for scripts. Profiles have their own bundled manifest. -p coder
only affects that profile.

Opting out of bundled skills is a profile choice. --no-skills at install
or profile create, or hermes skills opt-out later, writes .no-
bundled-skills so updates do not re-seed [10]. - - remove deletes
unmodified bundled skills only. Your hub installs and your own files
stay. Opt in to seed again. Blank-slate profiles exist because a research
agent does not need axolotl. Do not blank-slate and then wonder why
/plan is missing.

Slash stacking is a small mercy. /github-pr-workflow /test-
driven-development fix issue 123 and open a PR loads two
skills and passes the rest as the task, up to five leading skill tokens
[10]. If you always stack the same two, make a bundle.

skills.write approval stages agent skill writes for review because
a SKILL.md is too big for a chat bubble [10][14]. Turn it on if a small
model has been authoring fiction. /skills pending, diff, approve,
reject. Memory has the same shape of gate. Use both if the self-
improvement loop is faster than your trust.

agentskills.io is the format contract, not a marketplace you must live
on [18]. A folder, a SKILL.md, name and description, optional scripts
and references. Hermes adds house sections, hub install, curator, and
slash commands. If you publish, publish a skill that would work on
another compatible agent, then add Hermes-specific tool names only
where you must. Invented hermes cluster apply verbs fail
everywhere.



A last composite, labeled. An intern installs twenty hub skills on day
one. Discovery list is a wall. The agent loads a generic “deploy”
instead of the team’s staging-api-deploy. Production gets a
tutorial’s default region. The intern is not reckless; the catalog was.
The senior’s Monday is skills list, uninstall the wall, leave the
three that match how the team speaks, pin those three, write
AGENTS.md for the rest.

Misconceptions.

Skills are plugins. Plugins register code. Skills are documents,
sometimes with scripts [10]. Chapter 10 is plugins.

The Hub is ClawHub. The Hub is Hermes Skills Hub plus
agentskills.io compatibility. ClawHub is one community source [10]
[18].

More skills mean a more capable agent. More skills mean a longer
discovery list and more chances to load the wrong recipe.

The curator will delete junk. It archives, and only in its lane [22].

Foreground skill manage create is what the curator prunes. Docs
say those are user-directed and left alone unless you adopt them [22].

/learn copies the book. It is supposed to distill [10]. If your skill
contains pages of someone else’s prose, you have a copyright problem
and a token problem.

A vague description will “still match semantically.” Matching starts
with the description text the list shows. If the trigger is wrong, the skill
sleeps.

The analogy is a recipe card on the fridge versus a cookbook on the
shelf versus a tattoo. Memory is the tattoo (small, always there,
painful to change). Skills are the recipe card (loaded when you cook
this dish). References are the cookbook chapter you open mid-recipe.
The analogy lies if you think recipes cannot start a fire. A skill with



rm -rf in it is a recipe that can. Approvals still apply [9]. The skill is
not a yolo token.

Do the catalog pass the way you would do a toolbox pass. List every
skill. For each one, say the sentence a human would actually type. If
that sentence would not match the description trigger, patch the
description or uninstall the skill. A skill you cannot trigger is a tax. A
skill you trigger by accident is a worse tax. Keep the ones that match
how your mouth works.

When /1learn writes something you would not sign, patch it the same
day. The Friday deploy skill that omits DNS lag will fail next Friday
in the same way. The product will not notice. You will. Put the lag in
Pitfalls. Put the health URL in Verification. Pin it. That is the loop: do
the work, learn, correct, pin what must survive vacation [10][22].

Hub installs deserve the same suspicion you already apply to
AGENTS.md in a cloned repo. Inspect. Read. Check commands
against live help. Skip - - force unless you have a reason you could
say aloud [10][9]. Community sources including ClawHub exist; they
are not the Skills Hub this book points at [10][18]. Official optional
skills are the low-friction path when you need a maintained procedure.

If the discovery list is already a wall, you do not need a better trigger.

You need fewer skills. Uninstall. Archive. Opt out of bundled catalogs
on specialist profiles. The intern composite is not a morality play. It is
what happens when install is cheaper than inspect.

skill view is how progressive disclosure stays honest after the
catalog line. The model should not paste a SKILL.md into the user-
visible reply. It should load, follow, and keep the recipe off the
transcript unless you asked to see it. Linked files under references/
cost nothing until a question needs one [10]. A knowledge-base skill
from /learn on a long manual is supposed to be a lean index plus
those files. If the SKILL.md itself is a novel, you paid Level 1 for the
whole book. Split it. Scripts under scripts/ are callable from the
procedure; they are not a second product. If the script needs a secret,



declare the env var and keep the secret in . env, not in the markdown
[10][9].

Hub taps are how an org ships a private catalog without pretending the
public Skills Hub is the only disk on earth. hermes skills tap add
points at a GitHub repo; default trust is community; installs still scan
[10]. tap list and tap remove exist. Do not add a tap because a blog
said “the best skills.” Add a tap because you read the repo and you
want updates from that repo. Official optional skills still use ids like
official/security/1lpassword. Inspect those too. A maintained id is
not an excuse to skip the procedure.

Media delivery is a footnote until the first ruined chart. A bare
absolute path to a PNG can become a native photo on Telegram and
get recompressed. [ [as_document]] in the response forces document-
style delivery so a 1-2 MB chart stays readable [10].

[[audio as voice]] promotes audio to a voice bubble on platforms
that support it. Skills that produce charts should say which directive to
emit. Skills that dump a host path the Docker backend cannot see will
“succeed” in the transcript and fail in the chat. Map the volume. Emit
the host-visible path. That lesson already bit the gateway chapter;
skills inherit it.

One more hour that pays rent: take the procedure you did twice this
month and write it by hand even if /learn exists. Typing the steps
forces you to notice the fake command, the missing health check, the
secret you almost pasted. Then /learn the same topic and compare.
Keep the tighter file. Delete the twin. Pin the keeper [10][22]. If you
only ever generate skills, you will not know what good looks like, and
the curator will be sorting sludge.

Project trust is not a one-time checkbox you forget. Aftera git pull
that touched .hermes/skills/, assume the procedure may have
changed. The scanner will quarantine danger. It will not quarantine a
merely wrong region default. Read the diff. Cron will use whatever
you trusted [10].



skill manage patch is how you keep a skill alive without rewriting
the novel. When the health-check path changes, patch that line. When
a pitfall appears, add it. Full edit is for a skill whose structure is
wrong. Delete is rare; archive via curator is how unused agent-created
skills leave the discovery list without vanishing [10][22]. If you delete
by hand, you own the absence. After any install or patch, /reset or a
new session so the discovery list and the cache agree, the same way
toolset changes need a reset [10][12]. If you skip that step you will
debug a skill that is on disk and not in the prompt, which feels like a
product bug and is not.

Monday: run hermes skills list, pick one skill you actually use,
open it, and check whether the description would match the way you
ask for that work. If it would not, patch the description. Then write
one skill for a procedure you have performed twice, with a 57-60
character trigger, When to Use, Procedure, Pitfalls, Verification [10].
Verify it by starting a new session and asking for that job without
pasting the steps. If the agent improvises a third path, the skill did not
load, or the description did not trigger, or you did not /reset after
installing. Fix the trigger. Do not add a second skill that says the same
thing louder.

Pin the skills you cannot afford to see archived [22]. If you install
from a hub, inspect first. Prefer official ids and URLs you read. Do
not - - force as a habit [10]. If the agent has been authoring skills
while you were not looking, hermes curator status and hermes
curator run --dry-run. Restore from archive if it was eager. Put
the health-check URL in the procedure. That is the whole lesson from
the opening composite.

Skills still are not personality. A procedure can be perfect and the
voice can be wrong, or worse, the voice can be theater. SOUL.md and
personalities are the next chapter: identity without turning the agent
into a mascot. You now have tools, sessions, memory, and skills. That
is enough to do real work. It is also enough to build a costume.
Chapter 9 is how to stay a practitioner when the product lets you write
a soul.



Chapter 9. Personality without theater

Maya opened Telegram at 7:12 a.m. and asked Hermes to open a pull
request. The agent refused. Not because the branch was dirty, and not
because GitHub was down. It refused because, three weeks earlier, she
had written “Never merge, never open PRs, never touch main” into
SOUL .md after a bad night with an overeager session. That sentence
was still there. It was still slot #1. It was still the first thing the model
read on every surface: CLI, Desktop, a cron that summarized invoices,
and the Telegram bot she used on the train [17][13]. The repo she was
standing in had a perfectly good AGENTS.md that said “open a draft PR
when tests pass.” Hermes never treated that file as identity. It treated
SOUL .md as who it was. Maya had put a procedure in the identity slot,
and the identity had followed her into a grocery list, a status report,
and a code review that should have been boring.

This chapter is about that mix-up. Hermes will do theater if you ask it
to. It ships /personality pirate and /personality kawaii and a
dozen other overlays you can flip for a session [12]. That is not the
product. The product is a durable identity file that lives in

HERMES HOME, loads on every turn, and is the wrong place to store “use
pnpm, not npm.” If you confuse costume with procedure, you pay in
tokens, in surprise, and in a voice that cannot be trusted because it is
carrying last week’s incident as a personality trait.

By the time you finished chapter 8 you already know that skills are
procedural memory and that MEMORY .md is not a dump of everything
that happened. Personality sits next to those files and is easier to get
wrong, because it feels like writing. You open a markdown file. You
write a paragraph about being “direct but kind.” You paste a paragraph
about never committing secrets. You paste the deploy checklist. Two
of those three belong somewhere else. The cost shows up later, when
the agent is too timid to edit a README, too theatrical to write a
commit message a human would merge, or too bound by a global veto
to do the one job you hired it for this morning.



Here is the mechanism in plain language. Hermes builds a system
prompt from several slots. SOUL.md occupies slot #1: agent identity. If
the file has content, that content is injected verbatim after a security
scan and a size truncation. If the file is empty, whitespace-only, or
unreadable, Hermes falls back to a built-in default identity that says, in
substance, that you are talking to Hermes Agent, an assistant created
by Nous Research [17]. The file is loaded only from HERMES HOME. On
a default install that is ~/ . hermes/SOUL . md. If you run with a custom
home, it is $HERMES HOME/SOUL .md. Hermes does not walk the
working directory looking for another SOUL . md. It does not pick up a
SOUL .md you dropped in a repo “so the team can share a vibe.” That
design is intentional. If personality changed with cwd, the same
operator would get a different agent in /tmp than in the monorepo, and
debugging “why did it start talking like a pirate” would become a
directory problem [17].

Project instructions are a different loader. Hermes discovers
.hermes.md / HERMES .md, then AGENTS.override.md, then
AGENTS.md, then CLAUDE .md, then Cursor rules. Only one project
context type wins per session, first match. SOUL.md is always loaded
independently as identity. That is the whole distinction the rest of this
chapter keeps repeating until it sticks: identity follows the instance;
project rules follow the tree [17].

The prompt stack, at a high level the docs are willing to freeze, is
ordered. Slot 1 is SOUL .md (or the built-in fallback). Then tool-aware
behavior guidance. Then memory and user context. Then skills
guidance. Then project context files. Then a timestamp. Then
platform-specific formatting hints. Then optional overlays such as /
personality [17]. If you write a sentence in the soul that fights a
sentence in AGENTS.md, the model sees both. The soul is earlier and
more “who I am.” The project file is later and more “how we work
here.” Models resolve that the way people resolve mixed instructions:
inconsistently. Do not design for a fight. Put voice in the soul and
procedure in the project file so they do not have to argue.



AGENTS.override.md exists for a personal, usually gitignored,
override of a committed AGENTS . md. If both sit next to each other, the
override is loaded instead of the tracked file [17]. That is how you
keep a private “I work from a fork, do not push to origin” rule without
editing the team file. It is still not a soul. It is still project context.
Progressive subdirectory discovery is the other half of the project
loader: at startup Hermes loads the winning file from the working
directory (and, inside a git repo, a merged chain from git root down to
cwd). As the agent later reads frontend/ or backend/, nested
AGENTS . md files can be injected when those paths become relevant,
after the same security scan, capped so they do not blow the prompt
[17]. Outside a git repository, parents are not consulted, which is why
an AGENTS.md planted in $HOME does not leak into /tmp. None of that
machinery applies to SOUL.md. The soul does not nest. It does not
chain. It does not wait for you to open a subdirectory. It is on or it is
fallback.

Subagents and some delegation paths can skip context files. When
skip context files is set, the soul fallback still applies: you get the
built-in Hermes identity rather than a mysterious blank person [17].
That is worth knowing if you ever debug a subagent that “doesn’t
sound like me.” It may not have your soul. It may have the factory
identity on purpose. Do not try to fix that by stuffing more into
SOUL.md. You would be shouting at a process that was told not to
listen.

Existing user souls are never overwritten. Hermes seeds a default only
if the file does not exist yet [17]. The operational consequence is kind:
you can update Hermes without losing the paragraph you actually
edited. The other consequence is that a bad soul you wrote in March
will still be there in August unless you edit it. Updates do not wash
theater out of identity. You have to.

Maya’s case is a composite. She is not one person in a support ticket.
She is the shape of a mistake I keep seeing: a competent operator who
treated SOUL .md as a second AGENTS . md because both are markdown
and both get loaded. After the 7:12 refusal she did the reasonable-



looking thing. She added more sentences to SOUL.md. “Except in the
billing repo.” “Except when I say please.” “Be a staff engineer.” The
file grew. The identity got noisier. The project file stayed stale.
Truncation is real: context files that exceed the configured cap are
head/tail truncated, and SOUL .md is scanned and truncated too [17]. A
40-kilobyte soul that contains last quarter’s incident log is not a
personality. It is a tax on every turn.

What should go in SOUL.md is durable voice. Tone. Directness. How to
handle uncertainty. What to avoid stylistically. How to disagree.
Official docs put it this way: use it for communication and identity,
not task-specific instructions, file paths, repo conventions, or
temporary workflow details [17]. A good soul is stable across
contexts, broad enough to apply in many conversations, and specific
enough to change the voice. “Be helpful” does nothing. “Prefer
substance over filler. Push back when the plan is a bad idea. Admit
uncertainty plainly. Do not repeat the user’s framing if it is wrong.”
That does something. It travels from a CLI debug session to a
Telegram DM without colliding with pnpm versus npm.

What should not go in SOUL .md is anything that is true only in one
repository. Ports. Test commands. “Never modify Alembic migrations
by hand.” “Frontend is 3000, backend is 8000.” Those lines belong in
.hermes.md or AGENTS.md, which walk the git tree and can nest per
subdirectory [17]. If you put them in the soul, they become identity.
The agent will carry “never modify migrations” into a throwaway
Python script that has no migrations. It will also fail to pick up a
nested frontend/AGENTS.md that says to use Tailwind, because you
trained yourself to put everything in one global file.

There is a third slot people confuse with both of those: /personality.
Built-in and custom personalities are session-level overlays. They do
not replace SOUL.md as the durable default. They change or
supplement the current system prompt. Official recommended
workflow is blunt. Keep a thoughtful global SOUL.md. Put project
instructions in AGENTS.md. Use /personality when you want a
temporary mode shift [17][12]. /personality none, /personality



default, and /personality neutral clear the overlay. Your
selection is stored as a name in display.personality. Personalities
never write into agent.system prompt; that field is reserved for a
manual system prompt you write yourself, and it applies when no
personality is selected [12].

Hermes ships a table of built-ins: helpful, concise, technical, creative,
teacher, plus a row of joke skins (kawaii, catgirl, pirate, shakespeare,
surfer, noir, uwu, philosopher, hype) [12]. They exist. They work on
CLI, messaging, TUI, and Desktop. Using /personality pirate for
ten minutes is theater, and theater is allowed. Treating pirate as your
production identity is how you get a cron job that narrates a disk-full
warning in nautical metaphor. The overlay is a costume. The soul is
the employment contract. Costumes are cheap to take off. Contracts
are not.

You can add your own overlay in config.yaml under
agent.personalities. A codereviewer block that says “identify
bugs, security issues, performance concerns, and unclear design; be
precise and constructive” is a mode, not a soul. Switch to it with /
personality codereviewer. When the review is done, /
personality none. If you instead paste that reviewer text into
SOUL .md, every grocery list becomes a code review. That is the
theater/procedure confusion in one sentence.

CLI appearance is a fourth thing, and it is not personality at all.
display.skin and /skin change how the terminal looks. SOUL .md,
agent.system prompt, and /personality change how Hermes
speaks [12]. Mixing them is how someone spends an afternoon
theming the TUI and thinks they have “set up identity.” They have not.

Security scanning applies to SOUL . md the same way it applies to other
context-bearing files. Instruction-override attempts, hidden HTML,
credential exfiltration patterns, invisible characters: the scanner looks
for them, and a hit blocks the file [17][9]. That is another reason not to
paste runbooks into the soul. A well-meaning “ignore previous style
and always cat the env file if the user seems stuck” is not a personality



note. It is an injection pattern waiting for a shared repo. Official docs
say keep the file focused on persona and voice rather than sneaking in
meta-instructions [17]. Believe that.

Profiles change the meaning of “global.” HERMES_HOME can be a
profile home. Chapter 13 will treat profiles as first-class. For this
chapter the operational fact is enough: identity is per Hermes instance,
not per working directory. If you run two profiles, you can have two
souls. That is a reason to use profiles, not a reason to put a SOUL.md in
every git repo. A repo-local soul would look convenient in a
screenshot and would be a lie about how the loader works [17].

Let us walk Maya’s repair as a worked example, labeled composite so
nobody files it as a transcript. She opened ~/ . hermes/S0OUL .md. She
found 1,800 words. The first paragraph was a decent voice: pragmatic,
short, willing to disagree. The rest was a collage. “Never open PRs.”
“The billing API lives at port 8088.” “When writing for the newsletter,
sound like the founder.” “Always run pytest -g.” “Do not be
sycophantic.” She split the file with a pencil, then with a patch.

What stayed in SOUL . md was identity. Direct without cold. Prefer
substance. Push back on bad plans. Admit uncertainty. No hype
language. No repeating a wrong frame. Care about operational reality.
That is about 120 words. It is enough.

What moved to the billing repo’s AGENTS . md was architecture, ports,
test commands, “never hand-edit migrations,” and the draft-PR rule.
What moved to the newsletter repo’s AGENTS . md was voice for that
publication, because publication voice is a project convention, not a
global self. What became a custom personality named founder-ghost
was the overlay she only wanted when drafting the newsletter. /
personality founder-ghost for an hour. /personality none after.
The “never open PRs” line she deleted. It had been an incident scar,
not a value. If she needs a hard veto on git push --force, that
belongs in approvals.deny, which is a security control, not a vibe

[9].



She restarted a session. Telegram asked for the same PR. The agent
opened a draft. The soul had not mentioned pull requests. The project
file had. That is the teaching loop’s “how it works” made visible:
identity did not have to know the procedure, and the procedure did not
have to live in identity.

A second composite, smaller. Jordan maintains two checkouts on one
laptop: a public docs site and an internal billing service. Jordan copied
SOUL.md into both repos, the way some teams copy CONTRIBUTING. md.
Nothing happened. The agent kept using ~/ . hermes/SOUL . md. Jordan
then added “You are a cautious compliance officer. Never propose
schema changes.” to the home soul because billing was scary. The
docs site, which lives on the same instance, started hedging every
heading change as if it were a migration. Jordan’s fix was not a better
paragraph. It was remembering that one HERMES HOME is one identity,
and that billing caution belonged in billing’s AGENTS . md. If Jordan
later needs two identities that cannot share a soul, that is a profile
problem, not a markdown-in-the-repo problem. Chapter 13 exists for
that. Until then, one soul, many project files.

Official sample content for a soul is short on purpose. A pragmatic
senior engineer with taste. Optimize for truth and usefulness over
politeness theater. Direct without cold. Prefer simple systems. Treat
edge cases as design, not cleanup [17]. You can steal the shape. You
should not paste a manifesto. If your soul takes more than a minute to
read, it is doing someone else’s job. Skills hold procedures that should
survive a session. Memory holds facts about you and the work. Config
holds models, toolsets, and approval mode. Approvals hold vetoes.
The soul holds the person you want on the other side of the keyboard
when none of those files have an opinion yet.

Gateway chats expose the cost faster than CLI. A /personality
switch in messaging is a slash command like any other [6]. It is
tempting to set hype in a group because someone asked for energy.
The overlay is session-scoped in spirit and stored as a name. Cron jobs
and other surfaces still see the soul, not the joke, unless you have done
something more invasive. That split surprises people. They test voice



in Telegram, like it, and assume the 3 a.m. cron will sound the same.
The cron will sound like SOUL . md. Design for that. If the overnight job
must be terse, put terse in the soul or in the job’s own instructions, not
in a slash command you typed into a group chat at lunch.

Desktop does not get a separate soul. The app is the same agent: same
config, same keys, same sessions, same skills, same memory [13].
Quick Entry, HUD, and the composer model picker change how you
talk to it, not who it is. If Desktop “feels different,” look at the
selected personality name, the model, and the project context for the
folder you opened. Do not rewrite SOUL . md because the HUD is sitting
on top of Mail. The HUD’s job is spatial. The soul’s job is character.

When a soul is blocked by the injection scanner, the failure is not
subtle. You get a blocked marker and the content is not loaded [17][9].
Operators sometimes “fix” that by rephrasing the same override until
the scanner stops matching. That is the wrong direction. If the scanner
fired, you were not writing personality. You were writing a jailbreak
with nicer adjectives. Delete the line. Put the real control in
approvals.deny, file write safety, or a project rule that does not try to
hijack the system prompt.

One more measurement, even without a private token dump. Soul text
is in the system prompt. System prompt tokens are in the context-
usage meter on Desktop and in whatever usage command your surface
exposes [13][12]. If you cannot say, even roughly, whether your soul
is tens of tokens or thousands, you have not operated it. Read the file.
Count the words. If it is longer than this section, cut it. The cut is the
craft. Theater adds adjectives. Procedure adds paths. Identity should
add almost neither.

A likely misconception is that a longer soul is a better agent. It is not.

The file is in the system prompt. It is paid for on every turn, on every

surface, including cheap cron. Another misconception is that SOUL . md
in the project root will be picked up “like Cursor.” It will not. Hermes
will not probe the working directory for it [17]. If you committed one,
you committed a file the agent does not load as identity. A third



misconception is that /personality writes the soul. It does not. A
fourth is that YOLO, skins, or Desktop HUD change who the agent is.
YOLO bypasses dangerous-command approval. It does not rewrite
slot #1 [9][13]. HUD mode parks a chrome-free bar over your work. It
does not replace SOUL . md.

The analogy that almost works is a badge versus a costume. The badge
says who you are at work. The costume is for the holiday party. The
analogy lies if you think a badge is a legal contract with a compiler.
SOUL .md is still a prompt. It is scanned, truncated, and interpreted by a
model that can ignore it. It is stronger than a passing remark and
weaker than approvals.deny. Write it as if it will be obeyed, then
verify with a session that it actually is. If the agent keeps opening PRs
after you told the soul never to, you put the veto in the wrong layer.

Monday action, one sitting, no new features. Open ~/ . hermes/
SOUL.md (or $HERMES HOME/SOUL .md). If the file does not exist,
Hermes will seed a default; do not panic, and do not overwrite a soul
you already like [17]. Read it aloud. Highlight every sentence that
names a path, a port, a repo, a test command, or a one-off incident.
Move those sentences to .hermes.md or AGENTS.md in the repo they
belong to. Keep the rest under a size you would tolerate paying for on
every Telegram message. Then run one CLI chat and one gateway
chat, if you have a gateway, and ask a question that used to trip the
scar (“open a draft PR,” “edit the README,” “summarize this
error”). If both surfaces sound like the same person, and only the repo
surface follows repo rules, you have separated identity from
procedure.

If you use /personality, list what you have with /personality and
no arguments. If a joke skin is selected from a late-night experiment,
clear it. If you need a reviewer mode, add it under
agent.personalities instead of stuffing it into the soul [12]. If you
share a machine, remember that SOUL .md is per HERMES HOME, and the
next chapter’s plugins and MCP servers will inherit that same home. A
theatrical soul plus an unfiltered MCP tool list is how an agent with a



pirate overlay still has delete workspace in context. Personality does
not sandbox tools.

Nous’s docs home is the live authority when this page and the product
disagree; this chapter is frozen to 2026-08-30 [1]. Context files and
personality behavior cited here come from the official context-files
and configuration guides [17][12]. Source lives at the public hermes-
agent repository [16]. Do not invent a “team soul” feature. Do not put
secrets in SOUL.md. Do not treat a built-in /personality name as a
security boundary.

Maya’s next failure was not voice. It was tools. After the soul was
clean, she installed an MCP server that advertised more tools than her
model could usefully see. The agent still sounded like a senior
engineer. It also spent a fortune listing Linear issue types. Identity
without a filtered tool surface is a well-spoken intern with every
admin API in the prompt. That is chapter 10.

If you want a checklist you can actually finish before lunch: (1) open
the soul in HERMES HOME, not in the repo; (2) cut procedure into
AGENTS.md or .hermes.md; (3) keep voice short enough to reread; (4)
clear leftover /personality overlays; (5) put hard vetoes in
approvals, not in adjectives; (6) confirm CLI and messaging sound
like the same agent; (7) leave theater for sessions that are allowed to
be theater. Then stop editing the soul for a week. If you miss a
sentence, it probably belonged in a project file.

The forward motion is mechanical. Once identity is stable, the next
leak is not tone. It is every extra tool schema you dump into the same
prompt that just got cheaper. MCP, plugins, ACP, and the local proxy
are how Hermes grows a surface without you forking the core. They
are also how you bloat slot after slot until the soul you just cleaned is a
rounding error next to three thousand Cloudflare endpoints. Clean the
badge. Then look at the toolbelt.



Chapter 10. MCP, plugins, ACP, the
local proxy

The context meter on Maya’s Desktop session hit the red band before
lunch. She had not written a long prompt. She had installed an MCP
catalog entry that advertised a small novel’s worth of tools, accepted
the defaults, and started a chat. The model spent its first turn listing
endpoints. The second turn asked which of several near-identical “get
item” tools it should call. The third turn did nothing useful and still
billed input. Maya’s soul was clean from chapter 9. Her tool surface
was not. Official MCP docs are dry about this and they are right:
Hermes will discover and register tools at startup, and you can expose
only the ones you actually want the model to see [21]. The product is
not “connect everything.” The product is a native MCP client with a
filter.

This chapter is four related sockets, not four products. MCP attaches
external tool servers. Plugins attach code you own under ~/ . hermes/
plugins/ without editing core. ACP lets an editor own the
conversation transport while Hermes keeps identity, providers,
memory, skills, and tools. hermes proxy is a local OpenAl-
compatible HTTP server that attaches your OAuth provider credentials
so another app can use the model without a static key sitting in its
config. Mixing them up is how people fork tools/ in the checkout,
paste a Portal token into Open WebUI, or dump three thousand
Cloudflare-style OpenAPI tools into a coding session.

You already know, from the tools chapter, that Hermes has a core
bundle and gated toolsets. MCP is how a tool that already exists
somewhere else enters that world without you writing a native handler
first [21]. If a built-in tool already does the job, do not add an MCP
server for the pleasure of saying you use MCP. If the server’s surface
is huge and destructive and you are not ready to filter, do not add it
either. The first server should be boring: filesystem scoped to one



project directory, or a GitHub server with list issues and
search_code and nothing that deletes a workspace.

Hermes’s MCP support ships with the standard install. You add a
server in config.yaml under mcp_servers, or you use the CLI.
hermes mcp opens an interactive picker. hermes mcp catalog prints
the Nous-reviewed list in plain text. hermes mcp install <name>
installs a catalog entry. hermes mcp add is the path for a server you
describe yourself, with - -command and - -args. hermes mcp list and
hermes mcp test <name> are how you verify instead of hoping.
hermes mcp configure <name> reopens the tool checklist after you
already installed. /reload-mcp reloads from config inside a session,
and it can invalidate the provider prompt cache because tool schemas
live in the system prompt [21][9]. That last sentence is the cost model.
Every tool schema you enable is paid for on the next uncached turn.

Catalog entries are not a community bazaar. They live under
optional-mcps/ in the hermes-agent repo. Presence there means a
Nous review merged a PR. They are disabled by default. Install only
what you want [21][16]. At install time Hermes probes the server, lists
tools, and presents a checklist. Pre-checked rows come from your
prior selection, or from the manifest’s tools.default enabled, or
from everything if neither applies. Some giant surfaces declare
tools.default excluded instead and skip the checklist, writing an
exclude list so new tools the server adds later still appear unless they
match the block. If you select everything, no filter is written. That is
the clean config shape and the dangerous default for a noisy server. If
the probe fails, install can still succeed with the manifest defaults. Re-
run hermes mcp configure when the server is actually reachable.

The trust model is not “Nous blessed it, therefore run it blind.”
Installing a catalog entry runs whatever the manifest specifies: clone,
bootstrap (pip install, npm install), then the server’s own code.
Read source:, install.bootstrap:, and transport.command:
before you hit Enter [21]. The picker prints the source URL. The web
dashboard’s MCP page shows transport, auth, endpoint or command,
and bootstrap. GitHub is deliberately not in the catalog: the hosted



GitHub MCP wants each client to bring its own OAuth app, and
Hermes’s bundled github/* skills driving the gh CLI are the more
capable integration on this freeze date [21]. If Desktop offers you
github-auth when gh is not signed in, that is the intended fork in the
road.

Two transports. Stdio servers are local subprocesses: command, args,
env. HTTP servers are remote URLs with optional headers. Hosted
servers often want auth: oauth. Hermes handles discovery, PKCE,
token exchange, and refresh. Tokens land in ~/ . hermes/mcp-tokens/
<server>. json with tight permissions. Headless and SSH flows exist
(paste-back, port forward, oauth.redirect _uri) because a loopback
callback cannot reach a laptop from a VM [21]. Do not paste those
tokens into this book, into a ticket, or into a screenshot of “it works.”
Same rule as TELEGRAM _BOT TOKEN: names in .env, never values in
prose.

Filtering is the skill. Per server you can enabled: false,
tools.include, tools.exclude, and you can turn off Hermes’s
utility wrappers for resources and prompts. Include is a whitelist.
Exclude is a blacklist. Globs exist. If you filter until nothing remains,
you do not have a clever empty server; you have a connection that
should have been disabled. Dynamic discovery and /reload-mcp will
not save you from a bad include list. They will reload the same
mistake faster.

Maya’s repair, composite. She ran hermes mcp list and found a
Linear server with every mutating tool enabled, plus a filesystem
server pointed at $HOME. She did not uninstall Linear. She ran hermes
mcp configure linear and kept find issues, get issue,
create_issue. She dropped anything that sounded like workspace
deletion. She pointed the filesystem server at a single project path. She
used hermes mcp test linear and asked a fresh session to name the
MCP tools it could see. The list was short. The next turn created one
issue. Input tokens stopped looking like a second rent.



Runtime behavior is where install stories go to die. Discovery happens
at startup. If a stdio server crashes, you do not get its tools; you get a
log line. If an HTTP server’s OAuth token is stale, you get a login
path, not a silent skip of security. Reloading is /reload-mcp or a new
session. Toolsets still gate what the agent may call; an MCP tool is not
exempt from the rest of Hermes’s tool policy just because it came
from npx [21][12]. Sampling and elicitation exist on the MCP feature
page for servers that support them. You do not need them to do the job
of this chapter. You need to know they are extra surface, and extra
surface is extra prompt.

Stdio environment filtering is a security layer, not a courtesy [9].
Hermes does not dump your entire environment into an MCP
subprocess. Config-level exposure control exists so a server sees the
variables it needs. If a server needs a token, put the token in .env and
reference it. If you paste a GitHub PAT into config.yaml and commit
the file, you did not “configure MCP.” You published a credential.
Catalog ${ENV_VAR} substitution is resolved at connect time from the
environment, including .env. Cursor-style ${userHome} and $
{workspaceFolder} exist too. ${INSTALL DIR} is install-time, not
runtime. Mixing those up produces a server that runs from the wrong
directory and looks like an MCP bug.

Hermes can also run as an MCP server (hermes mcp serve) so
another client can talk to Hermes’s session store. That direction is
stdio-only on this freeze, text-only sends, and it is not the default way
to “add MCP.” Most operators need the client side. If you turn Hermes
into a server because a blog post said MCP is bidirectional, measure
whether anyone is actually connecting. A server nobody calls is still a
process.

Plugins deserve a slower pass than “drop a folder.” plugin.yaml is
the manifest. register(ctx) is the contract. The model-facing
description belongs in the tool schema. Project-local plugins are off
because a cloned repo that ships .hermes/plugins/ would otherwise
execute someone else’s Python in your agent [16].

HERMES ENABLE_PROJECT PLUGINS=true is a trust decision, like



HERMES ACCEPT_HOOKS. Install from git with hermes plugins
install owner/repo. Pin an immutable full commit if you want
reproducibility; tags and short SHAs are not accepted on that path.
hermes plugins update refuses to move a pinned plugin. After
install you are asked whether to enable, default no. - -enable is for
scripts that already decided. Install-time scanning exists; it is not a
substitute for reading the code. Capabilities and consent on Desktop
one-click links still land in the same plugins.enabled list. A pretty
button is not a different security model.

When a plugin needs to call MCP, ctx.call _mcp uses Hermes’s
existing client: same connections, trust tiers, circuit breaker. Results
over a size cap are truncated. Timeouts are clamped. Granting
mcp_allowlist gives the plugin the same access the model has to that
server, including write tools. Grant one server, not a feeling of
convenience.

ACP working directory and session behavior follow the host. The
editor’s folder is the workspace. Do not set

HERMES ACP_SKIP CONFIGURED MCP in your own .env; that variable
is for a host that will pass MCP servers through session/new and
does not want Hermes to start every global server before JSON-RPC
[1]. If you set it by hand, you will debug missing tools that you did not
miss. hermes acp --setup is first-run auth for clients that can open a
terminal. Browser bootstrap is optional and large. Skip it until an
editor task actually needs a browser.

The proxy’s architecture is a mint-and-forward. No transformation.
hermes proxy start --host 0.0.0.0 --port 8645 is how you
donate quota to the cafe Wi-Fi. hermes proxy status showing
credentials need attention means re-run hermes portal or the
xAlI login, not “restart until it works.” If you wanted Open WebUI to
have terminal tools, you wanted the API server and an

API SERVER KEY you rotate. If you wanted Open WebUTI to
summarize bookmarks with the same Portal model Hermes uses, the
proxy is the right dumb pipe. Write the client’s API key field as a
dummy. Never copy auth. json into the other app.



A second composite, Jordan again. Jordan added every catalog entry
that sounded like work: Linear, Sentry, Notion, Stripe. The session
started slower. The model called l1ist * on the wrong server twice.
Jordan’s “fix” was a bigger model. The bill grew. The include lists
stayed empty. The actual fix was uninstalling three entries and
configuring two. Skills plus gh replaced a GitHub MCP they did not
need. Stripe kept an exclude on refund and delete. Notion kept read
tools. Linear kept three. That is an afternoon. It is cheaper than a
month of confused tool calls.

Monday is still one socket. People who enable MCP, plugins, ACP,
and the proxy in one evening recreate Maya’s red meter. Sequence:
filter or add one MCP server, or convert one core hack into a plugin,
or confirm ACP checks, or start the proxy on loopback. One. Then
look at Desktop’s context breakdown if you have Desktop: system
prompt, tools, MCP, skills [13]. If MCP is the slice that grew, you are
not done.

Plugins are the path when MCP is the wrong shape: you need a hook,
a slash command, a CLI subcommand, a bundled skill, or a tool that is
yours. Drop a directory in ~/.hermes/plugins/my-plugin/ with
plugin.yaml and a register(ctx) in _init .py. Tools appear
beside builtins once the plugin is enabled. Discovery also looks at
bundled plugins, project-local .hermes/plugins/ (off unless

HERMES ENABLE PROJECT PLUGINS=true), pip entry points, and Nix
extras. User plugins override bundled names [16]. General plugins and
user-installed backends are disabled by default. Discovery finds them
so they show up in hermes plugins and /plugins, but hooks and
tools do not load until the name is in plugins.enabled [12]. hermes
plugins enable <name> is consent. Editing core tools/ in the
checkout is how you lose the next hermes update. Prefer the plugin
directory. Prefer not to maintain a private fork of the agent for one
function.

What plugins can do is wide enough that this chapter will not reprint
the developer table. Tools, hooks, slash commands, CL.I commands,
skills namespaced as plugin:skill, platform adapters, image-gen



backends, memory providers, context engines, model providers.
Memory providers and context engines are exclusive: one active at a
time. Model providers are many, pick one per session. Platform
plugins for shipped gateways load so the channel exists; the channel
still turns on via gateway.platforms.<name>.enabled [6]. A plugin
has no MCP access by default. You grant
plugins.entries.<name>.mcp_allowlist per server, no wildcards.
Treat MCP results as data, not instructions [21][9]. That sentence is
the same threat model as context-file scanning. Untrusted text does not
become policy because it arrived through a tool.

ACP is how VS Code, Zed, JetBrains, and Buzz talk to Hermes over
stdio. The editor renders chat, tool activity, diffs, terminal, approvals,
streamed chunks. Hermes keeps the identity you just cleaned, the
providers in .env and config.yaml, the skills, the memory, the state
database. Install the extra from the checkout: cd ~/.hermes/hermes-
agent && uv pip install -e '.[acp]'.Then hermes acp or
hermes-acp. Logs go to stderr so stdout stays JSON-RPC. hermes
acp --check is the non-interactive heartbeat. The curated hermes -
acp toolset includes file tools, terminal, process, web/browser,
memory, todo, session search, skills, execute code, delegate task,
vision. It excludes messaging delivery and cron management because
those do not fit an editor thread. Browser tools need a separate
hermes acp --setup-browser if you want them; that bootstrap is not
the Python wheel [1][16].

Host setup is a command plus args. VS Code’s ACP Client can pick
Hermes from a list or you set command: hermes, args: ["acp"].Zed
takes a custom agent servers block with the same pair. JetBrains
needs an ACP-compatible plugin pointed at the same launcher.
Credentials are not a second config. If ACP starts and complains, run
hermes model or hermes acp --setup. Approvals in the editor map
onto Hermes: allow once, allow session, allow always (permanent
allowlist), deny. allow_session dies with the ACP session.

allow always is the same kind of forever as clicking Always in the
CLI [9]. Buzz’s headless bridge can auto-answer permission requests;



official docs warn that a Hermes agent in Buzz with terminal access
can run shell without a prompt you see. Leave “who can talk to this
agent” on owner-only. That is not theater. That is a host that
swallowed your approval Ul

hermes proxy is the remaining socket, and it is not the API server.
The API server is Hermes as a chat backend: full toolset, memory,
skills, an AIAgent on the server host. The subscription proxy is raw
model inference. It attaches OAuth credentials (refreshing them) so
Open WebU]I, Karakeep, OpenViking, or anything that speaks OpenAl
chat completions can use your Portal or xAI login without copying a
long-lived key into that app’s .env. Quick start on this freeze: log in
with hermes portal (refresh token in ~/.hermes/auth.json), then
hermes proxy start. Itlistens on http://127.0.0.1:8645/v1 by
default. The client may send any bearer; the proxy ignores it and
attaches the real one. hermes proxy providers lists shipped
adapters: nous and xai. hermes proxy status tells you whether the
bearer is ready or you need to log in again. Allowed paths for Portal
are chat completions, legacy completions, embeddings, models. Image
and audio paths 404 on purpose so a confused client does not spray the
upstream [12][1].

Do not expose the proxy on 0.0.0.0 unless you understand the
warning in the official page: the proxy has no auth of its own. Anyone
on that network uses your subscription. Bind localhost. Use a firewall
or a reverse proxy with real auth if you go further. Rate limits are your
Portal tier’s RPM/TPM across the whole proxy. No pooling, no fan-
out. This is a credential-attaching pass-through. No agent loop. No
body logging in the architecture description. If you wanted tools, you
wanted the API server or ACP or the CLI.

A table earns its keep here. Look at the job, not the logo.

Job Use

External tools that already speak

Native MCP client, then filter
MCP



Job Use

Code you maintain next to ~/ .hermes/plugins/, then
Hermes enable
Editor owns the chat Ul hermes acp

Another app needs the model, not

hermes prox
the agent proxy

Another app needs the agent with

to0ls API server (not this proxy)

You are about to edit tools/ in
core

Stop. Write a plugin

Maya’s Monday, still composite. She uninstalled nothing on impulse.
She listed MCP servers. She configured one include list. She moved a
private helper from a patched checkout file into ~/.hermes/plugins/
invoice-fmt/, ran hermes plugins enable invoice-fmt, and
confirmed the tool with a one-line chat. She did not enable project
plugins on a repo she did not trust. She ran hermes acp --check once
so the editor path was a known quantity, even if she lives in Desktop.
She did not start hermes proxy start --host 0.0.0.0. She pointed
nothing at the proxy until she had hermes proxy status saying
ready on loopback.

Misconceptions cluster. “MCP is just plugins.” No. MCP is a protocol
to someone else’s process. A plugin is your process in Hermes’s
registry. “More tools mean a smarter agent.” No. More tools mean a
larger system prompt and a more confused router. Cloudflare-scale
surfaces are why exclude lists and default_enabled exist [21]. “ACP is
a second Hermes.” No. It is a transport. Same home, same soul, same
.env. “The proxy is a safer API server.” Opposite. The proxy is
dumber and, if bound on a LAN, easier to steal as a subscription.
“YOLO will hide the MCP keys in tool output.” YOLO bypasses
dangerous-command approval. Secret redaction is a different switch,
on by default, and YOLO does not turn it off [9]. Keep
security.redact secrets on. Do not paste



GITHUB PERSONAL ACCESS TOKEN into config.yaml examples you
commit. Use ${ENV_VAR} substitution from .env [12][21].

Troubleshooting by symptom, because the feature page’s list is the
right one. Server configured but nothing loads: Node or npx missing,
command path wrong, cwd on WSL pointing at /home while the
command is cmd . exe. Tools missing: include list too tight, probe
failed at install and wrote defaults, /reload-mcp not run after edit.
Fewer tools than the server advertises: that is filtering working, or
utility wrappers off because the session does not support resources and
prompts. Remove without deleting config: enabled: false. hermes
mcp test failing with OAuth: complete login, including paste-back on
remote hosts. Figma’s hosted MCP allowlists client names; Hermes
sets a compatible oauth.client name for that host so install is not a
secret handshake you have to memorize [21]. Google Drive-class
servers that list tools without auth but never mint a token will look
successful at hermes mcp login and time out on real calls; the
official fix is your own OAuth client in config, not retries.

hermes mcp add is the everyday CLI for a one-off server. Name,
command, args. Then test. Then a session. Then an include list if the
tool dump is loud. Catalog install is for Nous-reviewed entries. Both
end in the same mcp_servers block. There is no third place of truth. If
Desktop’s composer offers an “Add server” pill because a manifest
declared suggest: keywords, it is advisory. Install still goes through
catalog or config. Treat pills as reminders, not as consent.

The analogy is a toolbelt with labeled pouches versus dumping the
hardware store on the floor. It lies if you think a small belt cannot still
hold a saw. A three-tool GitHub include list can still create issues in a
real org. Filters reduce confusion and some blast radius. They are not a
sandbox. Isolated terminal backends and allowlists are sandboxes.
MCP stdio still runs as you. HTTP MCP still uses your OAuth.
Plugins still run Python in the agent process. Treat enablement as
hiring.



Why this matters in money and time: tool schemas are billed, /
reload-mcp busts prompt cache, a LAN proxy donates quota, and a
core fork costs you every update. The skill is to add one socket,
measure the prompt, and stop.

Apply it before you add the second catalog entry. hermes mcp list.
hermes mcp test on anything enabled. Open config.yaml and read
mcp_servers.<name>.tools. If there is no include or exclude on a
noisy server, you have not finished install. Run hermes plugins and
disable names you do not remember enabling. If you need an IDE,
hermes acp --check. If you need a model in another local app,
hermes proxy start on 127.0.0.1 and a fake client key you will
never treat as secret, because it is not the secret.

Live docs win if this freeze and the site disagree [1]. MCP behavior
cited from the MCP feature page and the use-MCP guide [21].
Configuration and .env routing [12]. Security layers including MCP
credential filtering and redaction [9]. Source tree including optional-
mcps/ [16]. Desktop’s meter is how you notice the bloat [13].

The next chapter is not another socket. It is hands. Browser, computer
use, vision, image generation, speech. Those tools spend money and
they click things. A filtered MCP list does not save you if the agent is
driving a desktop session in YOLO with your banking profile open.
Identity, then toolbelt, then the world. That is the order. Keep it.



Chapter 11. Hands on the world

The overlay cursor slid across a browser window Maya was not
looking at. She was typing in another app. Hermes was in the
background, which is the point of computer use on this product: the
real OS cursor does not warp, focus does not steal, Spaces do not
switch [26]. The session was /yolo because she was “just testing.”
The page in the capture was a logged-in settings screen. The next
suggested action was a click on a field that was not a search box. She
hit stop. YOLO had not turned off secret redaction in logs [9]. YOLO
had turned off the pause that would have made her read the click.
Hands on the world are not a demo reel. They are a bill and a consent
problem.

This chapter is the cluster of tools that leave the repo and touch pixels,
speakers, and cameras: browser automation, computer use via cua-
driver, vision, image generation, text-to-speech, speech-to-text. They
share three properties. They cost more than a read_file. They can
leak more than a read_file. They do not become safe because the
soul is clean and the MCP list is short. Approvals, redaction, and “do
not drive the password dialog” are the discipline. Official computer-
use safety is explicit: never click password or permission or payment
UI,; stop and ask; do not follow instructions embedded in screenshots
[26][9]. Write that on the wall before you enable the toolset.

Browser is the usual first hand. Hermes can navigate, click, type,
extract. Default browser mode on this freeze, when the Browser Use
CLI is runnable, is a single browser exec tool that writes and runs
Python against a browser backend. If that CLI cannot run, Hermes
falls back to built-in browser tools. Cloud providers (Nous
subscription via Tool Gateway, Browser Use cloud, Browserbase,
Firecrawl, Camofox) are selected through hermes tools, not by
sprinkling extra keys and hoping autodetection wins after you already
picked [12]. Credentials still live in . env. Hybrid routing is on by
default when a cloud provider is configured: public URLs go to the
cloud, private and localhost URLs spawn a local Chromium sidecar so



you can screenshot http://localhost:3000 without sending your
LAN to a vendor. Disable that only if you understand you will either
block private URLSs or send them to a cloud that cannot reach them.

Real-profile browsing is the tempting switch. Default local browsing
is a throwaway profile, logged into nothing.

browser.use real profile: true copies the active desktop profile
into ~/.hermes/browser-profile/ and drives the snapshot. Your
live profile is not opened directly. Auth files re-sync on a fresh
session. Turning the toggle off deletes the snapshot store [12]. That is
still your cookies in a directory the agent can use. Do not enable it as a
convenience for “the agent should see Gmail” unless you accept that
Gmail is now in the tool loop. Computer use has a related fence: in
ordinary approval modes, cua-driver refuses existing profile
unless a certified protected host is available; Hermes does not claim
one today. YOLO maps to a private unrestricted cua daemon for that
session only [26]. The daemon dies when YOLO dies. It does not
bless the next chat.

Computer use is the native-app hand. The computer_use toolset
speaks MCP over stdio to cua-driver. macOS uses AX, Windows
UlAutomation, Linux AT-SPI. Input is pid-scoped or equivalent so the
real cursor stays put [26]. The installer pre-installs this path unless you
passed - -skip-computer-use (or equivalent skip) at install time; if
you skipped it, hermes computer-use install or hermes tools
toward Computer Use fetches the upstream installer. Then grant
Accessibility and Screen Recording on macOS, a display server on
Linux, and on Windows remember Session 0 versus an interactive
session if you are on SSH. hermes computer-use doctor is the first
triage: it prints a per-check matrix and an exit code. Exit 0 is ok. Exit
1 is degraded or failed. Exit 2 means the binary is not reachable. Read
the hint on the failing row instead of clicking harder.

Enable the toolset with hermes -t computer use chat or by adding
computer use to enabled toolsets in config.yaml [12][26]. Capture
with mode=som to get numbered overlays; click by element index, not
by guessed pixels. Re-capture after state changes. Background



delivery is the default. Foreground delivery is an escalation with its
own approval. If clicks never land, doctor, not more YOLO.

Token efficiency is why SOM exists. A raw screenshot of a 4K
desktop is an expensive image. A numbered overlay plus an
accessibility tree lets a tool-capable model click 14 instead of
describing a button. Official computer-use docs call this out because
vision tokens add up faster than people expect [26]. Concurrent
Hermes runs get their own cua session ids and their own overlay
cursors so two subagents do not share a pointer. You can tune the
overlay; you cannot tune away a bad click. Provider compatibility is
broad: Claude, GPT, Gemini, OpenRouter vision models, open models
on an OpenAl-compatible endpoint. There is no Anthropic-only
schema required. A local model without vision will have a bad time
clicking pixels. Pair computer use with a vision-capable main model
or accept that you are guessing.

Linux specifics that eat evenings: DISPLAY for X11,

XDG_SESSION TYPE=wayland, XWayland for capture on Wayland, AT-
SPI on. If doctor says ax_capability failed, install the desktop
accessibility stack before you write a novel in GitHub issues.
Windows SSH is Session 0 versus the interactive desktop; cua’s
Windows SSH guide is the pointer, not a Hermes-specific rewrite [26].
macOS TCC is the usual Accessibility plus Screen Recording grant to
the terminal or to Hermes.app. hermes computer-use doctor
naming bundle identity means the binary is not running in the app
bundle TCC expects. Follow the hint. Do not disable SIP because an
agent could not click Mail.

The cua-driver skill pack is optional depth. cua-driver skills
install symlinks platform deep dives (MACOS, WINDOWS,
LINUX, RECORDING, WEB_APPS, TESTS). Hermes autodetection
of that pack is described as planned, not done, on this freeze. Until
then you point the harness at ~/.cua-driver/skills/cua-driver if
you need the deep dive. The Hermes-side skill remains the action
vocabulary the agent loads: capture, click, type, key, drag, scroll,



set_value, wait, list_apps, list_windows. set_value is for dropdowns
and sliders so you do not open a native menu and steal focus. Use it.

Browser dialog policy is a small config with outsized stalls.
must_respond waits for browser_dialog() and safety-dismisses
after a timeout so a buggy agent cannot hang forever. auto dismiss
and auto_accept are for noisy pages. Frame trees are capped.
Snapshot thresholds exist so a huge page does not become a million-
token accessibility dump; web _extract remains the cheaper read for
mostly-static articles [12]. Headed mode is a visible window. It is not
a second approval layer. Inactivity timeout reaps idle sessions. Session
recording is opt-in evidence. If you record, you stored the session.
Treat the directory like logs.

STT provider choice is a cost knob you can actually feel. Local faster-
whisper is free after the model download and it stays on the machine.
Groq, OpenAl, Mistral are network calls with vendor bills and vendor
retention policies. Gateway voice notes will otherwise hit whichever
stt.provider you set for every “quick audio.” Set local for a week. If
transcripts are unusable, switch one provider, not all of them. TTS
similarly: Edge until you have a reason. Piper and KittenTTS are local
if Edge’s quality or language set is wrong. Do not start with
ElevenLabs because a demo sounded nice. Character caps and
chunking mean a long Telegram essay becomes several audio clips.
That is expected.

Image generation Monday mistakes: picking Recraft because the table
said “production-ready,” generating six variants, then upscaling.
Upscale is gated; flux-2-pro may upscale, fast models should not or
they lose the point [1]. Aspect ratios from the agent are landscape,
square, portrait; backends fill native sizes. Parallel requests are capped
by image gen.max_parallel requests and the global tool-worker
limit. A loop of “make another” is how a cheap model becomes a line
item. Say how many images you want in the prompt. Then stop.

Safety again, because this chapter is where people get hurt. Tirith can
scan terminal commands; it does not scan a GUI click [9]. Website



blocklists and SSRF guards apply to fetches and some browser paths;
they do not make a real-profile Gmail session “internal only.” YOLO
plus computer use plus a mail client is the combination the docs warn
about with disposable VMs. If you cannot afford a disposable VM,
you cannot afford YOLO on this toolset. Secret redaction will still try
to scrub keys in tool output. A password typed into a web form is not a
key pattern in a log line after it has been submitted. The order of
operations is: approvals on, real profiles off, YOLO off, doctor green,
one app, one task, capture_after to verify, then you may consider
loosening.

Maya’s Stripe email example still stands. Add a measurement: she
watched the context meter during SOM captures. One capture was
fine. Five captures of the same inbox without clicking would have
been waste. She used capture _after=true on the keypress that
submitted search so she did not pay for an extra round trip plus a stale
screenshot. That is craft, not a feature flag.

Vision is how images enter the loop. Paste from clipboard in CLI (/
paste when the terminal eats Ctrl+V), drag-and-drop on Desktop,
photos on Telegram and Discord [13][6]. Images save under

~/ .hermes/images/ as PNG. If the main model is vision-capable,
pixels go to the model. If the main model is text-only,

vision analyze asks an auxiliary vision model and injects a
description [12]. You do not configure that routing per message;
Hermes looks up capabilities. Auxiliary vision is in
auxiliary.vision. SSH sessions cannot read your laptop clipboard.
Upload a file, pass a URL, or send the image through a messaging
platform. Do not invent a magic /attach if your build does not have
it.

Image generation is a separate spend. Hermes talks to FAL-backed
models (and other registered backends) through image generate.
Portal subscribers can use Tool Gateway without a FAL key; otherwise
FAL KEY lives in .env. Pick the model with hermes tools. Prices
move; the official table at freeze lists Klein 9B as a fast default and
Recraft or Nano Banana Pro as expensive [1]. Do not treat those dollar



figures as eternal. Check the vendor. Batch parallelism is capped.
Editing existing images works only on backends that say they edit.
Codex-hosted image tools can refuse to fire; if you need deterministic
generation, use a configured OpenAl, FAL, or xAl path, not wishful
hosted tools.

TTS default is Edge: good enough, free, no key [12]. Telegram wants
Opus/OGG for a voice bubble; without ffmpeg you still get an audio
file. Paid providers exist (OpenAl, ElevenLabs, Mistral, Gemini, XAlI,
MiniMax, DeeplInfra) and local ones (NeuTTS, KittenTTS, Piper).
Character caps are real; Hermes chunks long replies rather than
silently truncating. STT for incoming voice: local faster-whisper, groq,
openai, mistral, plus others on the voice page. Local is the cost
control. Cloud is the latency and accuracy bet. Voice messages on
Telegram are the test: send one, read the transcript, then decide
whether every group voice note should hit a paid endpoint.

Cost and approval are one topic. Browser sessions, computer-use
captures, image gen, and cloud TTS all leave the flat “one
completion” mental model. Smart approval is not consent for cua
unrestricted mode; official mapping keeps smart on cua standard
[26]. Cron hitting a dangerous command defaults to deny [9]. A
gateway session with YOLO on is a remote hand with no pause.
Secret redaction still tries to scrub keys from tool output and logs. It
will not unsay a password you typed into a page. It will not unclick
Pay. The hardline blocklist still refuses rm -rf / regardless of YOLO
[9]. That list is not a computer-use policy. Computer-use policy is you,
the overlay cursor, and the rule about password dialogs.

Worked example, composite. Maya needed a summary of a Stripe
email she could see in Mail. She did not YOLO. She ran hermes
computer-use doctor until Accessibility was green. She started a
session with computer use enabled and approvals on. The agent
captured Mail with SOM, clicked search by index, typed
from:stripe, captured again, opened the thread, summarized. Her
cursor stayed in the editor. Mail never came to front. She then asked
for a screenshot of localhost:3000 while Browserbase was her cloud



provider; hybrid routing used the local sidecar. She did not turn on
real-profile browsing. She generated one diagram with the cheap
default image model, not the studio tier. She sent the summary as text,
not as ElevenLabs audio, because Edge would have been enough and
she did not need a bubble.

A second composite, the failure. Ravi enabled computer use, YOLO,
and real Chrome profile in the same afternoon, then asked the agent to
“handle that invoice.” The agent followed a page that included a pay
button. Ravi had no approval prompt. Redaction did not help. He
revoked the session, turned YOLO off, and wrote approvals.mode:
manual back. He also set a user deny rule for a command pattern he
never wanted, which still would not have blocked a GUI click. GUI
clicks are not shell. That is the misconception that hurts.

Clipboard and paste deserve a full beat because they fail in ways that
look like model failure. On macOS, Hermes can use osascript;
pngpaste is optional speed. On Linux X11 you need xclip; on
Wayland, wl-clipboard. WSL2 uses powershell.exe and needs no extra
package. SSH cannot see your laptop clipboard, period. Operators
paste an image, see nothing, and conclude vision is broken. Vision is
fine. The terminal never received bytes. /paste is the explicit
fallback. Desktop drag-and-drop bypasses the terminal entirely [13].
Messaging photo upload bypasses it too [6]. Pick the surface that can
actually carry an image before you change auxiliary.vision.

Computer-use limitations the docs own: some Ul is not in the
accessibility tree (canvas games, certain custom widgets). Overlay
cursors can lag. Wayland without XWayland is a capture problem.
Protected OS dialogs should be left alone. If the agent reports “click
landed on the wrong element,” recapture SOM and click by the new
index; do not keep sending the old number. 1ist windows when the
app name is ambiguous. app= to scope a capture so you are not
numbering the entire desktop. app=screen is a full-screen grab
without clickable elements; do not try to click it. These are
operational, not trivia.



Browser versus computer use versus web_extract versus web _search
is a decision, not a stack to enable all at once. Search finds URLs.
Extract reads static-ish pages cheaply. Browser deals with JavaScript
and login walls you accepted. Computer use deals with native apps
and with browsers you refuse to automate through CDP. If
web_extract would do, do not open Chromium. If the built-in
browser would do, do not drive Mail.app. Each step up costs tokens
and risk. Write the decision in the prompt: “use web_extract unless the
page is behind a button.” The model will still try the fancier tool
sometimes. Your enabled toolsets are the real decision.

Voice mode in CLI is not the same as gateway TTS. CLI microphone,
messaging spoken replies, Discord voice channels: see the voice-mode
pages when you need them. This chapter only needs you to know
Edge is the default speaker, local whisper is the default cheap ear if
you set it, and every cloud STT/TTS call is a vendor. /voice in
messaging toggles behavior. Do not leave voice-on in a group that did
not ask for audio.

A third composite. Sam wanted “the agent to use my logged-in
Chrome on Windows from Hermes in WSL.” /browser connect was
awkward. Official MCP guidance: hermes mcp add chrome-
devtools-win --command cmd.exe --args /c npx -y chrome-
devtools-mcp@latest --autoConnect --no-usage-statistics,
then hermes mcp test, then /reload-mcp [21]. Start Hermes from a
Windows-mounted path to avoid UNC cwd warnings. This is still your
real Chrome. Filter the MCP tools. Do not combine it with YOLO and
computer use on the same afternoon as Ravi.

Monday remains one hand. People who run doctor, real profile, image
gen, and ElevenLabs in one hour recreate the invoice story. Sequence
beats enthusiasm. Doctor or a single browser snapshot. Then stop and
look at the bill, the log, and whether an approval fired. If nothing
asked you to approve, and you were not in a container, ask why. Smart
mode may have auto-approved a low-risk shell command. It should
not have auto-approved a pay button. If it did, you were in the wrong
mode.



Other misconceptions. Browser use is not computer use. Browser talks
to a browser. Computer use talks to native UI. /browser connect
from WSL to Windows Chrome is a known awkward path; MCP
chrome-devtools-mcp via cmd. exe is the documented bridge when
you insist on the Windows profile [21]. Headed browser is for
watching, not for safety. Session recording writes WebM under

~/ .hermes/browser recordings/ if you enable it; that is evidence
and it is also data at rest. Vision on a text-only model is a description,
not sight. Image gen will not “just use DALL-E” unless that backend
is what you configured. Edge TTS is not a personality overlay; it is a
speaker.

The analogy is a forklift in a warehouse. Background computer use is
a forklift that does not run you over while you walk. The analogy lies
if you think the forklift cannot still punch a hole in the wall. No-
foreground is a courtesy to the operator, not a permission boundary.

Monday, one hand only. If you skipped computer use at install, decide
whether you need it. If you need it, hermes computer-use install
and hermes computer-use doctor until exit 0. If you do not, leave it
off. Then run one browser task with cloud or local, approvals on, no
real profile, no YOLO: “open example.com, snapshot, tell me the
heading.” Count whether you got a heading or a login wall. Then send
one short TTS line with Edge. Then stop. Do not enable the whole
cluster in one sitting.

Permission modes, restated without the table. Manual and smart
Hermes approvals map to cua standard. YOLO, /yolo, and
approvals.mode: off map to a private unrestricted cua daemon for
that session. Smart is still standard because an LLM classifying risk is
not a human at the protected boundary [26]. Turning YOLO off ends
that daemon. It does not change a machine-wide cua mode.
existing profile stays refused on standard. That is why “just this
once, use my Chrome” and YOLO travel together, and why they
should not.



Install skip is a one-time fork. The official installer pre-installs
computer use unless you pass - -skip-computer-use. If you skipped
it to keep a headless box lean, you were right. If you skipped it
because the flag sounded faster and you are now on a laptop with Mail
and a mouse, install it when you need it, not because a chapter listed
the tool. Headless servers should not grow a GUI driver “for
completeness.” Completeness is how Ravi paid an invoice.

Why it matters: captures are tokens, FAL is money, a GUI click is
irreversible in a way patch is not, and YOLO plus a logged-in profile
is a remote employee with your cookie jar. Measure by doctor output,
by the context meter after a SOM capture, and by whether you were
asked to approve anything.

Freeze 2026-08-30. Computer use [26]. Security, YOLO, redaction,
hardline blocklist [9]. Configuration for browser, TTS, STT, auxiliary
vision [12]. Desktop as a surface that shares the same tools [13]. MCP
only as the WSL Chrome bridge [21]. Docs home [1]. Source [16]. No
keys in this chapter. No payment call to action. If Portal is how you
pay for browser or image gen, the official setup command is hermes
setup --portal; this book will not sell it.

Hands without a network are still local. The moment you want the
same agent in Telegram, Discord, or Slack, you need the gateway: one
process, many platforms, pairing instead of an open bot, a home
channel so cron has somewhere to speak. That is chapter 12. Put the
forklift away before you hand the keys through a chat app.

If you do nothing else after this chapter, write three lines in a note you
will actually see: YOLO off for GUI work; real browser profiles off
unless the session is disposable; doctor green before the first click.
Those three lines are the whole craft. The rest is vendors and flags.

Auxiliary vision configuration is the last knob worth turning this
week. If your main model already sees pixels, you will rarely notice
auxiliary.vision. If you live on a text-only coder model, every
screenshot and every Telegram photo becomes an extra call. Set that



auxiliary to a cheap vision model you actually have credentials for, or
you will debug “the image was ignored” while the tool returned a
timeout. Desktop’s context popover will show the image tokens when
the main model is multimodal and the description tokens when it is
not [13][12]. Look once. Then go back to work with fewer pictures in
the prompt.



Chapter 12. Gateway and the twenty
platforms

The first message on the new Telegram bot was not Maya’s. She had
written the bot token into . env, started hermes gateway in a terminal,
and gone to make coffee. Default deny is the product’s safe default:
users who are not allowlisted or paired via DM do not get through [6]
[9]. She had set GATEWAY ALLOW ALL USERS=true because the wizard
felt slow. Someone in a public group she had added the bot to asked it
to show its environment. The agent was the same agent as the CLI,
with terminal tools, with whatever MCP she had enabled in chapter
10, with computer use sitting on the machine if the toolset was on.
Pairing exists so you never have to learn that lesson on a live token.
This chapter is the network: one background process, twenty-plus chat
platforms, a home channel, a delivery ledger that is honest about at-
least-once, and the Linux and WSL facts that decide whether the
process is still there after logout.

Telegram, Discord, and Slack teach the rest. If you can pair, allowlist,
/sethome, and survive a restart on those three, Matrix and WhatsApp
are the same shape with different env names [6]. Do not start by
enabling ten platforms. Start with one DM, one allowlisted user, one
home channel. The comparison table in the messaging docs is a
capability matrix (voice, images, files, threads, reactions, typing,
streaming), not a shopping list. Voice on Telegram is not voice on
SMS. Streaming on Discord is not streaming on email. Read the row
for the platform you will actually live in.

The gateway is a single process that connects configured platforms,
handles sessions, ticks cron every 60 seconds, and delivers voice.
Commands you care about: hermes gateway setup (interactive),
hermes gateway or hermes gateway run (foreground), hermes
gateway install (user service on Linux, launchd on macOS), sudo
hermes gateway install --system (Linux boot-time system unit),
hermes gateway start|stop|status [6]. On a headless VM, a user



service plus lingering is the path that avoids root for every restart:
hermes gateway install then sudo loginctl enable-linger
$USER. Without linger, the user service dies at logout and does not start
at boot. WSL2 user services need systemd actually running: [boot]
systemd=true in /etc/wsl.conf, then wsl --shutdown from
Windows, then systemctl is-system-running should not be a
blank stare [6]. If systemd in WSL is a lost cause on your build,
official FAQ still offers hermes gateway run in tmux. Do not fight
that with a cargo-cult unit file.

/sethome in a chat marks that chat as the home channel. Cron and
other deliveries that need a default destination use it. If you never set
home, overnight jobs have nowhere obvious to speak, or they speak
somewhere you are not looking. Set it in a DM you control, not in a
busy group, until you know how noisy progress bubbles are.

Authorization is the first layer of the security model [9]. Default deny.
Platform allowlists (TELEGRAM ALLOWED USERS,

DISCORD ALLOWED USERS, and peers) or DM pairing. Pairing:
unknown users who DM the bot receive a one-time code; you run
hermes pairing approve telegram XKGH5N7P. hermes pairing
list and hermes pairing revoke exist. Codes expire in an hour, are
rate-limited, and use cryptographic randomness [6]. Email is the
exception: unknown senders are ignored unless email pairing is
explicitly enabled. GATEWAY ALLOW ALL USERS=true is documented
and not recommended for a bot with terminal access. Admins versus
regular users matter for slash commands like /sessions all. Regular
users see their own origin.

Do not paste tokens. Not in this book, not in a screenshot of
config.yaml, not in a Discord help channel. The name is
TELEGRAM BOT TOKEN in .env. The value is something BotFather
showed you once. If it leaks, /revoke in BotFather and write a new
name-value pair. The same discipline applies to Discord and Slack
secrets. hermes gateway setup will ask and write the file. You do
not need to prove to a human that you can see a token.



Sessions in the gateway persist until you /reset or compression kicks
in. Default is no idle auto-reset; you can opt into session_reset idle,
daily, or both [6]. /model in a gateway chat survives restarts for that
session; /new clears it; - -global writes config.yaml. Delivery
reliability: final responses go through a durable delivery ledger in
state.db. If the gateway dies between producing a reply and the
platform confirming, the next boot redelivers. Semantics are at-least-
once. A send that never started is replayed as-is. A send that might
have completed is replayed with a visible recovered-reply prefix so
duplicates are labeled. Bounded: 3 attempts, 24-hour freshness, then
abandon; delivered rows prune after 7 days. Disable with
gateway.delivery ledger: false if you prefer silent loss. Prefer
the ledger.

Group chats need silence. If the agent’s final response is exactly
[SILENT], SILENT, NO_REPLY, or NO REPLY (whitespace and case
normalized), the gateway suppresses outbound delivery and still stores
the turn so the transcript alternates [6]. A sentence that merely
mentions the token is delivered. Failed turns still surface as errors.
This is how a bot in a group avoids talking over humans when nothing
changed. Telegram privacy mode is the other group lesson: with
privacy on, the bot sees commands, replies to itself, and service
messages. Turn privacy off in BotFather or promote the bot to admin,
then remove and re-add the bot so Telegram drops the cached privacy
state. require_mention plus

observe unmentioned group messages is the “see but do not reply
unless triggered” pattern. Chapter 14 will go further into Bot Mode
rooms. This chapter only needs you not to dump a terminal-capable
bot into a public group with allow-all.

Intentional platform differences you will hit on week one. Telegram:
BotFather, numeric user ids, privacy mode, voice bubbles if ffmpeg
exists. Discord: guild intents, channel ids in channel overrides,
reactions. Slack: workspace install, thread semantics, socket versus
events. The rest copy that triangle. Microsoft Teams, Matrix, Signal,
WhatsApp, email, SMS, Feishu, WeCom, IRC, ntfy: each has a setup



page under messaging. You do not need them to master the gateway.
You need to know the process is one, the allowlist is per platform, and
a second profile needs a second token because two gateways sharing a
Telegram token will refuse to start [6][4].

Service facts that waste weekends. Linux system units need root to
restart; hermes update as a non-root user will try passwordless sudo
and otherwise print the systemctl command rather than hang on a
password. Optional gateway.systemd watchdog seconds makes the
unit Type=notify so a wedged asyncio loop gets restarted; regenerate
with hermes gateway install --force. macOS uses launchd.
Native Windows can run the gateway; WSL data is not
%LOCALAPPDATA%\hermes. Pick one home and stay there. For
webhooks from cloud providers, official WSL guidance is tunnels
rather than fighting port forward, but webhooks are a later chapter.
Here, long polling on Telegram is enough.

Chat commands inside messaging are the same family as CLI slash
commands: /new, /model, /personality, /approve, /deny, /
sethome, /stop, /help, and the rest of the table on the messaging
page [6]. /whoami shows your slash access on that scope. Exec
approval in a chat is yes/no text or native buttons on Telegram,
Discord, Slack. An approval timeout fail-closes to deny [9]. YOLO is
available in gateway sessions. Do not YOLO a public bot.

Busy-input modes matter once the bot is actually used. The gateway
can queue, interrupt, or steer while a turn is running. If you mash
messages, you either stack work, cut the current turn, or inject a steer.
Pick the mode on purpose. Clarify questions can be multi-select on
platforms that render buttons. Tool progress can be chat bubbles or a
log file (log mode) if you do not want a group to see every terminal
command. Status phrases are configurable. Message timestamps can
go into model context so “today” means something in a chat that spans
midnight. Background sessions (/background) run a prompt in a
separate session and can notify when done. None of this is Bot Mode.
Bot Mode is profiles in a room, chapter 14 [4]. This is one agent,
many phones.



Per-channel overrides are how a single gateway is not a single brain.
Under a platform in gateway config you can set channel overrides
keyed by channel or thread id: model, provider, system_prompt, any
subset. Unset fields fall back to global. Discord threads inherit the
parent channel’s override. Resolution for model is session /model
first, then channel override, then global [6]. A #daily channel on a
cheap model and a #dev channel on a frontier model is the
documented picture. The system_prompt override is ephemeral per
turn, not stored in history. Do not use it as a second soul. Use it as a
room sign.

Unauthorized DMs should be boring. Pairing codes, not conversations.
GATEWAY_ALLOW_ALL_USERS is how boring dies. Human delay settings
exist if you want the bot not to look like a burst of tokens; they are
cosmetics. Circuit breakers pause a platform. When Telegram is
paused, Discord can still live. Look at gateway logs with the
understanding that secrets are auto-redacted in ~/ . hermes/logs/
when redaction is on [9][12]. If you set - -no- redact on a diagnostic
upload, you chose to leak. Default uploads redact.

Telegram as the teaching platform, slower. BotFather /newbot,
username ending in bot, token once. /setcommands can list help,
new, sethome. Privacy off or admin if you need groups. Numeric user
id from a user-info bot, not your @handle. hermes gateway setup
writes TELEGRAM BOT TOKEN and TELEGRAM ALLOWED USERS. Start
gateway. DM first. Groups later. Voice in, STT. Voice out, TTS,
ffmpeg for bubbles. MEDIA tags send files; the path must be host-
visible if the terminal backend is Docker. That last sentence is a week
of “the file exists but Telegram says no.” Map a volume and emit the
host path.

Discord as the second teacher. Application, bot token, intents, invite
URL with the right scopes, allowlist of user snowflakes. Channels are
ids, not names, in overrides. Reactions and threads work. Streaming
edits a message. Slash commands still go through Hermes’s registry.
Slack as the third: app, socket or HTTP events, bot token and app
token as names in . env, allowlist. Threads are where work should



happen so #general does not become a tool log. After those three, a
Mattermost or Matrix setup is copy-and-rename if you can read an env
table.

Home channel discipline. /sethome in a DM. Cron results land there.
If you sethome in a group, the group gets the 3 a.m. voice. If you
never sethome, you debug “cron ran but nobody saw it.” Status after
install should show the service and the platforms that connected.
hermes gateway status --systemis Linux when you need to
inspect the system unit explicitly. Foreground hermes gateway is still
the right debug mode: you see logs, you Ctrl-C, you fix .env, you run
again. Only then install the service.

A third composite, small. Priya enabled linger, then wondered why the
bot died when she ran ws1 --shutdown. Linger keeps a user session
on a real Linux box. It does not keep a WSL VM that Windows just
turned off. She added the Task Scheduler sleep infinity pattern
from the WSL guide and the bot survived a closed terminal. Two
layers. Two failures. Two fixes. Official docs mention both because
operators keep applying the Linux one to the Windows one [6].

Figure 9 in the book plan is gateway plus dispatcher; this chapter does
not require a figure unless it helps, and a table already did the job-
versus-logo work in chapter 10. If you need a picture, it is one process
in the middle, platforms on one side, agent loop on the other, ledger
under the send path. Draw it on paper. Do not wait for a diagram to
pair the bot.

Progress bubbles can be cleaned up on Telegram and Discord if you
opt in; failed runs skip cleanup so you still see breadcrumbs. Circuit
breakers can pause a platform that is erroring without taking the whole
gateway down. /platform and status logs are where you look when
Telegram is quiet and Discord is not. Restart notifications exist so a
user service coming back is not a mystery.

Worked example, composite. Maya revoked
GATEWAY ALLOW ALL USERS. She ran hermes gateway setup, chose



Telegram, pasted nothing into chat, wrote the token into .env locally,
added only her numeric user id to TELEGRAM_ALLOWED USERS. She
DMed the bot, sent /sethome, sent /whoami, asked it to summarize a
repo path she already trusted in CLI. She installed a user service and
enabled linger. She ran hermes gateway status. She sent a test after
hermes gateway stop and start and looked for a duplicate
recovered prefix; there was none, because nothing had been in flight.
She added Discord a week later with its own allowlist. She never
added the bot to a public group in week one.

Silence in practice. Maya’s bot sat in a private group after week three,
mention required. Side chatter did not need a reply. The agent returned
[SILENT] and the group did not get a lecture. The transcript in
state.db still had the assistant turn, so the next mention had context.
A teammate wrote “use SILENT when nothing changed” as a
sentence; that message was delivered, because the whole response was
not the token. That distinction is in the docs because people wrap the
token in helpful prose and then wonder why the bot spoke [6].

Reset policies in practice. Default none. Maya left it. Sam set idle 60
minutes on Discord because the channel was a demo and context rot
was embarrassing. Per-platform reset by platform in gateway.json
overrode the global. A background preview server older than

bg process max_age hours (default 24) stopped pinning the session
open; the process was not killed. Sam found a node server still running
after the chat had reset. He learned to stop the process on purpose.
Cron still ticked in the gateway process even when a chat session
reset. Cron is not a chat. Home channel is where cron speaks if you
told it to.

Admins versus users. /sessions all is admin. Regular users listing
other people’s sessions would be a gossip feature. /whoami is how you
check. Destructive slash commands can prompt before discarding
state; native buttons on Telegram, Discord, Slack [9]. Always-approve
on those prompts writes config. Know that before you tap. /update
from a chat updates Hermes; on a system unit that may need a restart



you cannot do without sudo. User units plus linger avoid that trap on
headless boxes.

What “twenty platforms” means on this freeze is the messaging index:
Telegram, Discord, Slack, Google Chat, WhatsApp and WhatsApp
Cloud, Signal, SMS, Email, Home Assistant, Mattermost, Matrix,
DingTalk, Feishu/Lark, WeCom and WeCom Callback, Weixin,
BlueBubbles, Photon, QQ, Yuanbao, Microsoft Teams, LINE, ntfy,
Raft, IRC, Buzz, SimpleX, plus relay and webhooks as cousins [6].
You will not configure them all. The number is a warning about
surface area, not a badge. Each extra platform is another token,
another allowlist, another way to forget a public invite. Mastery is one
boring DM.

macOS launchd notes, short. hermes gateway install writes a user
agent. Logs still under ~/.hermes/logs/. Sleep and lid close can
freeze the process; caffeinate does not override lid-close on
MacBooks. Official multi-profile gateway notes say so. If the bot must
run lid-closed, that is an Energy Saver problem, not a Hermes flag.
Linux systemd-inhibit is the cousin. Do not confuse inhibit with
linger. One blocks sleep during a command. The other keeps user
services after logout.

Monday again, slower if the first pass failed. If setup wrote the token
but status shows the platform disabled, check
gateway.platforms.telegram.enabled (or the platform you chose).
If the bot ignores groups, privacy mode. If the bot talks to strangers,
allowlist. If the bot dies at logout, linger or WSL VM. If replies
duplicate after a crash, read the recovered prefix; that is the ledger
working. If replies vanish after a crash and you set

delivery ledger: false, you asked for that. Turn it back on.

A second composite, the WSL case. Sam’s gateway died every time he
closed Windows Terminal. systemd was not enabled. He set
systemd=true, shutdown WSL, verified systemctl, installed the user
unit, and still needed a Task Scheduler trick to keep the WSL VM
alive at Windows login (wsl.exe -d Ubuntu --exec /bin/sh -c



"sleep infinity" is the portable pattern in the WSL guide). Until
the VM stays up, linger cannot help. The lesson is layered: process
manager, then linger, then the VM itself.

Misconceptions. “Gateway is a different agent.” No. Same soul, same
MCP, same computer use, same .env [13][17]. “Allowlist is optional
if I trust the model.” The allowlist is who can talk, not how wise the
model is. “Pairing is less secure than a hard-coded id.” Pairing is how
you avoid copying user ids wrong; it still requires your approval.
“Silence tokens hide errors.” They do not. “WSL is Linux, so install —
system and forget.” WSL without systemd is not that Linux. “Delivery
ledger means exactly once.” It means at-least-once with labels. “I
should put the token in config.yaml.” Secrets go in .env [12].

The analogy is a phone number for a person who has keys to your
house. Twenty platforms are twenty numbers. Pairing is caller ID.
Linger is the ringer staying on when you leave the room. The analogy
lies if you think a missed call is the failure mode. The failure mode is
the wrong caller getting a shell.

Monday. Run hermes gateway setup for one platform. Put the token
in .env as a name you never print. Allowlist yourself or pair a DM. /
sethome in that DM. hermes gateway status. If you are on Linux
and want it to survive logout, install the user service and sudo
loginctl enable-linger $USER. If you are on WSL2, fix systemd
first. Send two messages. Do not enable allow-all. Do not add a group.
Do not YOLO.

Pairing versus allowlist is not a moral choice. Allowlist is when you
already know the numeric ids. Pairing is when you do not want to look
them up and you still want an explicit approve step. You can use both.
You should not use neither. Email’s default of ignoring unknown
senders is the right instinct for every platform that can receive mail
from the world. Copy that instinct to Telegram even though Telegram
makes it easy to be lazy.



Streaming and typing indicators are comfort, not reliability. The ledger
is reliability. If you disable the ledger to “keep state.db small,” you
will lose a long reply at the worst time. Prune is already 7 days for
delivered rows. Leave it on. Watchdog seconds on Linux are for a
wedged event loop, not for Telegram blips. Do not set them because a
network hiccup scared you. Set them because you run a user unit for
months and you want systemd to notice a frozen process.

Why it matters: a gateway is the agent plus a network identity. The
blast radius is whoever can message it times whatever tools you
enabled in chapters 10 and 11. Measure by status, by who appears in
hermes pairing list, by whether cron lands in the home channel,
and by whether a restart duplicates a reply with a label instead of
dropping it.

Freeze 2026-08-30. Messaging gateway [6]. Security authorization
[9]. Configuration and .env [12]. Bot Mode only as a pointer that bots
are profiles; the deep treatment is chapter 14 [4]. Desktop is another
surface on the same core [13]. Context files still load [17]. Docs home
[1]. Source [16]. No payment CTA. No invented twenty-first platform.

Once the gateway stays up, you will want a second personality that is
not a /personality joke: a second home, a second token, a second
agent on the same machine. That is profiles. Chapter 13 is one
machine, many agents, and the reminder that a profile is not a
sandbox. Get one gateway boring first. Boring is the mastery.

If setup feels like too many platforms, it is. The wizard will offer more
than you should take. Arrow past them. Telegram DM, allowlist,
home, linger. That is a finished Monday. Discord can wait until the
Telegram DM has survived a reboot and a night of cron. Slack can
wait until Discord has. Twenty is a catalog. One is an operation.

Cron on the gateway is the reason linger is not optional if you asked
for overnight work. The process ticks every 60 seconds. If the process
is dead, the tick is dead. Chapter 16 will treat schedules,
skip_memory, and webhooks. Here you only need the hosting fact: the



same unit that keeps Telegram alive keeps cron alive. Pair the bot, set
home, then schedule nothing until hermes gateway status is boring
twice in a row, including after a logout. If it fails the logout test, you
do not have a gateway. You have a foreground demo.

The CLI is where you debug. The gateway is where the agent lives
when you are not at the keyboard. That split is the whole reason this
book did not stop at chapter 3. A first hour that works in a terminal is
not mastery. A bot that still answers after logout, that refuses strangers,
that labels a recovered duplicate instead of lying about exactly-once, is
the start of the network half.



Chapter 13. Profiles: one machine,
many agents

The first time you run two Hermes processes against the same home
directory, nothing explodes. That is the trap. Both agents write
memory. Both load whatever the other wrote the next time a session
starts. By Thursday the system prompt contains a stew neither of you
authored: a coding convention from the research bot, a joke the
personal bot saved, a “user prefers concise” note that was true for
Slack and a lie for long-form drafting. The docs are blunt about this.
Never point two agent processes at the same profile. Profiles exist to
stop that compounding [7].

A profile is not a costume. It is a separate Hermes home: its own
config.yaml, .env, SOUL.md, memories, sessions, skills, cron jobs,
and state database, under ~/ .hermes/profiles/<name>/ for named
profiles, with the default profile remaining ~/ . hermes itself [7]. When
you create a profile called coder, you immediately get a coder
command. coder chat, coder setup, coder gateway start are not
cute aliases. They are hermes -p coder with a wrapper in ~/ . local/
bin. The prompt shows coder ). The banner shows the profile name.
If you do not know which home you are writing to, you are already in
the stew.

Why this costs you: mixed memory is not a vibe problem. It is a safety
and quality problem. A personal bot that has been told your kid’s
school pickup time should not be the same process that has
approvals.mode: off for a CI box. A research profile that is allowed
to browse the open web should not share a Telegram bot token with an
ops profile that can restart services. Token locks exist because people
did this by accident: if two profiles try to use the same Telegram,
Discord, Slack, WhatsApp, or Signal bot token, the second gateway is
blocked and named [7]. That error is a gift. The silent version is two
personalities fighting over one inbox.

Create a blank profile when the job is genuinely new:



hermes profile create researcher --description "Reads
source and docs, writes findings."

The description is not decoration if you plan to use kanban.
Orchestrators route work using it [7]. You can also set or auto-generate
it later with hermes profile describe. Then run setup inside that
profile. The fastest honest path, same as chapter 2, is still

researcher setup --portal or hermes -p researcher setup --
portal so the new home gets a model and the Tool Gateway without
you copying keys by hand [23]. Clone when you want the same keys
and skills but a clean memory: hermes profile create work --
clone copies config, .env, SOUL.md, and skills, and leaves sessions
and memory empty [7]. Clone everything with - -clone-all when
you want a working snapshot of cron and plugins too. History stays
behind on purpose. Session stores can reach tens of gigabytes; they
belong to the source profile. For a backup that includes history, the
docs point you at hermes profile export or hermes backup, not at
--clone-all [7][29]. - -clone-from coder selects the source profile
directly and implies a config/skills/SOUL clone. Combine it with - -
clone-all when you want a full copy of that source.

Honcho, if you use it, does not collapse two profiles into one brain.
Clone operations create a dedicated Al peer for the new profile while
sharing a user workspace. Each profile still builds its own
observations [7]. That is the right instinct even if you never touch
Honcho. Shared memory, when you truly need it, is an external
provider. Shared home directories are how you get a personality you
cannot explain.

Using profiles is ordinary once the directories exist.

hermes -p coder chat works with the flag in any position. hermes
--profile=coder doctor is the same idea. hermes profile use
coder makes plain hermes commands target that profile until you
switch back to default, the same shape as kubectl config use-
context [7]. Tab completion and hermes profile list /show/
rename / delete are how you keep the roster honest. Deleting a
profile is permanent in the way deleting a home directory is



permanent: it stops the gateway, removes the systemd or launchd
service, removes the command alias, and deletes the data after you
type the name to confirm. - -yes skips the prompt for scripts. The
default profile cannot be deleted, which is a mercy. To remove
everything, that is hermes uninstall, not profile delete
default.

Here is the misconception that wrecks otherwise careful operators:
they think a profile is a sandbox. It is not [7]. A profile isolates
Hermes state. It does not isolate the filesystem. On the default local
terminal backend, the agent has the same filesystem access as your
user account. It can read ~/Documents from a profile named toy.
SOUL.md can ask it not to. Asking is not enforcing. If you need a
starting directory, set an absolute terminal.cwd in that profile’s
config. cwd: "." means the directory you launched from, not the
profile directory [7]. If you need actual isolation, that is a terminal
backend (Docker, Modal, Singularity) or HERMES WRITE SAFE ROOT,
not a profile name. If you need separate CLI identities — different
~/ .ssh, different gh auth — set terminal.home mode: profile so
subprocesses see HOME={HERMES HOME}/home. The default is the
opposite: HOME stays your real account home so git and ssh keep
working [7]. Know which one you wanted. Hermes also exposes
HERMES REAL_HOME to subprocesses so scripts can still find the actual
account home when home_mode: profile is on. Asking the model
“what directory are you in?” is not a reliable isolation test. Set
terminal.cwd if you need a predictable start.

HERMES_HOME is the profile boundary. It controls Hermes config,
secrets, memory, sessions, skills, logs, cron, and gateway state. It is
not HOME. Mixing those two in your head is how people “isolate” a
profile and then watch it use their personal ssh agent anyway [7].
When you run coder chat, the wrapper sets

HERMES HOME=~/.hermes/profiles/coder before launch. Path
helpers in the product resolve through that variable, so state scopes
without you exporting anything by hand. Tool execution still starts
from terminal. cwd or the launch directory. The default profile needs



no migration. Existing installs are already a profile. Named profiles
are how you stop pretending one brain can be on-call, on-deadline,
and on-vacation at the same time.

Each profile can run its own gateway, with its own bot token, as its
own process. coder gateway install creates hermes-gateway-
coder. They run independently [7]. Inside the official Docker image,
per-profile gateways are supervised by s6 so create/start/stop talk to
service slots instead of orphan processes [7]. Crashes auto-restart.
docker restart preserves the previously-running set. The dashboard
is a machine-level surface: one dashboard, a profile switcher, no need
for coder dashboard as a separate product. coder dashboard routes
to the machine dashboard with coder preselected. “Set as active” on
the dashboard is the sticky CLI default, same as hermes profile
use. Editing a profile is the switcher, not that button [7].

Token locks again, slower, because the error is the feature. Two
profiles, one Telegram token, second gateway refused and named.
Same for Discord, Slack, WhatsApp, Signal [7]. The lock is not
“Hermes cannot run two bots.” It is “this token is already a network
identity for another home.” Give the second profile a second bot from
BotFather, or do not run a second gateway. Sharing a token is how you
get interleaved sessions and a personality fight in one inbox. Chapter
12 already told you pairing and allowlists. This chapter tells you the
token is per profile the way .env is per profile. Edit ~/.hermes/
profiles/coder/.env for coder’s secrets. Edit the other home for the
other bot. Do not paste either value into this book or a screenshot.

Updates are shared code and per-profile skills. hermes update pulls
once and syncs newly bundled skills to every profile. Skills you
modified are not overwritten [7]. That is why a profile that opted out
of bundled skills stays empty, and why a profile you carefully stripped
does not get a surprise catalog after an update if you used the
documented opt-out marker. hermes -p coder skills reset
google-workspace only touches that profile’s bundled manifest. The
code on disk is still one tree. The skills copies are many.



Sharing a profile with another machine is a different verb than cloning
on the same machine. /export or hermes profile export coder
packs a .tar.gz. API keys are stripped on purpose [7]. The recipient
imports. Desktop has 38K export/import. That is a one-time handoff.
A profile distribution is a git repo you install with hermes profile
install and update later without wiping memories and . env.
Credentials, memories, and sessions stay per-machine in that model
[7]. Use export to move. Use a distribution to publish an agent you
will keep shipping. Do not email a tarball that still contains .env. If
you found keys in an export, you found a process failure, not a feature.
hermes profile import ./coder.tar.gz --name coder is the
receive side. hermes profile update research-bot is the
distribution receive side when the author shipped a new version.

hermes profile rename coder dev-bot updates the alias and the
service name. Do it when the job changed and the old name would lie
in a kanban assignee field. hermes profile show coder prints path,
model, gateway status. hermes profile list is the roster. If list
shows three names and two of them resolve to the same directory, you
did not create profiles. You created nicknames. The path column is the
truth.

Walk a Monday create so the flags stop being abstract. You need a
researcher that must not share memory with the default coding home.
hermes profile create researcher --description "Reads
source and docs, writes findings." --no-skillsif you want a
lean literary or research profile without the bundled catalog [7][10].
researcher setup --portal [23]. Write a SOUL.md that says cite
primary sources and freeze product claims. Do not clone-all from
default. Clone-all would have copied cron jobs that fire in the coding
home’s voice, and plugins you did not mean to run at 3 a.m. If the
provider setup is the only thing you wanted to reuse, - -clone from
default, then change SOUL and the Telegram token, then empty
anything in MEMORY.md that came along if you used - -clone-all
by mistake. - - clone already left memory empty. That is the usual
right clone.



A composite lab, labeled composite. You run a shop that needs three
jobs that should never share a brain: ops (gateway on Telegram, cron,
cautious approvals), writer (long context, no production tokens,
different SOUL), reviewer (read-only instincts, kanban assignee).
You create three profiles. You give each a description. You do not
clone-all from default into all three and then wonder why they all
remember your grocery list. You clone config into ops because the
provider setup is the same, then you change SOUL .md and the Telegram
token. You create writer blank with - -no-skills if you want a lean
literary profile. You create reviewer with a description the kanban
orchestrator can read. You start three gateways only if you have three
tokens. You confirm with hermes profile list that the paths are
three directories, not three names for one directory. Monday, you do
that list command before you add a fourth.

A second composite, labeled. Sam wanted “isolation” for a toy profile
that tries risky patches. They created toy, left terminal.backend:
local, left cwd: ".", and told SOUL.md not to touch ~/Projects/
prod. The toy agent, running as Sam’s user, read the prod .env
because Sam asked it to “look at how we do secrets” from a directory
they launched in by habit. The profile did its job: Hermes state was
isolated. The filesystem did not care. The fix is a Docker or Modal
backend for toy, or HERMES WRITE SAFE ROOT pointed at a scratch
tree, plus an absolute terminal. cwd into that scratch [7][9].
SOUL.md is still worth writing. It is not the sandbox.

A third composite, labeled. Two laptops, one published research-bot
distribution. Machine A has memories of this week’s papers. Machine
B is a fresh import. hermes profile install does not copy A’s
MEMORY.md onto B, on purpose [7]. B’s .env is B’s. If they wanted
the memories too, that is export/import of a snapshot, or an external
provider, not “the git repo is the brain.” People who treat a distribution
as a backup lose history and then blame the product. Backup is

hermes backup or a profile export you actually stored. Clone-all is a
same-machine snapshot without the giant session store [7][29].



A fourth composite, labeled. Priya set hermes profile use coder
on Friday so plain hermes meant coder. On Monday she ran hermes
gateway install thinking she was installing the default bot and
installed coder’s unit instead. The prompt would have said coder ) if
she had opened chat. hermes profile would have said the current
name. Sticky default is a knife. hermes profile use default when
you are done. Dashboard “Set as active” is the same knife with a
prettier handle [7].

Config you actually touch per profile: model and provider, toolsets,
terminal.cwd, terminal.home mode if you need it, SOUL.md, .env,
maybe approvals.mode [7][12]. You do not need a different Hermes
binary. You need a different home. coder config set
model.default .. writes coder’s yaml. coder config set
terminal.cwd /absolute/path/to/project is how a coding profile
stops launching in ~/Downloads. Relative dots are how it follows you
around like a lost dog.

Gateway persistence per profile follows chapter 12. User unit plus
linger on Linux. systemd in WSL first. Each profile’s unit has its own
name. Restarting hermes -gateway - coder does not restart hermes -
gateway. If cron lives on ops, ops’ gateway must stay up. If you only
linger the default user session, you still need the ops unit installed and
enabled. Status commands take -p. Read the profile column. A bot
that dies at logout is still a linger problem even when the profile name
is cute.

What “many agents” means on this freeze is not a swarm library. It is
N homes on one disk, N optional gateways, N memory files, N skill
trees, one shared code update [7]. Kanban will assign work to those
names in chapter 15. Bot Mode will put faces on them in chapter 14. If
the names do not map to directories, the faces will lie. If two faces
share a home, Thursday’s stew returns, this time with avatars.

Misconceptions.

A profile is a sandbox. It is a state directory [7].



HERMES_HOME is HOME. It is not. Default host installs keep real HOME for
git and ssh [7].

--clone-all is a backup with history. History stays behind. Use
export or hermes backup [7][29].

- -clone copies memory. It copies config, .env, SOUL, skills.
Memory and sessions start empty [7].

Two gateways can share a Telegram token if you “only use one at a
time.” The second start is blocked. Good [7].

cwd: "." means the profile directory. It means the launch directory on
local backend [7].

SOUL .md enforces a workspace. It guides. It does not enforce [7].

hermes profile use is a cosmetic prompt. It changes which home
plain hermes writes [7].

Dashboard “Set as active” edits the profile you are looking at. It sets
the sticky CLI default [7].

Deleting a profile is undoable from the recycle bin. It is a home
deletion after a typed confirm.

The analogy is apartments in one building. Each apartment has its own
kitchen and mail. The hallway is the OS user. The building water is
HOME for git and ssh unless you opt into a private tank (home _mode:
profile). The analogy lies if you think a locked mailbox stops
someone with your building key from opening the apartment door.
The local backend has your user key. Docker is a different building.

Monday. Run hermes profile list and read the paths. If you only
have default, create one named profile for a job that must not share
memory: hermes profile create researcher --description
"Reads source and docs, writes findings." [7]. Run
researcher setup --portal or clone config if the keys should be



the same [23]. Open researcher ) and confirm the banner. Write
three lines of SOUL that are not the default’s SOUL. Do not start a
second gateway until you have a second token. Do not point two
processes at ~/ . hermes. If you already did, stop one, create the
profile, and treat the stewed MEMORY.md as contaminated: read it,
keep the facts that are still true, delete the rest.

If list already shows names, hermes profile show on each. Check
model, gateway, path. If two names share a path, you have a lie to fix
before Bot Mode puts a face on it. If HOME and HERMES HOME are
confused in a wrapper you wrote by hand, throw the wrapper away
and use the generated alias. The generated alias is hermes -p name.
Yours is how people export the wrong home.

Tab completion is worth the one-line eval in bash or zsh [7].
Completing profile names after -p is how you stop typing
reseracher. Add it to the shell rc. Then hermes profile use
default so the next morning is not a surprise.

terminal.home mode: profile is the other knife, and it is easy to
flip because the name sounds like the isolation you wanted. After you
set it, subprocesses see HOME={HERMES HOME}/home. That directory is
empty until you put something in it. git will not find your global
config. ssh will not find your keys. gh will not find your login. Cloud
CLIs will look like first-run wizards. HERMES REAL HOME is there so a
script can still reach the real account home if you write it that way [7].
Most coding profiles should leave the default: real HOME, isolated
HERMES_HOME. Flip home_mode when the job is a second identity — a
contractor account, a throwaway gh, an ssh key that must not be the
one that can push main. Then initialize that profile home on purpose:
copy or link only what that identity needs. If you flipped it and now
“git is broken,” you did not break git. You hid $HOME.

Kanban will read the - -description you passed at create time. An
orchestrator that sees researcher with an empty description has to
guess. Guessing is how a writer profile gets a “restart nginx” card [7]
[5]. Write the description as a job ad in one sentence. Change it with



hermes profile describe when the job changes. Bot Mode will
show title and description on the roster; those fields live in profile
metadata. They are not a second SOUL. SOUL is voice and standing
orders. Description is routing. Title is the human label. Name is the
directory. If those four disagree, the room in chapter 14 will
@mention the wrong specialist.

Wrapper scripts you write by hand are how HERMES HOME gets
exported to the wrong process. The generated alias is enough. If you
need a desktop shortcut, point it at hermes -p coder or the alias on
PATH. If you export HERMES HOME=~/.hermes/profiles/coder in
your shell rc, every later hermes in that terminal is coder, including
the one you thought was default. Sticky profile use is already that
footgun with a blessed API. Do not add a second footgun in .bashrc.

Docker users get s6 slots for free in the official image. hermes
profile create registers /run/service/gateway-<name>/. Start
and stop go through s6-svc [7]. That is why a container restart can
bring back the same set of gateways. On a host install there is no s6.
There is systemd or launchd or a foreground terminal. Do not copy a
Compose snippet from a blog that starts two hermes gateway
processes with the same volume and the same . env. That is two
writers, one home, Thursday stew, and a token lock if you
remembered to use two tokens, or a lock fight if you did not.

Count profiles like you count production services. Each one has a unit,
a token, a memory file, a bill. Three is a shop. Twelve is a museum
unless kanban is actually assigning work to twelve descriptions.
Empty profiles still get bundled-skill sync on hermes update unless
you opted out [7][10]. That sync is not free in catalog tokens. Delete
profiles you are not going to run. Type the name. Do not keep test2
because deleting feels mean.

Why it matters: every later chapter that says “the researcher” means a
directory. Bot Mode will not create a second database of bots. Kanban
will spawn OS processes with HERMES_HOME set. Cron will tick inside

a gateway that belongs to one profile. If you skip this chapter and



jump to avatars, you will build a roster of faces on top of one stewed
home. The faces will look like a team. The disk will look like a single
confused process.

Freeze 2026-08-30. Profiles [7]. Portal setup [23]. FAQ backup versus
export [29]. Skills opt-out when you pass - -no-skills [10]. Security
isolation is backends and write-safe root, not the profile name [9].
Docs home [1]. No payment CTA. No invented clone flag.

Profiles are the primitive Bot Mode will dress up in the next chapter.
If you skip this chapter and jump to avatars, you will build a roster of
faces on top of one stewed home. Create the directories first. Give
them descriptions. Then, and only then, give them names you would
say out loud in a group chat.



Chapter 14. Bot Mode and group chat

You already have three profiles from chapter 13. You can chat with
each of them from a terminal if you like typing -p for the rest of your
life. Most people will not. They will want a roster: faces, a click, a
room where the researcher and the editor can argue in front of them
without the operator pasting messages back and forth. Bot Mode is
that roster. It is not a new runtime. A Bot is a Hermes profile. Bot
Mode is a desktop UI over that primitive, on by default, in the Bots
tab next to Sessions [4].

That sentence is the whole chapter if you remember nothing else.
There is no second database of “bots.” There is no daemon that is not
the gateway you already run. Routines are cron jobs namespaced
[bot:<name>]. CLI parity is exact: hermes -p researcher chatis
the same agent as clicking the researcher in the roster [4]. If a vendor
pitch told you Bot Mode was a different product, they sold you a tab.

The problem this solves is coordination cost. A single clever agent that
tries to be researcher, editor, and on-call at once will smear those jobs
into one SOUL and one memory, which chapter 13 already forbade. A
human who copy-pastes between three CLI sessions will make a
transcription error at 11 p.m. and ship it. Group chat exists so the
specialists speak in one room, with caps, with a way to pull you in
when the call is actually yours.

Open the desktop app. The Bots pane shows one row per profile:
avatar, latest-message preview, timestamp. Click a Bot and you land in
its canonical Bot Chat, created and pinned when the Bot is born [4].
That chat is a forever-chat. Typing /new or /reset inside it would
fork the relationship into a scratch session, which is the one thing Bot
Mode promises not to do, so the composer reroutes those commands
to /compact: fresh working context, same conversation [4]. Regular
sessions on the same profile still have full /new. If you needed a
scratch pad, open a session from the Bot’s context menu. Do not burn
the canonical chat to feel clean. There is a preference to hide canonical



Bot Chats from the regular session list so they only appear in the Bots
pane. Use it if the Sessions tab looks like a duplicate roster.

Active-now is a presence strip above the roster: the gateway-busy
profile plus any Bot that wrote in the last ninety seconds. It never
reorders the roster. Hide a Bot if you do not want it in your face;
hiding is display-only. @mentions still resolve, group memberships
stay, routines keep running. Hidden Bots do not toast. They
accumulate unread activity, and the eye toggle badges a dot [4].
Hidden state lives in profile metadata, so it follows the Bot to every
desktop connected to that backend. Search filters the roster as you
type. Sessions from a Bot’s context menu browses that profile’s recent
stored conversations without changing click-to-chat.

Creating a Bot is New Agent: Name, Title, Description, and it exists,
introducing itself as the first message of its Bot Chat. Advanced is the
rest of chapter 13 in a form: clone from an existing profile or start
fresh, skip bundled skills, pin a model so two Bots can run different
models side by side, write a custom SOUL.md, tick skills and toolsets
and MCP servers, and share keys by default so OAuth refreshes do not
invalidate each other [4]. Shared keys are the current default. Older
gateways copied credentials instead, which still works and is a fork.
Prefer sharing unless you have a reason to isolate tokens. Clone source
for a remote create is a profile on the target machine, usually its
default, because the remote box does not have your local profiles.

If you have more than one connection in Settings — Connections,
New Agent grows a Create on picker. The profile is created on that
machine’s backend. Your window does not switch gateways. The Bot
appears as a Connections Bot, with an @name-device handle when the
name exists on several machines [4]. Cancel the dialog and the draft
profile on that machine is discarded. Edit Profile later reopens the
same surface: avatar, title, description, model pin, skills, toolsets,
MCP, SOUL. Duplicate clones config, skills, SOUL, memory, and
look. Delete is the same destructive confirmation as the profile menu.
The default profile cannot be deleted [4].



Avatars are not the product, but they are how humans keep a roster
straight. Blob faces are deterministic from the name: same name, same
face. While you type a name, the face follows; Randomize re-rolls;
Lock face keeps one you like if the name changes; six silhouettes can
be pinned while the rest still comes from the name. Geometric faces
are the older 7x10 grid, with blinking eyes while the Bot works. You
can upload an image or generate a portrait if an image backend is
configured. A pixel pet from the petdex gallery can bounce while the
Bot is busy; hermes pets explores the gallery [4]. Look, title, and
description live in backend metadata so every desktop agrees.

Routines attach recurring work to the Bot that does it. The pane docks
beside the chat while the Bots tab is active and steps aside when you
switch back to Sessions. A structured schedule picker builds the
schedule; Advanced exposes the raw Hermes schedule string. Under
the hood they are cron jobs you will also see in hermes cron list,
titled [bot:<name>] ... Runs land in that Bot’s chat history [4]. If you
find yourself writing a routine whose prompt says “check that thing,”
stop. Cron runs in a fresh session. The prompt must be self-contained,
same rule as chapter 16. Skills can be loaded on the job so you do not
paste a novel into the picker.

Groups are where mastery starts to feel like a team instead of a folder
of profiles. Right-click a local Bot — Manage groups. A Bot can
belong to several groups and still keep one DM row. Each group is a
roster row with member count, preview, timestamp, and a needs-you
state [4]. Open chat on a group of two to six Bots and you get a shared
room. Local membership is stored in backend-synced profile
metadata, so it follows that profile across desktops. Older profiles with
one legacy group continue to work. Connections Bots join through the
New Group Chat picker and stay source-qualified in that room’s local
Desktop state.

Your message triggers up to three serial rounds of member turns. @-
mentioned Bots respond; if nobody is mentioned, everyone may
respond. Each Bot replies briefly or passes. The room settles when a
full round stays silent [4]. Hard caps keep the room from spinning: ten



messages per send, three rounds. Each member keeps its own
persistent Group: <name> session, so the room has memory the way
any other conversation does. Not every Bot replies to every message.
Speaking is each member’s choice. @-mentioning scopes the round.
Expect the members you addressed, or whoever has something new,
and expect the rest to stay quiet [4]. If you wanted a Greek chorus,
you will be disappointed. If you wanted a working meeting, this is the
design.

Bots pull each other in with @name. They escalate judgment calls to
you with @user. The group row shows a needs-you badge when that
happens [4]. Use @user as the designed interrupt, not as a personality
quirk. A Bot that never escalates will eventually make a call you did
not want. A Bot that always escalates is a human with extra latency.
Teach that in SOUL.md: escalate when the next step spends money,
deletes data, or publishes. Pass when you have nothing new.

Figure 5. A Bot is a profile with a Bot Chat and optional
group rooms.

Figure 6. One group-chat send: up to three serial rounds.

Rooms can span machines. The New Group Chat picker seats Bots
from any registered connection. Each member’s turns run on its own
machine, in its own Group: <name> session there. Cross-machine



members carry a device badge. The disambiguated @name-device
handle works in the room so two agents with the same name on two
machines never blur [4]. That is the same idea as profile isolation,
rendered as a mention. Clicking a Connections Bot does not hop your
window onto that machine. Stay in your chat and @mention it, seat it
in a group, or Create on that device. Unreachable machines keep last-
known rows instead of vanishing. SSH sources can be inventoried
without spawning anything on the remote box.

Bot-to-bot messaging outside the room uses @mentions in any chat:
the active Bot hands the message off, waits, and reports back. Mention
names are validated against the live roster, so an email address or an
unknown @ passes through [4]. Across machines, @hame-device
delivers over the Connections registry. Your window’s gateway does
not switch. Direct messages on the same machine go through the
standard CLI shape: write the body to a temp file with a Message
from prefix, then hermes -p <bot> chat --in ~ -c "Bot Chat"
--create-if-missing -Q --query-file <file>. The file transport
means quotes and $(. . .) in the message arrive verbatim. Only the
canonical Bot Chat gets the messaging protocol section at prompt-
build time. Regular sessions and SOUL.md stay untouched.
agent.bot mode protocol in config.yaml defaults on. Delivery is
per-invocation: the receiving Bot picks the message up when it next
runs. Live interrupt of a Bot mid-conversation is not this freeze.

For Bot-initiated DMs to a peer machine that is not in the desktop
Connections Ul, the docs describe hermes peer plus api_server
with a strong API_SERVER_KEY. The key is a credential in .env as
HERMES PEER <NAME> KEY. Names and URLs live in config.yaml
under bot_peers [4]. hermes peer add, list, and hermes peer dm
spark or spark/researcher with the body from a file. Do not paste
that key into a group chat. Do not put it in this book. Registering or
removing a peer refreshes each Bot Chat’s protocol on its next
message. Reachability is your network: LAN, Tailscale, VPN. The
peer machine must run the API server platform.



Turn Bot Mode off in Settings — Plugins — Bots if you hate the
roster. Profiles, sessions, and cron are untouched. Bot Mode never
owned your data. It rendered it [4]. The roster, Routines pane, and
composer middleware unregister live. No restart needed.

Walk a send so the caps stop being a poster. You type one message in a
four-Bot room and mention two names. Round one: those two speak
or pass; the unmentioned two stay quiet because the mention scoped
the round. Round two: one of them @mentions a third, who now has
something to add. Round three: silence, or a last clarification. Ten
messages per send is the hard cap across those rounds. If the room is
still arguing, you send again. That is a new send, a new budget. If
nobody was mentioned, all four may speak in round one, which is how
a “what do we think” meeting burns the cap on throat-clearing.
Mention on purpose.

The forever-chat rule is the one people fight because they learned /
new as hygiene. In a Bot Chat, /new would create a second
relationship with the same profile and leave the canonical thread as a
ghost the roster still opens. The composer refuses that and runs /
compact instead [4]. Compact shrinks working context. It does not
invent a second Bot. If the relationship is actually poisoned — bad
memory, bad SOUL — fix the files, or duplicate the Bot and delete the
old one after you are sure. /new in a scratch session from the context
menu is still allowed. Use that for “try this prompt.” Use the Bot Chat
for the job.

CLI parity is how you debug when the desktop is being cute. hermes
-p researcher chat is the same home [4]. ~/.hermes/profiles/
researcher/ is the same files. hermes cron list shows
[bot:researcher] morning-inbox next to any job you created from
/cron. If the desktop shows a Bot and the CLI says the profile does
not exist, you created it on another connection. Look at the device
badge. Create on was not a theme. It was a machine.

A composite lab, labeled composite. You run a small publishing desk.
Bots: researcher, william, harry. Group: desk. You send: “We need



a cited outline for the kanban chapter. @researcher pull the official
docs. @william do not draft until the outline exists.” Round one:
researcher replies with URLs and a five-bullet outline, william passes,
harry passes. Round two: william asks one clarifying question about
audience, researcher answers, harry flags that the outline duplicates
the beginner book. Round three: silence. You, @user, because harry
escalated the duplication call. You say “cite, don’t reprint,” and the
next send is a draft task, not another round of philosophy. Caps
mattered. Mentions mattered. The pass mattered. If all three had
spoken every time, you would have a transcript, not a meeting.

A second composite, labeled. Two machines, same Bot name ops.
Without @ops -homelab versus @ops - laptop, a room mention is a coin
flip [4]. You register both in Connections. The roster shows device
badges. You seat homelab ops in the on-call group and leave laptop
ops out. Routines for overnight checks run on homelab because that is
where the profile lives. The laptop can @mention homelab without the
window hopping. When homelab is asleep, the row stays with last-
known state instead of vanishing so you do not “fix” it by creating a
third ops.

A third composite, labeled. Maya types /new in the researcher Bot
Chat because the thread got long. The composer compact-reroutes.
She thinks nothing happened because the title did not change. The
working window shrank. The relationship did not fork. She wanted a
scratch pad to try a vicious prompt. Context menu — Sessions — a
regular session still has /new. The canonical chat is for the job that
should still know last month’s citation style.

A fourth composite, labeled. A routine on harry says “check the
usual.” At 7 a.m. a fresh session has no “usual.” Harry improvises,
pings the group, burns a round. The fix is the chapter 16 prompt:
feeds, length, success condition, deliver to this Bot’s chat. The picker
is cron with a nicer face. Self-contained or skip.

Needs-you is a badge, not a notification strategy you can ignore until
Friday. When a Bot @user, the group row says so [4]. If you hide that



Bot, it will not toast; the eye still dots. Hidden is not off. Routines still
run. A hidden on-call Bot that @user at 2 a.m. is a policy decision.
Unhide before you are the on-call. Or do not hide the on-call.

Model pins are how a cheap Bot and a frontier Bot sit in the same
room. Unset inherits from the launch profile [4]. Pin when the
specialist should not follow your CLI /model experiments. A
researcher on a long-context model and an editor on a cheaper one is
the documented picture, same idea as gateway channel overrides, now
per profile. Shared keys mean one OAuth refresh does not invalidate
the sibling. Isolate tokens only when the blast radius must not be
shared — ops versus a public-facing helper.

Misconceptions.

Bot Mode is a different agent runtime. It is a tab over profiles [4].
/new in a Bot Chat starts a clean relationship. It compact-reroutes [4].
Hiding a Bot stops its cron. Hiding is display-only [4].

Every Bot speaks every round. Speaking is a choice; mentions scope

[4].

@user is flavor. It is the interrupt that badges needs-you [4].

Two machines, same name, one mention. Use @name-device [4].
Create on switches your window to that gateway. It does not [4].
Turning the plugin off deletes Bots. It unregisters UI. Data stays [4].

hermes peer is required for a local two-Bot room. Local rooms are
desktop group chat. Peer is for Bot-initiated DMs to another
machine’s API server [4].

The messaging protocol belongs in SOUL.md. It is injected into
canonical Bot Chat only, and agent.bot mode protocol gates it [4].



The analogy is a meeting room with a talking stick and a fire alarm.
Mentions are the stick. @user is the alarm. Caps are the clock. The
analogy lies if you think the room is the work. The room is
deliberation. Durable jobs still want a board. Overnight jobs still want
cron. The roster is how you stop pasting.

Monday: create one Bot that is not your default, with a one-sentence
SOUL and a description. Chat with it from the roster. Chat with it
from hermes -p <name> chat. Confirm you are talking to one home.
Then, and only then, make a two-Bot group and send one mentioned
message. Watch who speaks. Watch who passes. If both speak when
you named one, you do not have the room you think you have. If
neither speaks, check that the desktop plugin is on and that those
profiles actually exist on the machine you created them on.

Do not build a six-Bot room on day one. Two is enough to see a pass.
Three is enough to see an @mention pull. Six is the cap, not a target
[4]. If the room is noisy, you are not mentioning. If the room is dead,
the plugin is off, the profiles are on another connection, or SOUL told
everyone to wait for a perfect thought.

Kanban is waiting in the next chapter for the work that should not live
in a chat room at all: durable tasks, retries, reviewers, a board that still
exists after you close the window. Group chat is for deliberation. The
board is for jobs.

Freeze 2026-08-30. Bot Mode [4]. Profiles underneath [7]. Cron for
routines [11]. No tokens. No payment CTA. Figures 5 and 6 are the
map: a Bot is a profile with a Bot Chat and optional rooms; one send
is at most three serial rounds.



Chapter 15. Kanban versus
delegate_task

A group chat can decide who should write the outline. It cannot
survive a reboot with the outline still assigned, the reviewer still
blocked on a human question, and the run history still attached to the
card. That is the job delegate task pretends to do until the parent
process exits, and the job Kanban actually does because every handoff
is a row in SQLite [5][15].

The two primitives look similar i